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Executive Summary

‘A Framework for interoperability’ offers an insight into an open source middleware called ioNode, together with a low cost transformation component. The paper explains its features, advantages and benefits in the context of the interoperability and networking challenges facing systems integrators today. 

ioNode is offered as a complete OEM solution but may be installed on existing kit. It provides pre-built transformations to open standard data definitions as required per industry sector. Messaging conforms to ebXML. 

The interoperability challenges faced across different industry sectors is much the same. There is a well known technology challenge 'to get things to talk'. Legacy or proprietary systems are often incompatible. The common problem solved is that of middleware node within an existing network or system infrastructure.

ioNode was designed as a scalable and flexible solution to the interoperability challenges faced by systems today; multiple disparate systems exchanging data over the internet, talking common languages and providing services via an intelligent interoperable self sustaining network. Advantageously ioNode’s software can be installed on all major operating systems so there is no barrier to entry for smaller challenges.  

ioNode is independent of the network or hardware architecture, and is therefore suitable to provide a complete web service architecture on one or any number of servers. ioNodes are configurable to talk to each other to provide robust and secure traffic and data control as appropriate. 

ioNode has been developed in Java and as such is independent of operating systems, it is therefore an ‘open standard’. Other open industry standards key to ioNode’s value are SOAP [Simple Object Access Protocol], XML [eXtensible Mark up Language], ebXML [electronic business XML] and JMS [Java Messaging Service]. These standards have been woven together to provide a reliable open framework for ‘messaging’, ‘transaction services’ and ‘web services’. 

ioNode in this first release does take full advantage of proven ‘open source’ server systems, such as Apache Tomcat, FreeBSD, PostgreSQL and Xindice, to provide a reliable server environment for ioNode. FreeBSD can be easily switched for any ‘windows’ server environment and indeed any ‘nix’ environment. ioNode has been developed on both Windows and FreeBSD servers from its inception, allowing for each software piece in a server to swapped as required.

1 ioNode
ioNode is a configurable transport and transformation layer for open and interoperable networks. A simple concept is that it provides for a node in a bigger network.
Depending on how a systems integrator wishes to deploy web services and or http [Hyper Text Transport Protocol] receivers, one or a number of physical servers are deployed per network node (refer Figure 1), this is a similar concept to clustering or load balancing, we like to think of this as distributed resilient processing.

Budgets vary, yet ioNode remains flexible.

[image: image1]
Figure 1 - ioNode Flexible Server Configuration


An ioNode’s responsibilities in turn defines its node type and configuration. 

Today we have three known ioNode types [ioAgent, ioHub, ioConsort] and one ioNode extension which may also be considered an independent node type [ioDB].

It is important to understand clearly that a single ioNode instance can be configured to provide one or all of the web service roles described above (refer Figure 2). 
Nodes are discussed as physical points and or roles within a network and throughout this document we refer to the use of communicating linked nodes as an ioNetwork.  



[image: image2]
Figure 2 - Flexible ioNetwork Configurations

ioNode is manageable remotely through a web browser interface and or through secure remote console commands. 
In a nutshell ioNode provides:-

· the sending and receiving of such data 

· the transformation of data sets to messages 

· the configurability of a logical middleware node

ioNode was originally conceived in response to the JISC SHELL
 project where for example, a regional hub, local hubs and application agents are networked together to form an interoperability framework or network for the exchange of open standard data [IMS LIP]. In the context of the SHELL project the architecture provides for a managed learning environment. 
However the flexibility it offers has very wide appeal.

 
[image: image3]
Figure 3 – Example Local Area Network Configuration Using Current ioNode Roles
Figure 3 above shows how ioNode ‘roles’ are distributed to deliver interoperability between a database and two disparate applications. The network is completed with a data warehouse of common records stored in ioDB.

We have labelled these middleware servers or boxes ‘nodes’. 

The common problem solved is for a middleware node within a network or system infrastructure. Disparate systems may talk a common language and share data via an intelligent interoperable network. 
Within the context of ioNode, the following middleware node roles have been identified:- 

· ioHub – Hub Role
· ioAgent – Application Agent Role
· ioConsort – Multi Agent Role
· ioDB – Data warehousing role
Any middleware node can be called an ioNode and together ioNodes may be connected to provide an ioNetwork. 
The principal technologies on which ioNode is founded are open standards and open source software.  The software embraces the potential of SOAP, web services and interoperability specifications. 
In addition the messaging framework has been based upon the ebXML Message Service Specification Version 2.

The project is closely linked with the ioAgent forum set up to discuss and agree an open framework for interoperability. http://forum.ioagent.org.uk.
The following sections will examine the Features, Advantages and Benefits of ioNode followed by the core processing capabilities of Messaging [Transport], Transformation, ‘Web Services’ and third party Plug-ins.

1.1 Features, Advantages and Benefits

	Features
	Advantages
	Benefits

	Web Admin 
	· Remote Configuration

· Local Configuration

· Any client with a web browser
	Manage a node:- 

· Any Time 

· Any Place 

· Any where 

	Multi Configurable Stack
	· Single Admin interface
	· Learn one system 

· Save time 

· Save money

	Web Services
	Access to :- 

· Data functions

· Data services

· XML interface
	· Open Standard interoperability

· Provide open data service

· Provide open function service

	ebXML messaging
	· Persistence

· Reliability

· HTTP responses 
	· Open industry standard using

· SOAP

· Web Services

	Data Transformation
	· Access to any type of model; RDBMS, XML, Java, CSV, APIs, binary etc.

· Drag and drop transform design 

· View instance data while constructing transforms

· Code automatically generated

· Rapid design and test environment

· Transforms easily updated as models change
	· Reduced IT spend

· Rapid development cycle

· Easily integrate all kinds of data 

· Access to legacy data

· No code to maintain 

· Transforms understandable by domain experts

· High Performance

· Extremely scalable

· Local transforms as part of ioNode 

	ioAgent Config
	· Plugs into any  system

· Rejuvenate and extend any existing legacy applications and data sources

· Provides local transformation

· Provides message assembly
	· Continuity

· Reduce IT Spend 

· Reduced training spend

· Negates need for new systems

· Automated data transformation

· Automated SOAP message assembly

	ioHub Config
	· Provide routing services for publish, subscribe and routed messages and transactions for WAN topology

· Focus on fast and persistent routing 
	· Balance load on agents can be implemented
· Reduce unnecessary bandwidth usage

· Centralise business messaging 

	ioConsort Config
	· Internal routing within a local ioNetwork
	· Offset load from a wide area ioHub
· Provide internally visible services

	ioDB Config
	· Remote access to ioDB
· Ability to add, update, query and withdraw records
	· Remote diagnostics and support available

	SOAP
	· Global lightweight information exchange standard
	· XML technology

· Widely adopted

· Extensible



	XML
	· A global standard for the exchange of structured information
	· Use of a proven and widely adopted data standard

	Java
	· Use of Java VM technology

· Supports current and future internet developments
	· Java technology gives maximum cross platform compatibility

	ioNetworking
	· Link nodes 

· Deploy multiple ioNetworks
VPN, Open Web Services, Encrypted Web Services

· Trace messages

· Mirroring or strategic caching
	· Provides remote configuration and monitoring 



1.2 Messaging

Messaging for ioNode has been based upon the ebXML Message Service Specification Version 2.0. ebXML is an extension to 'SOAP with attachments' and describes a reliable messaging protocol using XML elements. The message control mechanisms are set out and represented by ebXML elements whereas the business data, which in this case is education data in form of IMS Learner Information Packaging XML, is transported as payloads in the MIME encoded attachments.

The high level view of messaging using ioNode is of messaging as a web-service and HTTPS is used as the transport layer. This gives maximum compatibility with existing web architectures.

Key aspects of the ebXML protocol that have been adopted for the ioNode implementation include the following:

· once and once only message delivery

ebXML describes a protocol where uniquely identified messages are acknowledged upon delivery and where checks for duplication are carried out. 

· Send and re-send
ebXML describes a protocol where messages that have not been successfully delivered and acknowledged are re-sent a fixed number of times at a pre-defined interval.

· Persistent storage
Messages sent and received are placed in persistent storage. As well as providing a record of the message exchanges this allows messages that have not been delivered successfully to be re-sent at a later stage.

Testing has shown that ioNode gives the ebXML reliable messaging behaviour. In particular messages have been exchanged between instances of ioNode at ETL and Phosphorix and a brief summary of the test cases is given below:

· Groups of 500 messages have been sent sequentially from ETL to Phosphorix and the send and received messages compared and this showed that the operation was completed successfully.

· Groups of messages have been sent from ETL to Phosphorix where the receive side was interrupted (ie. switched off) for part of the operation. This demonstrated the re-send mechanism and the full group of messages was successfully delivered.

1.3 Transformation

Data transformation is a core requirement when integrating two or more systems.  

As part of the messaging infrastructure message contents may be changed to suit the receiver’s formats, and depending upon the format chosen for messaging the transformation may be achieved prior to sending or on receipt. In this situation individual organisations may introduce transformations to suit their own internal needs. As part of transformation, look-up tables, audit trails may be easily incorporated. 

Within the context of the SHELL project for example (refer Figure 4), the ioAgents at the colleges communicate to the ioHub at the university. Messages are communicated between colleges and the university conforming to the ebXML message specification that contain an XML payload of open standard education data [IMS LIP]. 
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Figure 4 - Data Flow and Transforms

A requirement of the transforms is that partner LSC codes should be converted to HESA codes and then should be contained in IMS LIP and vice versa. These conversions are transformed by use of code lookup. It is possible that different colleges may apply different codes to represent the same information even though they both use LSC format. 

Transforms are created using an Interactive Design Environment. Models are first loaded and then transforms created in a drag and drop environment. A test environment allows transforms to be quickly verified and when complete transforms are deployed as Java code that is called from the messaging infrastructure. 

The transformation operation has a very simple signature within ioNode of 'runTransform(parameters)' where parameters are a collection of strings describing the transform to execute together with the sources and targets. 

This simple generation and deployment of transforms thus allows transforms specific to each integration project to be easily introduced within ioNode. 
1.4 Web Services

ioNodes can be seen as web-service messaging providers. They are modular, self contained components that may be extended to support publication of their services. In common with many web-services use is made of the HTTPS transport protocol.

1.5 Plug Ins

ioNodes provide a system of third party interfaces to allow the creation of plug-ins that allow legacy applications with no open standard capability to use a common open standard data format for transport and storage of data through the ioNode network.

For example, the messaging component provides three methods by which a plug-in can pass data to the ioNode.

These are:-

· A direct database connection

· A file drop directory
· A HTTP Post interface.

Similarly, the transformation component provides an interface for plug-ins to specify the particular transform used to convert the legacy data to an open standard.

To create a third party plug-in a developer would create a relatively small application to extract and import data from and to the legacy application. This can be in a relatively simple format that is then passed to the ioNode third party interface through one of the above methods. It is even possible the legacy application will itself provide the features of import and export, leaving the developer to only handle the connection to the third party interface.

Within the context of the SHELL project a simple CSV format has been devised and the transforms for this to convert to IMS-LIP have been implemented through the Transform Manager. 
2 Node Configuration Concepts

2.1 ioAgent

An ioAgent acts as the message broker and transformation engine for an application end point in the ioNode network. The ioAgent handles the link between a legacy application via the third party interface and provides the ability for messages to be transformed and passed reliably from the third party interfaces to other ioAgents via the ioHub.
An ioAgent is a specific configuration of the ioNode. Within a data transformation and networking solution, an ioAgent is the local middleware provider:-

An ioAgent is configured to provide:-

· Plug-In Development Environment

· Data transformation Environment

· Outbound message Queues

· Inbound message Queues

· Message building

· Data validation

· Data handling rules

Whilst many of these things are common to any node, the art of ioNetworking is to link nodes together to perform specific tasks, load balancing is achieved via logical configuration of physical hardware capabilities. 

An ioAgent’s role is considered as a single interface to the ioNode stack and web services, therefore an ioAgent is deployed per for each messaging and transformation requirement and consequently provides a plug-in development environment. 

An ioAgent communicates to other ioAgents via an ioHub. The ioAgent transmit messages (either best effort or guaranteed delivery). The ioAgent places messages in the outbound message queue for delivery, and may request both synchronous and asynchronous replies, as required. These messages may conform to a format of the ioAgent’s choosing. 
The messages are built and delivered according to the ebXML standard, a SOAP message with header information used to affect the delivery of the message and an XML payload. Typically the XML payload is determined according to an industry standard, for example in the case of the SHELL project the payload is the education standard IMS-LIP. 
Before delivery the messages placed in the outbound message queue may be transformed to a format required for the transfer. These transforms may include code look-ups as required by the ioAgent. 
The message is sent via the hub, and a synchronous response returned when the message has been successfully delivered. For messages which require guaranteed delivery, if not successfully received, delivery will be attempted a number of times before a fatal error is reported. 
An inbound message queue receives messages, according to the ebXML standard containing XML payload (usually the same as used when sending). Messages may be asynchronous replies to messages sent (idenitified by message ID) or may be messages sent from other ioAgents which need to be processed. Transformation of messages between the format used for the message payload and the format required in the inbound queue. 
ioNode provides data validation and handling rules as part of the transforms implemented while sending and receiving messages. 
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Figure 5 - ioNode and Plug in Interface
ioHub

The ioHub acts as an intelligent message broker and router. It performs as a central node for routing of messages between ioAgents on a wide area level.
An ioHub is an instance of ioNode conceived as the configuration to deliver dedicated message routing between ioAgents. We can visualise an ioHub as a routing service between trusted nodes probably ioAgents, possibly ioHubs. An ioHub takes on the role of an ioAgent. In a simple ioNetwork architecture ioHub can simply be a role, a web service. 

In a larger ioNetwork architecture simple roles can be designed optimally or securely and implemented as physically individual servers. In simple terms one can achieve an ioNetwork with a single hardware node performing multiple roles or with multiple physical hardware nodes performing individual roles. IoHubs provide a layer for central trust, providing a method of control and business logic between ioAgents. 
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Figure 6 - ioHub Acting as a Router

Where authoritive record of data must be maintained then an ioHub would be directly coupled with ioDB as in the SHELL ioNetwork architecture. Dependent on the architecture this may be in fact one or a number of servers to provide ioHub and ioDB services. 

In simple terms the ioHub uses configuration data as rules for the provision of a routing service, rather like an email gateway. ioHub inherits the messaging logic of ebXML and JMS as required. 
2.2 ioConsort

An ioConsort is a configuration of an ioNode instance which manifests several ioNode types.


An example of an ioAgent would be the provision of a specfic web service to provide the transformation of srCSV [student record comma separate values] data to IMS LIP XML. 

An example of an ioConsort instance would be one configuration of hardware [single, pair], that is one ioNode; providing a server environment for numerous transformations, translations and or webservices, LDAP > ADSI, srCSV > IMS LIP XML, English Phrase > French Phrase and so on. 

The art then is balancing your solution and network topology with the right size and number of hardware ioNodes with the correct configurations. 

As founders of ioNode Phosphorix and ETL provide the expertise and incomparable time to live installation services. 
2.3 ioDB – Interoperability Database
An ioDB provides the application storage capabilities of any given ioNode and mechanisms exist to provide configurable business logic. ioDB interfaces with the messaging buffers of ioAgent or ioHub to process and send messages. 
It maintains a local database according to the business logic implemented. The local database may be an XML database such as Apache Xindice or a Relational Database such as PostgreSQL or any of the leading relational databases. 

After processing the incoming message ioDB may initiate an asynchronous response which generally contains the status of message processing. 
Messaging level storage capabilities, such as message post and response queues, for an ioNode are implemented using PostgreSQL as part of the messaging component. 

As with other instances of ioNode, the ioDB role can be achieved or implemented on a single physical server or a number of them.  Within an ioNetwork ioDB can be a singular or combined entity. 
For an ioNode to be considered an ioDB it must store records for some other purpose than messaging, probably permanently and likely for data warehousing. This is one of the reasons we decided to store native transactions and chose Xindice. The other requirement of our ioDB was that it was extendible without the need for a new schema, or impacting our data abstraction layer. 

In the case of the SHELL project, ioDB has been configured to manage the Learner Record Database of each ioHub and implements the following business logic:
· Storage of student learner records [messages] as native XML 
A learner record database is provided using Apache’s Xindice database to contain student records as native XML (IMS-LIP). The database is constructed as a single collection (or directory) to hold all student records.
· Generation of a consortium and LRDB unique identifier for new records.
As new records are received and stored a unique consortium/ioDB identifier is generated for each record and is also returned as part of the asynchronous message to the agent/plug-in from which the new record message was sent. 
· The ability to update student learner records using xpath updates and the consortium/IoDB unique ID
An update policy is adopted when a message with a unique ioDB Identifier is received. The record is detected using XPath as its query language, and updated using the XML:DB XUpdate feature.
· Roll back log of preset number of transactions or ‘messages’
It is possible to request that as records are updated a history of previous records are maintained in an Archive collection. A preset number of records are maintained, and each is time-stamped. It is possible using this feature to roll back to a previous record if this was required, discarding later updates, or alternatively to reinstate an early record as the latest record. 
· Generation of Asynchronous messages and responses to business transactions such as new record. 

In response to processing a message an asynchronous message is generated and returned to the ioAgent which sent the initial message. Each asynchronous response contains the source message identifier, processing status (success or otherwise), and selective parts of the IMS-LIP such as the unique ioDB identifier. 

· The ability to switch and configure the number of transactions stored per consortium and LRDB unique identifier
The ability to request that a history of records stored for each student in the Learner Record Database are maintained and the number of records to be maintained are both configuration settings. 
· An admin interface for record retrieval and reporting is provided
A standard Java API for third party interfaces such as the Learner record portal is available and documented. This interface provides the ability to to add, update, query and withdraw student records. 
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Figure 7 – ioDB Operating in Close Collaboration with ioHub
ioNetwork

The following features matrix summarises ioNode, ioHub, ioConsort and ioDB network features.

	index
	Feature
	ioNode
	ioHub
	ioConsort
	ioDB

	1
	Partner interface (database, http post, directory drop)
	(
	(
	(
	

	2
	SOAP/ebXML messaging over https
	(
	(
	(
	

	3
	Message persistence
	(
	(
	(
	

	4
	Reliable messaging
	(
	(
	(
	

	5
	Secure messaging
	(
	(
	(
	

	6
	Publish-subscribe
	
	(
	
	

	7
	Routing
	
	(
	
	

	8
	Data transformation
	(
	(
	(
	(

	9
	Transaction management
	
	
	
	(

	10
	XML database services
	
	
	
	(


From a networking point of view the configuration of a node is simply the setting of the role it can play within a network. Currently the roles available are to send and receive point to point messages, publish-subscribe, routing, data transformation, and storage of data. It is also possible to qualify these roles by authorisation. This allows a great deal of flexibility to be built into network design both within LAN's and across the internet.
A sketch of a simple network assembled using ioNodes, ioHubs and a single ioDB is shown below. In this scenario one hub is shown that handles message exchange between two nodes and maintains a database of the corresponding transactions in one instance of an ioDB. The ioDB is also configured with business rules and responds to the addition of new records by returning system identifiers to the partner systems. The network has been extended by the inclusion of a second hub that mediates communication for 3 partner nodes.
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Figure 8 - Simple Network Configuration
3 Products and Services

IoNode systems provide turnkey hardware with pre-built server software solution for data transformation, data transport and web services provision to meet a customer’s bespoke requirements. 
For clients who wish to update transforms as business requirements change the transformation product, Transformation Manager, can be purchased. 

As an alternative Phospohorix and ETL can provide an ioConsort Transform Development Service, a remote transformation development service for the development of bespoke transformations so that multiple ioAgents can operate from your ioNode, this is our ioConsort development service.

IoNode systems include a configuration tool to assist with monitoring and managing the ioNetwork.
In addition ioNode services for consultancy, development, and hardware installation can be provided.  

A range of support and maintenance products are available, which include a remote support and maintenance service (ranging from working day support to 24 x 7), hardware maintenance and 48 hour on site replacement warranty. 
Training in ioNode, messaging and data transformation can be provided and consultants can assist or provide system admin, configuration of ioNode, messaging and data transformation services.
3.1 Hardware

ioNode can be configured to run on a single low end server system requiring only the basic system requirements of the Java platform and the host operating system.

The recommended minimum specification is a 1Ghz CPU with 256megabytes of ram, with storage space of 2Gig for the OS and software and as much database storage space as is applicable to your application of ioNode.

The current recommended ioNode specification runs to a 2.4 Ghz Intel Xeon HT CPU, 512megabytes of ram and hardware mirrored 80gigabyte hard disk storage. The ioNode hardware is supplied as a single CPU system but supports dual CPU rendundant operation and an upgrade can be performed to take advantage of this at little extra cost.

The addition of extra facilities in the server configuration such as high performance SCSI storage is also an option.

Wherever possible redundancy is taken into account in both the hardware and software of ioNode.

To aid in security ioNode is recommended to be deployed across two physical servers one acting as the receiver/sender in a secure network area (DMZ), the other as the back end data storage system to held in a secure internal network environment (LAN).
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Figure 9 - Example ioAgent Deployment
ioNode can be deployed on a single server hardware platform however this means that data security and integrity is restricted to the security of this single server.

Different configurations of ioNode will have different hardware requirements.

An ioDB server for example may require bulk storage capacity, a box with SCSI RAID and from 80GB to 10TB may be applicable.
An ioHub server may be a focussed processing server requiring high processing power, or fast processing capabilities.


An ioAgent could be an ultralight low end box or as in SHELL a mid-range rack mounted pair. 

Hardware may be purchased with or without an installation service. 
ioNode is currently provided on an Intel hardware platform based around the sr1300 1u rack case. It makes use of Intel Xeon processors with integrated hyper threading and an independent ATA100 backplane. This is configured with two hard drives in a RAID mirror configuration. The motherboard supports integrated 1Gigabit Ethernet connections for high speed data transfer.

3.2 Software Tools

In the case of systems which are delivered complete with any transforms that have been developed, to easily modify these as system requirements change, then Transformation Manager software development licence can be purchased. The transforms then may be viewed, and edited, and new transformation code generated.  

A low cost option has been agreed for it use in the Education sector. 

3.3 Bespoke Development

Systems as in the case of SHELL can be tailored to meet client IT requirements, where ioNodes, Messaging, and Transformation is delivered according to a project’s Requirement Specification.

ioNode, is a general purpose configuration framework for interoperability. It is a very cost effective solution to satisfy your IT requirements. In the education sector, ioNode is IMS-LIP compliant which can be used to link student record systems to other systems in days, not weeks. In other sectors, similar IT integration solutions  can be implemented just as quickly with quickly transformations built to meet the industry need. 
Bespoke development can be completed by Phosphorix and ETL according to client specifications, and significantly all configuration aspects are automatically documented as HTML pages. Similarly the transforms are automatically documented and which can be understood by domain experts. Using these clients can readily verify that projects requirements have been met.
3.4 Maintenance and Support

Support is provided through a single internet contact point (to be established); and will be responded to by Phosphorix and ETL as is most appropriate. This operation has direct access to all aspects of the ioNode development and consultancy teams. 
A range of support products can be purchased:
· Hardware only
· Configuration and Admin support

· Software support Packages ranging from standard (5 x 8) to gold (24x7)

Annual hardware only support is provided at 10% of hardware list price.

Configuration and Admin support will assist with initial setup and provide remote diagnostics of the effectiveness of the system. It will provide remote upgrades as new releases of ioNode become available and monthly performance reports showing system usage incorporating a series of graphs and statistics for ease of understanding. 
Three Software Support products may be also be purchased which will provide support and maintenance to respond to queries raised in relation to the software components, messaging, web services and data transformation. The products vary according to the cover time provided as follows:

	Support Product
	Cover Times

	Standard
	UK working day support

	Silver
	UK extended working day (8.00am to 8pm)

	Gold
	24 x 7


Features for each support product varies:
	Feature Description
	Standard
	Silver
	Gold

	Email and newsgroup-based -based support system
	(
	(
	(

	Technical Assistance 
	(
	(
	(

	Cover Time 
	8x5
	12x5
	24x7

	Update Center for Maintenance Releases and Product Patches
	(
	(
	(

	Minor Releases
	(
	(
	(

	Major Releases at 20% License List Price 
	(
	(
	(

	Service Level Establishment
	(
	(
	(

	Problem Escalation
	(
	(
	(

	Automatic Problem Escalation
	(
	(
	(

	Technical Account Manager
	(
	(
	(

	Problem Report Acknowledgement and  Response Times
	(
	(
	

	Premium Response Times
	
	
	(

	Continuous 8x5 Effort of High Severity Issues
	(
	(
	

	Continuous 24x7 Effort on High Severity Issues
	
	
	(

	On-site Assistance
	
	(
	(


Response times to each support query raised is dependent upon severity of query which is defined as: 

	Severity Level
	Description

	1 – Critical
	Proven failure of Product(s) in the field. The Product(s) is unusable, resulting in a critical impact on the operation. No workaround is available.

	2 – Serious
	The Product(s) will operate but its operation is severely restricted.  No workaround is available.

	3 – Moderate
	The Product(s) will operate with limitations that are not critical to the overall operation. For example a workaround forces a user and/or a systems operator to use a time consuming procedure to operate the system; or removes a non-essential feature.

	4 – Low
	The Product(s) can be used with only slight inconvenience. 


Response time to acknowledge fault is given as:

	Severity Level
	Standard
	Silver
	Silver

	1 – Critical
	1 Business day
	During Business Days
	1 hour 

	2 – Serious
	2 Business days
	During Business Days 
	1 hour 

	3 – Moderate
	3 Business days
	Scheduled for next available slot
	1 Business Day

	4 – Low
	5 Business days
	Scheduled for next available slot
	1 Business Day


Depending upon the support product, then guaranteed resources to fix the problem, frequent reporting of progress is applied.
Training and Consultancy Services
Phosphorix and ETL provide a range of training and consultancy services to assist with deployment of ioNode and the related software components. 
3.5 Releases

Phosphorix and ETL intend that ioNode releases shall occur frequently during the next two years and have agreed a release plan as follows:
October 1 – release of Version 1 
December 1 – Release of Version 1.1

February 1 – release of Version 2

April 1 – release of Version 2.1

June 1 – release of Version 2.2. 

August 1 – release of Version 3 

Thereafter a minor release every 2 months, and a major release every 6 months.

3.5.1 ioNode Dates

ioNode  1.0
ioAgent Config
ioHub  Config
ioDB Config
ioConsort  Config

4 Appendix

4.1 ioNode Contacts


Sales and customer services contacts are:-

Selwyn Lloyd, email sel@phosphorix.co.uk, tel. 07979240124

James Bennett, email jim@phosphorix.co.uk, tel. 07765298728

Wynne Rees, email wr@etlsolutions.com, tel. 01766 831899

John Bigerstaff, email jab@etlsolutions.com, tel. 07736404079 
4.2 SHELL References

Dave Croot, Terry Rourke

4.3 JISC references

Paul Bailey

4.4 Other References

Cetis 

Scott Wilson 

Bill Olivier 
4.5 Glossary

io{NAME} 
io is an abbreviation for interoperability when used in lowercase and adjoining a name word or term in UPPERCASE or starting with Uppercase letters. 

ioNode A middleware configuration and messaging point within an interoperability network, current configurations identified are ioAgent, ioHub or ioConsort. A point of transport routing or termination.

ioNetwork 
A collection of connected ioNodes working together to provide transactional or ‘web services’

ioHub 
A centralised middleware deployment ususally on a single server.  Central node of an interoperability network that provides messaging and routing capability.

ioAgent
A dedicated middleware application that interfaces or plugs into another application, for example, a database record system. 
An ioAgent would utilise mapping tools, transformation components and web services. 

An ioAgent would post and receive messages to and from an ioHub.

ioConsort
A number of ioAgents using the same hardware and serverware within a given local area network. An infrastructure to host multiple ioAgents and web services.
An ioConsort could potentially be configured to provide a local ioHub service.

SHELL – The Joint Information Systems Committee (JISC) Southwest Hosts Enhancing Lifelong Learning (SHELL) projects shall occur frequently during the next two years and have agreed a release as we have discussed. red. ers should be used.um of
4.6 ioNode Stack

The ioNode software platform consists of:

Operating System:

FreeBSD 

FreeBSD 4.8 is the primary deployment platform due to it’s simple and open licensing in combination with it’s feature rich functionality, wide hardware support and rich BSD based heritage. The ioNode software platform is not dependent on FreeBSD, as Java is used as the run time environment the software will run on practically any platform for which there is a Java Run Time environment version 1.3 or later. This includes but is not limited to:-

Windows NT4, Windows 2000, Windows 2003, Linux distributions and Solaris.

Supporting software:

Java Run Time 1.3+

JDOM b9

OpenJMS 0.7.5

Axis 1.0

PostgreSQL 7.3

Apache Jakarta-Tomcat 4.1

Applications:

A design time transformation product, Transformation Manager, is used to create transforms to meet each projects data transformation requirements. Transformation Manager automatically generates Java code to be used in the run-time environment. ioNode uses a simple transformation interface provided in package ionode.transformation. to select any transforms to be executed as part of the messaging and transformation applications. The transforms that are required which are project dependent are supplied as jars. To run these the Transformation Manager run time jar, ofets.jar, must be accessible. 

The above applications rely on various Java Run Time libraries. These include:

Ant

Axis-ant

Exolabtools

Exolabcore

Jaxen-core

Jaxen-jdom

Jaxp

Jaxrpc

Jdbc2_0

Jndi

Log4j

Pg73jdbc2

Saaj

ServletAPI 2.3

Wsdl4j

Xalan
Xerces 

Xml-apis

ioNode itself consists of:
ioNode.jar


ioNode.jar breaks down into several sections:
ionode.axis.client
ionode.axis.message.ebxml
ionode.axis.message.ebxml.handlers
ionode.axis.message.ebxml.reference
ionode.axis.message.soap
ionode.axis.message.xmlutils
ionode.axis.server
ionode.JmsSoapServices
ionode.service
ionode.sqlutils
ionode.storage
ionode.transformation
4.6.1 ioNode Block Diagram
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