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See http://www.incommonfederation.org for more extensive information and policy documents.

1.  National authentication scheme for research and education 
Prior to the establishment of InCommon no national authentication scheme for research and education existed in the US.  InCommon was launched as a production service in September 2004 based on the Shibboleth authentication and authorization technology.  InCommon is operated by Internet2, but participation in InCommon is separate and distinct from membership in Internet2.  Participation in InCommon is open to Internet2 University Members and two and four year degree granting higher education academic institutions that are regionally accredited by agencies of the U.S. Department of Education’s list of Nationally Recognized Accrediting Agencies. InCommon Participants may also sponsor non-academic Resource Providers for participation in InCommon.  As of today, Elsevier and OCLC are currently participants in InCommon with a number of other resource providers expected to join.

Predating the production establishment of InCommon was a period of pre-production operation.  InQueue, also operated by Internet2, will continue to provide a non-production federation for organizations becoming familiar with Shibboleth, providing a place to learn about the Shibboleth software via the experience of multi-party federated access, while integrating its services into the organization's procedures and policies. InQueue is considered pre-production in that it does a lighter enterprise identity proofing, operates at a lower level of assurance and availability, and does not require participants to post policies about their own operations. 
2.  Policy development
Policy development for the InCommon Federation has been done by the InCommon Steering Committee whose membership has been drawn from the US higher education community and resource providers.
Extensive documentation of policies and practices are available at:  http://www.incommonfederation.org/policies.cfm

3.  Other national authentication systems 
Currently, no other higher education-focused authentication system or federations are in existence or appear to be emerging on a national basis.  There are some sub-national efforts emerging at the state level (e.g. universities in the Texas state system, continuing education in Indiana).  
The US federal government is probably the most significant potential ‘other’ player in this space.  The e-Authentication effort is moving forward aggressively to integrate Shibboleth into its software options, and is intending to build a federal federation that will peer with InCommon. That peering is anticipated to occur across the Federal PKI bridge, in at least an analytic if not operational framework.
In the commercial space, the Liberty Alliance and Microsoft’s WS-* both present authentication technologies, but neither plans persistent federations right now.  Moreover both technologies have approaches that will integrate with Shibboleth, raising the issue of whether a specific federation (e.g. InCommon) will support multiple federating technologies.
4.  Interaction with other authentication systems (within the US and beyond)

It is expected that InCommon will interact with other national research and education-based federations, both those based on Shibboleth and those based on other authentication and authorization technologies.  InCommon is only open to US higher education institutions implying the need for similar federations in other countries with which to interoperate to support international needs.    
Note that InCommon is open to non-US organizations as resource providers.

Within the US, it is expected that InCommon will need to interoperate with US government federations, particularly in support of interaction between universities and the federal government in areas such as student financial aid administration and research grant submissions and awards.

5.  Using InCommon to access digital library, e-learning and e-research (Grid) resources and services
The initial use of InCommon is for access to digital content, both scholarly (e.g. Elsevier, OCLC, JSTOR) and popular (Napster).

While InCommon is based on Shibboleth which has focused initially on enabling access to web-based resources, the newest version of Shibboleth has evolved to address applications in the non-web environments and three-tier-related world, such as those experienced with grids, P2P applications and portals.

Some integration has been achieved with grid activities in the US through the US National Science Foundation’s Middleware Initiative (NMI).  There is no national grid authentication system to date.  There is an expressed desire on the part of the largest US Grid instantiation (the TeraGrid) to leverage the trust services of InCommon and other federations, and there is some technical development to support this goal, but there has been no formal planning on how to get there.
6.  Privacy issues
Shibboleth provides for active management of privacy by allowing the user to determine what information is released to a service provider.  However, the current implementation of Shibboleth deployment relies on default release policies set by the universities and enterprises that are the identity providers.  US laws regarding the release of information about students has been a factor in considering the level of privacy needed in authentication and authorization technology such as Shibboleth and its appropriateness as the basis for the InCommon federation. 
There is little understanding, in the US and elsewhere, of the meaning of privacy when applied to attributes not directly associated with identity. For example, there is a “rule of three” guideline that states that an attribute held by three or fewer people is personally-identifying. Does passing such an attribute invoke privacy concerns?
