International Middleware Event / Position Paper for Switzerland
1 Describe the national authentication scheme for research and education for your country.

See attached document “Authentication and Authorization Infrastructure (AAI) in a nutshell”, ( SWITCH 2004.

2 Provide a brief statement on how your policy or policies for regulating the operation of the national scheme have been worked out

Most results of such type were carried out by inter-university study groups lead by SWITCH worked out those policies. All public documents (including policies) are available through http://www.switch.ch/aai

3 Do you have any other national authentication systems in place

The Swiss federal government is implementing a X.509 based solution to fulfil their own needs. This solution might be taken over by cantonal and maybe municipal government sites. We were so far not monitoring this development and are not expecting relevant interaction between those systems and our AAI for online authentication.

An area not covered well is document signing. This is currently not covered well with the AAI and requirements and room for collaboration may arise later.

Lots of expectations were put towards “Swisskey”, a X.509 certificate provider, which was shut down a couple of years ago. As a side effect of this shutdown, lots of X.509 based initiatives in the commercial sector were stopped or abandoned and the climate became very hostile towards X.509 initiatives and pilots.

Law on digital signatures will be put into effect by beginning of 2005. It is unclear whether there will be providers to offer certificates by then. Nothing has been announced so far.

4 What consideration has been given to interacting with authentication systems other than your own?

We entirely focussed on the requirements of integrating home organisations and resources relevant to the academic community. We know about AA initiatives within the federal government of Switzerland, but did not consider interacting with them and assume this feeling to be mutual. It is of much greater importance to us to be able to interact with AA systems within the academic community abroad than to other communities nationally. This is the main reason why SWITCH is actively participating in the taskforce TF-AACE (and successors) of Terena.

5 In your view, to what extent can the same national infrastructures be used to access digital library, e-learning and e-research (Grid) resources and services?

We see no reason why this should not be possible. Resources need to be adapted to each AA infrastructure and this will only happen if the resource owners see a benefit in return. Key elements are: 

· savings since identity administration is done elsewhere (lost passwords and such)

· gaining new customers

· improved ease of access for customers

· still getting the information about their users they need

· low number of such AAIs to be supported (gateways? proxies?)

Some things remain to be found out and may particularly apply to the Grid-environment:

· Is there need for multiple assurance levels?

· Some environments may be engineered very tightly around existing AA solutions and lack the required modularity to easily adapt to other AAIs

6 Has there been any thinking in your organisation/country about the privacy implications of your systems.

A lot! We would not have been able to find sites willing to enter into piloting the infrastructure without clear answers to privacy issues. The study of privacy implications was indeed one key element for evaluating candidate architecture and products for our AA infrastructure.
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