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1. Authentication practices in the Spanish Academic Network

It is possible to identify three different approaches to authentication practices inside the institutions in the Spanish Academic Network. This three approaches are supported by the national system for AA, based on PAPI, and supported by public-key cryptography procedures, either by:

· A well-defined PKI, as in the case of the RedIRIS-PKI (offered by RedIRIS to its constituency), the Datagrid PKI or the IRISGrid PKI (both of them part of the EUGridPMA). 

· The exchange of trusted public keys, as in the case of certain PAPI-based federations.

The three authentication methods are in production, and applied essentially to access digital content through the Web and to Grid operation. Several projects are underway to extend the applicability of these methods to network access by roaming users (MovIRIS) and to provide full single sign on capabilties. 

1.1. Smartcard-based authentication

Some institutions, although they are not many, have a well-deployed PKI based on smartcards, not only in pure technological terms (availability of card readers in campus equipment, crypto libraries, procedures for RA and CA operation, etc.), but also in the sense of a widespread use among their communities (use for library loans, sport facility reservation, etc.). In these cases, the obvious choice for performing user authentication is the combination of smartcard possession and knowledge of its PIN.

In addition to the use of a central corporate directory (for certificate revocations, special user management, etc.), this is the strongest approach to authentication currently available in the Spanish Academic Community.

1.2. Authentication based on pre-existing services

The common approach to user authentication in those institutions not running a operative PKI has been to employ a service that requires user identification (typically, by means of an username/password pair) and that was already offered at a institutional level. Examples of these services are LDAP, e-mail access (POP and/or IMAP), and remote network access (via RADIUS).

This is a rather pragmatic approach that enables for a real seamless deployment of the authentication infrastructure, allowing users to employ an identification they were acquainted with, and not requiring (ideally) an additional effort on the IT staff. Nevertheless, it shows certain technical and organizational flaws that must be addressed in order to build a reliable authentication system.

1.3. Central directories plus local identity services

A solution that has been applied in the case of certain institutions with very special characteristics has been the combination of a central directory with local identity services (as described in the point above). These institutions have a very wide geographic distribution, covering almost the whole national territory, and a very much decentralized structure for IT. In these cases, a central directory service (hosted at RedIRIS) has been established, operated by the staff of the affiliated institution by means of a Web interface. The directory includes data about users that are allowed to use the authentication system, their affiliation, etc. One of these pieces of information is the local identification procedure and server.

This is an approach dictated by strict practical reasons, although it has obvious advantages, not only for those institutions with the characteristics described above, but also for very small ones, where there is difficult to find enough resources to start an authentication service. As in the case described in the above section, the main advantages are that users continue employing already-known credentials and that it does not impose heavy requirements on the institution IT resources. Furthermore, since a pre-existing service is also used to perform user identification, its flaws are the same as above, although mitigated by the fact that the use of the central directory permits a better control and formalization of user enrollment, and avoids the lack of data about user attributes.

2. Policies. Other national initiatives

No formal policies are available for the whole national scheme, as it supports a set of different multi-lateral or bi-lateral agreements among institutions. A new initiative, aimed to formalise these agreements in a national federated framework, has been proposed under the auspices of the national program for e-science. 

Anyway, since institutional PKIs are integrated into the RedIRIS PKI, their policies  are compatible with the RedIRIS-PKI CPS. Enrollment processes are strongly formal and require the presentation of the National Identity Document (or equivalent: passport or driving license), so user's identity is well established, at least as long as Spanish laws require, in the moment of generating the certificates. Policies require similar procedures for certificate renewal (because of support  damage, loss, etc.) and revocation.

The Spanish Tax Administration and the Social Security system started to provide, several years ago, a set of Internet-based services (income declaration, data access, etc.) using certificates issued by a company owned by the Spanish Mint, called CERES. These CERES certificates have become a de-facto standard for many of this kind of services in Spain, specially in what relates to the public sector (town councils, regional governments, other governmental agencies...) and are also applied by universities in several cases. The PAPI-based systems are able to interact with these certificates, as they do with the one related to the RedIRIS-PKI. There is also a project for providing a electronic National Identity Document that has gained an important momentum in the last months, although the first pilots are not expected until the beginning of next year.

3. Interoperability with other systems. Fields of applicability

Since its very start, the national AA infrastructure was intended to interoperate with as many other infrastructures as possible. Currently, PAPI-based infrastructures are able to connect to Athens and to authorisation servers based on SPOCP. The coming PAPI version 2 includes the possibility of using SAML, thus making it able to interoperate with Shibboleth-based infrastructures. Within the past TERENA TF-AACE, RedIRIS started the development of the AA-RR (Authentication and Authorisation Requester Responder), aimed to ease the interoperability among different infrastructures. The first prototype of this system is already available, and is going to be improved under the recently approved TERENA TF-EMC2. AA-RR has also been proposed by the JRA5 activity of the GN2 project as one of the basis of the common AAI the group is committed to produce.

Although the current infrastructure is mainly used to access library resources and e-learning systems, it is our intention to extend its use to any other e-science services, including grids. In this sense, RedIRIS is actively participating in the national committees that are defining the national e-science policies, as well as developing a stable national grid infrastructure that will integrate the national AAI and grid access. Furthermore, within the EGEE and GN2 projects and the eIRG group, the RedIRIS representatives are promoting the convergence of NREN AAIs and Grid AA systems.  

4. Privacy considerations

PAPI, the core of the national AAI, has been designed with privacy preservation as one of its main goals. Information about users not strictly needed to perform authorisation decisions is kept within the origin organisation limits. Anyway, as most of the infrastructure is based on institutional agreements, there is no formal requirements about privacy rules to participate in the AAI. This situation will be considered by the recently proposed federated framework already mentioned above.
