JISC Circular 1/04: Call for Projects in Core Middleware
Notes of the Town Meeting held on Friday 6 February 2004 at 28 Portland Place, London.

1. The Context (Brian Gilmore, Director Computing Services, the University of Edinburgh, JCSR member)
1.1
Authentication and authorisation activity is important for JISC and in particular for the JISC Committee for the Information Environment (JCIE) and the JISC Committee for the Support of Research (JCSR).  From a JCSR perspective emphasis on the Grid and e-Science means that issues of authentication and authorisation are important and the committee is keen to see the work of the information environment (Athens) and the work of the Grid (Globus etc) harmonised.  
1.2
Athens is recognised as being an extremely successful service but it is also acknowledged that there will need to be a successor to Athens which will be wider than its current UK focus – hence this call and the parallel activity of the development of a production Shibboleth service.

1.3
It is also useful to look at the European context.  The Trans European Research and Education Networking Association (TERENA) and the National Research and Education Networks (NRENS) are very interested in the area of authentication and authorisation – although most countries have focussed on single national AAA initiatives.  The PAPI system (http://papi.rediris.es/) is similar to Shibboleth but we have not opted for this because international take-up is limited and it is less well equipped to handle small scale collaborative activities.
1.4
The Shibboleth initiative began in 2002 and is facilitated by Internet 2 (http://shibboleth.internet2.edu/).  It arose out of the need for Internet2 institutions to be able to collaborate with each other – and in a way which is scalable and which would not be possible via conventional means. It would be appropriate for the UK to adopt Shibboleth because it could therefore be used in an international context. 
2. Alan Robiette’s Presentation
2.1
The slides of Dr Robiette’s presentation are available at http://www.jisc.ac.uk/uploaded_documents/TownMeeting_AppendixA_ARPresentation.ppt
3.
Question and Answer Session

Is the programme looking to new standards or conversion of existing standards?
3.1
There are two halves of the NSF initiative – the eScience community is working to a clean sheet and looking at new applications in middleware whereas campuses are trying to expand existing infrastructure and make the joins – so it is a layered approach of co-existent or convergent standards rather than a new set of standards.

Would you consider bids regarding institutional access to third party resources via a portal and the Shibboleth issues this raises as relevant to the call?
3.2
Yes - portals is an unexplored area and we would welcome suitable proposals covering this area.  

Will proposals be considered that explore VLEs/Web applications/Local users accessing via conventional means and remote users in another domain gaining access?

3.3
Some work has been done in the area of learning environments – Shibboleth has collaborated with Blackboard and WebCT which has resulted in some first level demonstrators.  These are not seamless and have made the VLE a Shibboleth resource which the user can access remotely and be authenticated.  However projects are needed to explore the VLE accepting external attributes and use and proposals to do this will be welcomed.  The VLE issues have some of the same characteristics as portal issues with regard to Shibboleth.

What is the relationship with Athens DA?
3.4
Athens DA is a similar model to Shibboleth and there has been take-up within UK HE institutions.  This model devolves authentication back into the institution’s home authentication service.  However, the AthensDA model is a proprietary solution.  If institutions opt for this and then decide they want to use Shibboleth it may be problematic to run two different systems unless the two converge.  Shibboleth’s view is that if something similar is being done then the same standards and protocols should be used as the rest of the world.

How easy is it to adapt Shibboleth to suit the needs of the UK community?
3.5
It is possible to open up an existing legacy service to Shibboleth without starting again, eg the Swiss have built compatible resource management software.

What is the interaction between this infrastructure and non-interactive remote resources in the Grid environment, eg. long analysis processes and agents?
3.6
Delegation of privileges is more of an eScience area for which solutions are required but is not a high priority for JISC to solve and is an issue for the longer term.

If an institution develops a Shibboleth/Permis hybrid will they be able to keep it open source?

3.7
Products developed through the programme will definitely need to be kept open source.  There are licensing issues which need to be considered but we will be working with the Open Middleware Infrastructure Institute (OMII) on this.

Is Permis open source?

3.8
Permis has some restrictions but is freely distributed.  If there are issues it is to do with the certificate handling libraries and the restrictions on them.

What are the main gaps in the NMI work?

3.9
Virtual Organisation support and Digital Rights Management (DRM) are the two main areas where JISC has said it will commission some work.  DRM is a very elastic term in the FE/HE  context eg it encompasses issues to do with preserving access to material where an institution has ceased its subscription and preservation issues associated with material where rights become less restrictive over a period of time, eg journals.

Will projects which use these technologies but do so in a commercial grid environment be acceptable?

3.10
JISC is looking to build experience and technology which is deployable.  If this happens within a commercial grid project JISC would want to look more closely at this and we suggest that any such bids are discussed further with JISC before writing a submission.

What scale of projects will be considered?
3.11
This is outlined in the call – but, projects can range from £50,000 to £300,000.  We would be interested in having small projects at an early stage which would enable quick feedback to help shape future thinking and development.
What are the main JISC services involved in the parallel activity to develop a production Shibboleth service?

3.12
EDINA, Eduserv, MIMAS and UKERNA.

What other countries are involved in implementing Shibboleth?

3.13
Switzerland, Finland and other Scandinavian countries and the Dutch.  The French have implemented Shibboleth as an AAA system for mailing lists.  Shibboleth has the promise of becoming a very general purpose technology.  There are lots of opportunities to deploy Shibboleth with other protocols.

Is Shibboleth going down a formal international standards route?

3.14
Shibboleth is more of an application built out of standards orientated components.  

How interested are publishers in Shibboleth?

3.15
Publishers are increasingly interested in solutions that provide better security, and are becoming increasingly concerned with the trend of using open-proxies, or relying on IP address checking.  JSTOR is the first major provider to fully implemented Shibboleth.

Will tools to manage attributes in institutions be welcome in the call?

3.16
Yes

Is any effort being put in to exploring policy management arrangements with large commercial suppliers?
3.17
Effort is being made in Internet2 to address this issue – involving industrial players (ie Ford).

Does JISC expect close liaison between UK projects and Internet2 projects, eg T&S for foreign travel?
3.18
It is not anticipated that T&S budgets would include significant foreign travel, although cases can be made where it is felt to be relevant.  
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