[image: image1.jpg]northumbria
UNIVERSITY

Information Management
Research Institute




JISC Circular 09/02 

Supporting Institutional Records Management

Theme 1a

Managing Student Assessment Records

FINAL REPORT

Catherine Hare

Dr. Ken Waterston

October 2003

CONTENTS

	
	Page

	1.
	Project Outline
	2

	2.
	Aim & Objectives
	2.3

	3.
	Scope
	3

	4.
	Methodology
	3-5

	5.
	Issues Arising
	

	
	5.1
	Legislation and Personal Data
	5,6

	
	5.2
	Roles & Responsibilities
	6,7

	
	5.3
	Systems
	7,8

	
	5.4
	Organisational context
	8

	
	5.5
	Preservation
	8

	
	5.6
	Risk
	8

	
	5.7
	Vital records
	9

	
	5.8
	Historical records
	9

	
	5.9
	Applying the HEI Function and Activity Model
	9

	
	5.10
	Implementation
	10

	6.
	The Retention Schedule 
	11

	7.
	Appendices
	

	
	7.1
	Northumbria University School of Informatics Mapping of Student Assessment Process
	12

	
	7.2
	Northumbria University School of Informatics Student Assessment Process cf. JISC Generic Retention Schedule
	13


1. Project Outline

The assessment of students is a key activity of the core function of teaching and learning.  The records of the activity are doubly important not only because of their evidential value but also because they contain confidential data relating to individuals.  In the current university environment these records exist in a mixture of formats.  There are those that are held on paper, for example, mark lists and others that are in electronic format, including database records in student administration systems.  In addition to the records which document the process of assessment, there are also those which are the products of the process i.e. exam scripts or course work assignments which might also be in either paper, electronic form such as databases, websites and other multimedia products or even physical artifacts, for example a piece of sculpture.

These sets of records will be in different locations, either local or centralized, and will be subject to different control, again local or centralized.  The fact that some exist physically and some virtually means that they are vulnerable to different kinds of risks.  There is also the issue of which of the many copies is the official record and which are convenience copies.  A final key issue to consider is the value of each of the sets of records so that vital records (i.e. the records which an institution needs to continue its business in the event of a disaster) can be identified and protected appropriately and records of historical importance can be earmarked and preserved over time. 

2.
Aim & Objectives

2.1 Aim

The aim of this pilot case study was to take the generic findings on records retention relating to the student assessment process in JISC’s revised Study of the Records Lifecycle and test their applicability in a specific Higher Education Institution, namely the University of Northumbria.  Whilst the timescale of the project rendered it impractical to engage in widespread consultation with the whole Higher Education community, it was considered important to recognise possible differences in approach to records management between the newer and more traditional universities. To ensure this issue was addressed the Records Manager of Newcastle, a traditional University, was invited to participate in the Advisory Group.
2.2 Objectives

2.2.1
analyse and map on a flowchart the process of student assessment from beginning to end within the context of Northumbria University in general and School of Informatics in particular in order to:

· identify the inputs to and outputs from the process in the form of records including the student assignments;

· identify vital records sets and records of historical importance;

· confirm the formats in which the records are created and stored over time;

· establish the ownership/responsibility of the different records sets;

2.2.2 compare the process analysis with the Functional Activity Model and the generic retention schedules in the revised Study of the Records Lifecycle issued in April 2003;

2.2.3 carry out risk assessment on records sets by undertaking a risk impact analysis to produce a list of key risks with a strategy for their management;

2.2.4 design a retention schedule, in paper and electronic form,  to reflect Northumbria University record systems;

2.2.5 train administrative staff in retention management in one of their programme of training sessions; 

2.2.6 implement the retention schedule in the School of Informatics including documenting the process and logging any issues with a view to embedding retention management into school procedures and setting up a monitoring and review system;

2.2.7 revise the retention schedule and publish on University and JISC Information Systems  website (hosted by Northumbria University);

2.2.8 identify any particular digital preservation strategy issues and possible solutions within the context of these particular sets of records (JISC, 2000);

2.2.9 evaluate and report on the pilot.

3. Scope

3.1 The research focused on the University of Northumbria and in particular the School of Informatics.  The identification of the School of Informatics in which to test the applicability of JISC’s Generic Retention Schedule was determined by the following: 

3.1.1 the University of Northumbria is in the process of moving from a series of individual data and information systems to a fully integrated ORACLE system;

3.1.2 in common with many Higher Education Institutions where changes to organisational structures have become common practice, Northumbria’s newly formed School of Informatics - integrating the divisions of Computing, Mathematics, Business Information Systems and Information & Communication Studies - is in the process of developing a centralised administrative process for the management of student assessment records;

3.1.3 given the diversity within the School, it afforded the opportunity to examine a variety of course structures e.g. degrees, professional development and franchise, each of which generate a range of issues relating to the management of student assessment records issues. 

3.2 The involvement of Newcastle University was determined by the following:

3.2.1 it served as a means of testing the applicability of the Generic Retention Schedule relating to the student assessment process in a contrasting higher education community;  
3.2.2
as a traditional university, it has an administration culture different to that in a newer university like Northumbria.  
4. Methodology

To ensure that the methodology was commensurate with the aims and objectives of the project, the researchers addressed the issue in terms of ‘approach’ and ‘process’.

4.1 Approach

The approach to the research was determined by the need to test that current practice regarding student assessment records in the School of Informatics was in accord with the Generic Retention Schedule.  To establish this, the researchers, in consultation with a number of key stakeholders within the School:

4.1.1
identified and mapped the key stages in the student assessment process
 in order to determine:

· the overall process from the setting of the assignment to the making of progression and award decisions;

· the roles and responsibilities of academics and administrators within both the School and the Central Services of the University; 

· those stages of the process that generated a record; 

· current practice re: the format, location and retention period of these records.

4.1.2 established a comprehensive generic records retention schedule, integrating the two functional areas of the Generic Retention Schedule dealing with:

· setting and marking/grading course assessments
;

· activities involved in administering the delivery of courses
;

4.1.3 compared the School’s current process and practice with the comprehensive schedule to establish areas of commonality and/or issues to be addressed.

4.1.4
resulting from 4.1.1 to 4.1.3 above, formulated a Retention Schedule for the student assessment process to be used at the University of Northumbria and as a possible framework for other Higher Education Institutions.

4.2
Process

The process comprised:

4.2.1 A number of key personnel interviews with academics and administration personnel within the University of Northumbria
 and Newcastle University whose roles and responsibilities related to student assessment and the management of related records.  

4.2.2 An advisory group whose role was to guide and inform the research, and consisting of:

· Pro-vice Chancellor for Teaching and Learning

· Software Solutions Manager responsible for student administration and marks recording systems;

· Registrar of the School of Informatics

· Assistant Director Information Services & Data Protection Officer for the University and lead on Freedom of Information

· Plagiarism Advisory Service Manager

· Records Manager, Newcastle University
Two meetings of the Advisory Group were held:

· one at the beginning of the project to ensure that the various perspectives of the School, the University and the Higher Education community were being covered; 

· the second towards the end of the project to review the draft retention schedule and address the issues which had arisen and the ways in which to deal with them again from the different perspectives.

4.2.3 A consultation exercise with the School of Informatics Student Affairs team to review/evaluate the Generic Retention Schedule in terms of current school practice.
5. Issues arising

The project covered the period from May to October, which coincided with the end of one academic year and the start of the next.  This was a period of much activity for managing student assessment records for all of the stakeholder groups.  However, the end of year and vacation time did mean there was an opportunity to take a longer-term view, as part of the regular review programme and planning for the next cycle.  

The University of Northumbria does not have a Records Manager and, at the time of embarking on the project, the only written guidance on retention of students’ assessment records related to the retention of student work and examination scripts.  At Newcastle University there was also written guidance on the retention of examination scripts plus a business process description of the administration of examination results and pass lists.

In establishing retention periods for student assessment records to produce the retention schedule to be used in the University, the project identified and tried to resolve a number of issues that are examined below.
5.1 Legislation & Personal Data

5.1.1
Data Protection

· Since the records relating to assessment contain personal data about individual students there are implications for their management in terms of data protection, irrespective of whether the records are stored in paper or electronic format.  It is therefore essential that each university declare the nature of the personal data that is being collected and gets permission to store that data for as long as required for the stated purpose.  At Northumbria University this is clearly stated as part of the Handbook of Student Regulations, a copy of which is given to each student on their enrolment and, in signing their enrolment form, students agree to the relevant data being collected and held.  

· The University needs to retain the records of students for six years and a day after registration to meet fiscal requirements.  The University in addition has a duty to keep students records as evidence of the awards gained but not all of the details of student data need to be retained for this purpose. The Data Protection Officer for the University, who was part of the Advisory Group, recommended that each institution make a decision about what data needs to be kept to fulfil this requirement.

· There is however an issue relating to the records of students who apply to the University through UCAS but who do not then obtain a place there.  Their records are automatically uploaded to the Student Admission System when they make their initial application but may remain on the system, although in effect dormant.  Given the difficulty in totally eradicating electronic records, it is essential to impose high-level access security for records of this type in consultation with the systems suppliers.  

5.1.2 Freedom of Information

· With effect from 1 January 2005 all Higher and Further Education institutions will be subject to the Freedom of Information Act and will therefore have to make available any information relating to student assessment that does not contravene the confidentiality provisions of the Data Protection Act or any other exemptions.  Experience from other countries where freedom of information legislation already applies to universities and other educational establishments indicates the need in general to manage official copies and rigorously control duplicate records and to ensure that records of decision-making are explicit.  The process-based approach adopted by this project ensures that the inputs to and the outputs of the process, in the form of records are not only identified but also the official copyholders are identified.  The creation and use of convenience copies is acceptable to support business effectiveness but it is essential that they be disposed of as soon as this business use is completed.  Given the purpose of these convenience copies, they can be considered as a category and a single retention period assigned.  A suitable period might be one year.  This issue is not yet resolved at the university but will be addressed as part of the roll out of the retention schedule.
5.2 Roles & Responsibilities

5.2.1 Record creators

The student assessment process involves a number of different groups of records creators in addition to the students themselves.  The different groups are as follows:

· Academic staff

· Administrative staff within the school, department or faculty

· Administrative staff within central services 


It is essential that each creates the records appropriately, takes responsibility for the records they create and understands how their part of the process relates to the other steps in the process.  This is a challenge because of the nature of the distributed work environment where everyone has a PC on their desk.  The process steps therefore need to be mapped, and the record inputs and outputs identified and owned which means raising awareness of the record keeping issues involved.   Working with administrative staff within the School and in Central Services it was clear that they were all very aware of the parts of the process for which they were responsible.  However, whilst it is important that the different areas of responsibility are identified and demarcated it is also absolutely essential that links back and forward across the process be also addressed to ensure that the process does not break down.  This is potentially a major area of risk (see Section 5.5) and was addressed within this project by reviewing the whole process with all of the stakeholders and identifying where there were possible breaks in the links in the chain.  The breaks came at the point where one stakeholder group was interfacing with another i.e. a member of academic staff sanctioning a late submission of an individual student's work and not relaying the information to the administrative staff responsible for receipting and recording the receipt of submitted work.

5.2.2 Official copy holders

The holder of the official copy needs to be explicitly identified and the most appropriate place to capture this information is on the Retention Schedule itself.
5.2.3 Staff Training 

All staff involved need to be trained in the process and this is ideally achieved by training representatives from each of the groups together.  In this project the project team delivered a workshop session, attended by the Student Affairs Team and the Principal Administrator (Resources/Development) in the School of Informatics, which combined:

· an evaluation of current practice against the JISC generic retention schedule to inform the draft institutional retention schedule and

· training in generic principles and practice of retention management. 

It is proposed that a similar pattern, in terms of a training group, should be followed in other Schools within the University and that the Registrar of the School of Informatics, who was part of the Advisory Group, makes this proposal to the Registrars of the other schools at one of their regular meetings as soon as possible after the publication of the retention schedule.  The Pro Vice Chancellor for Teaching and Learning brought senior management support to the project and had hoped to provide a slot at one of his regular monthly meetings with the Deans of Teaching and Learning but a suitable date within the timescale of the project was not found.   Given the timing of the project and the constraints on staff time it was difficult to get a more comprehensive input from the academic staff within the School.  Once the retention schedule is published the project team will take it to the Associate Dean for Student Affairs within the School of Informatics to identify opportunities to get academic staff involved and to bring together all of the stakeholders in the process.  This would then act as a framework for other Schools within the University.

5.3 Systems

HE and FE institutions require large-scale data and information systems to manage their core functions such as handling student data.  Because of the complexities involved and to ensure that they can benefit from the latest developments the pattern is to buy standard products often designed for a global market.  Northumbria University is in the process of implementing a new Oracle system that aims to integrate key business processes.  They are primarily data and information systems and not record keeping systems.  During the project the system developers highlighted the problem that these systems often use language which may not be readily intelligible to all users who, to take the example of the School of Informatics alone, are from a range of disparate disciples.  This can lead to confusion for the end-user of the system and result in inconsistent use of the systems.  It is essential that training addresses the issues of language and that the requirements of the record keeping processes are put into the context of the system functionality.  For example if data entry over writes existing data it is essential that the log of changes to the data is kept so that the different versions of the student record in relation to marks can be re-created if required.  The current student records and marks recording systems at the University of Northumbria, which date back to 1987, are totally modifiable but data logs are retained to provide the audit trail.  All student records remain on the system and are potentially live.  In this scenario it is essential that the data logs are kept to allow re-creation of the record at every stage.  These records are potentially at risk. Within the project this issue was raised with the systems developers and the Software Solutions Manager and it will be taken forward in discussions with the systems suppliers.

5.4 
Organisational context

5.4.1
Records formats

The records relating to the student assessment process are a combination of paper, electronic and other media.  This covers all stakeholders and the students themselves.  Student coursework and exam scripts represent large volumes.  The great proportion are still submitted on paper, although in some subject areas the items might be artefacts in a variety of media.  

5.4.2 Locations, storage and disposition

These physical items need to be located and stored appropriately in relation to their medium but in a highly secure environment because of their confidential and personal nature.  They do however have a relatively short life cycle and the majority can be managed aggressively.  The University has established a retention period of three months after the resit boards at the end of the academic year.  From a pragmatic point of view, the School of Informatics will implement this in December, when resource is available, in terms of staff time, to undertake this.

5.4.3 Digital access

Keeping the student records live within the system addresses the issue of digital access.  However, as stated above, this access can only be satisfactory, from a record keeping point of view, if all data logs are retained and they remain accessible and levels of security are established and rigorously applied.  The current approach at the University of Northumbria is to have trained and designated persons within each school/office and for all changes to the system to be channelled through the relevant person.  

5.5 Preservation

The current arrangements for digital preservation are based on a system of backups.  There is no backup for the systems themselves.
5.6 Risk

In relation to managing student assessment records the risks are in three areas:

· Records loss through system failure

· Records loss through sabotage/inappropriate loss

· Records loss by accident - staff not properly trained

The university, as with other Higher Education Institutions has just completed a risk analysis.  Although the role of records in protecting against risks is not explicitly identified, the underlying causes of the risks have been acknowledged.  It is a challenge to find the necessary fora to take this forward, particularly in an institution where there is no post of records manager.  The project however, not only immediately within the School, but also across some of the relevant Central Services has provided the opportunity to raise awareness of important issues and helped to spread awareness.

5.7 Vital records

Within the student assessment process the records relating to the students and their marks are vital while the students are enrolled and up until they complete their awards.  This was not a difficult concept for the various stakeholders to understand and accept and they appreciated what measures needed to be in place to protect these key records.  But again here the distributed electronic but also physical environment, since these vital records are not all located in a single place, even within one school, creates challenges which can only be addressed by providing guidance and monitoring its application.  This approach is being adopted but there is still a lot of training and awareness raising to be achieved.

5.8
Historical records

Once the students have graduated the records relating to their awards and qualifications acquire historical evidential value.  These records must be kept for all students and this represents a major long-term record-keeping requirement, not least because the records will be in electronic form.  It is essential that this long-term preservation requirement is understood by the systems developers and managers as it needs to be a system requirement.  Within the Higher Education community, where institutions are relying more and more on digital information, awareness of these issues is being raised.  Within this project, including the systems team as part of the key personnel interviews and including the Software Solutions Manager as part of the Advisory Group has helped to reinforce and highlight the requirements and the implications for systems design.
5.9
Applying the HEI Function and Activity Model

Once the process of student assessment had been mapped, the Function and Activity Model provided a hierarchical framework against which to map the process.  It is interesting to note that the process cuts across two function areas and four activity areas which is typical when applying a process approach within a functional structure.  It was then possible to attach the generic retention periods to the process and provide:

· a process map specific to the School of Informatics but also applicable to the university as a whole, with the local terminology for the records inputs and outputs 

· a draft retention schedule against which to test current practice and from which to develop the proposed retention schedule to be rolled out within the University.  
The generic retention schedules have also provided the majority of the retention periods.  This approach, which has the potential to bring in the various stakeholder groups, has thus provided a framework/methodology which can be applied to any process within Higher Education Institutions.
5.10
Implementation

It was not possible to implement the retention schedule during the period of the project as it is very much driven by the academic cycle.  It is therefore proposed that the retention schedule provided in this report will be used within the School of Informatics from this academic year and rolled out to other schools during the course of the year.  Given the involvement in the project of Newcastle University, it is also proposed that the Records Manager be invited to pilot the schedule in an appropriate part of that organisation.  
.

	6.     The Retention Schedule

	University Process
	JISC Generic Record Retention Schedule
	University Practice

	
	Ref
	Description
	Retention Period
	Retention Period
	Official Copy Holder 

	Assignment Set
	1.15
	Records documenting the development of taught course assessments
	Life of course
	
	Academics

	
	3.16
	Records documenting the development and establishment of the institution’s assessment and examination rules and procedures
	Superseded + 10 years
	
	Registrar

	Assignment Published
	1.15
	Final versions of taught course assessments:
	Life of course
	
	Academics

	Students submit completed Assignments
	3.15
	Schedules for submission, marking and return of coursework
	Current academic year + 1 year
	December after current year
	School Admin

	
	1.15
	Taught course students’ submitted/completed assessments:
	Current academic year + 1 year
	December after Resit Board
	School Admin

	
	3.15
	Records documenting individual students’ submission of coursework 
	Current academic year + 1 year
	December after current year
	School Admin

	
	3.16
	Records documenting individual students’ submission of assessed work and handling of reports of mitigating circumstances
	Current academic year + 1 year
	Copy to Student file (originals) – retention could be 4/6 years
	School Admin

	Assignments marked, assessed, moderated, recorded, published
	1.15
	Records documenting marks awarded to submitted/completed assessments, including reviews in response to notifications of mitigating circumstances and academic appeals.
	Current academic year + 6 years
	
	Central

Admin/

IT Services

	
	3.13
	Records documenting the handling and results of academic appeals by individual students
	Last action on case + 6 years
	
	School Admin

	Awards made 
	1.15
	Records documenting awards and classifications
	Current academic year + 6 years
	
	Central Admin/IT Services

	Notification of Awards; Final Record 
	3.16
	Records documenting the issue of awards lists and individual notifications of awards.
	Current academic year + 1 year
	
	Registrar

	
	3.16
	Records documenting the collation of examination results and compilation of pass lists and individual notifications of results
	Current academic year + 1 year
	
	

	
	3.16
	Pass Lists/Awards Lists
	Issue of List + 10 years
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Appendix 7.1

Northumbria University School of Informatics : Mapping of Student Assessment Process
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Appendix 7.2

Northumbria University, School of Informatics Student Assessment Process 

cf. JISC Generic Retention Schedule
	Managing Student Assessment Records Process
	JISC Generic Record Retention Schedule

	
	Ref
	Description
	Retention Period

	Assignment Set
	1.15
	Records documenting the development of taught course assessments
	Life of course

	
	3.16
	Records documenting the development and establishment of the institution’s assessment and examination rules and procedures
	Superseded + 10 years

	Assignment Published
	1.15
	Final versions of taught course assessments:

· Coursework

· Examinations

· Placements
	Life of course

	Students submit completed Assignments
	3.15
	Schedules for submission, marking and return of coursework
	Current academic year + 1 year

	
	1.15
	Taught course students’ submitted/completed assessments:

· Coursework

· Examinations

Placements
	Current academic year + 1 year

	
	3.15
	Records documenting individual students’ submission of coursework 
	Current academic year + 1 year

	
	3.16
	Records documenting individual students’ submission of assessed work and handling of reports of mitigating circumstances
	Current academic year + 1 year

	Assignments marked, assessed, moderated, recorded, published
	1.15
	Records documenting marks awarded to submitted/completed assessments, including reviews in response to notifications of mitigating circumstances and academic appeals.
	Current academic year + 6 years

	
	3.13
	Records documenting the handling and results of academic appeals by individual students
	Last action on case + 6 years

	Awards made 
	1.15
	Records documenting awards and classifications
	Current academic year + 6 years

	Notification of Awards; Final Record 
	3.16
	Records documenting the issue of awards lists and individual notifications of awards.
	Current academic year + 1 year

	
	3.16
	Records documenting the collation of examination results and compilation of pass lists and individual notifications of results
	Current academic year + 1 year

	
	3.16
	Pass Lists/Awards Lists
	Issue of List + 10 years




















� see Appendix 7.1 – Mapping of Northumbria University, School of Informatics Student Assessment Process;


� JISC Generic Retention Schedule Sec. 1.15


� JISC Generic Retention Schedule Sec. 3.25


� see Appendix 7.2 - Northumbria University, School of Informatics Student Assessment Process cf. JISC Generic Retention Schedule.


� In addition to those working within the School of Informatics, the Dean of the School of Health, Community and Education Studies was also consulted to provide feedback on student courses that gave rise to a number of records retention issues that would not otherwise have been addressed.
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