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In order to make effective use of the meeting time representatives are asked to provide a short position paper in advance of the meeting.  A summary paper on the basis of this information will be prepared for the meeting in order that discussion can progress effectively.

We would be grateful therefore if you could produce such a paper which covers/answers the following.  Ideally the paper should be about two sides of A4 – but, should be no longer than four sides.

I would be grateful if you could let me have this paper by Thursday 23 September 2004.  This will enable us to prepare summary documentation in time to circulate to attendees prior to the meeting.

	1
	Describe the national authentication scheme for research and education for your country.  In doing so it would be helpful if you could:

· Say how mature it is (ie experimental, pilot, production stage etc)

· Give examples of the digital library – and other – resources which are accessed under this scheme and comment on any particular issues you have encountered.

Name of the federation: HAKA infrastructure
Federating software: Shibboleth
Status

· in pilot since 12/2003
· 3 Identity providers; 2 (of 20) universities, 1 (of 29) polytechnic

· 4 Service providers running
· National library portal (“Nelli”) based on Metalib product of Ex Libris inc. (we hope this will make the break-through for our federation)

· national eLearning portal (“Finnish Virtual University”)

· one homegrown Learning Management System (LMS)

· one university using it for  WLAN roaming access

· men-in-work with additional LMSs (Moodle, WebCT etc)

· Planned to be in production before end of 2004
· Things already done

· Organisation of the federation (very close to SwitchAAI)
· Study of data protection issues (Finnish Personal Data Act)
· Things being worked out

· Legal framework and federation agreement

· Organising maintenance of WAYF and federation metadata at CSC
· CA for server certificates (will be outsourced to commercial players)

· Helpdesk 

· Single logout for the federation
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	Provide a brief statement on how your policy or policies for regulating the operation of the national scheme have been worked out; a reference or pointer to any relevant policy documents would be ideal (although the position paper should not contain the detailed policy).

· At first there was a long discussion about who should operate the federation. CSC, the Finnish IT Center for Science, maintains the national research network (NREN, in Finland: Funet), but identity management (IdM) belongs to higher education institutions (HEI), not to the NREN. Finally CSC volunteered. Legally HAKA will be a service provided by CSC and based on an agreement between CSC and each federation member.
· Development of HAKA federation has been closely coupled to the IT departments of HEIs. HAKA project has reported directly to the meetings of Information Managers in HEIs. 

· Already in the beginning special attention has been paid to the quality of data in institutional IdM systems/enterprise directories. There are universities in which the students have user accounts in practice forever! Only Identity providers with up-to-date user data are welcome to join HAKA federation. 

· The AAI service agreement by Switch has been read carefully and it has been the basis for the legal framework of HAKA. Following major changes/notes:

· In Finland the Swiss agreement has been considered unnecessary detailed and complex. A shorter and more generic one is being drafted for HAKA.

· EU data protection directive, article 6 1.b: personal data must be collected for specified, explicit and legitimate purposes and not further processed in a way incompatible with those purposes. The Swiss agreement does not make it clear how this is ensured. In HAKA we defined the purpose of the federation as “to support research and education in higher education and research institutions”. Only Identity and Service providers compatible with that purpose may join the federation. HEI as an Identity provider is always compatible with that purpose. HEI as a Service provider is not a problem either. On the other hand, Internet gambling and Napster are services that are clearly incompatible with the purpose. Then there is a multitude of borderline cases that are difficult (Is buying a train ticket with student discount supporting education? Is applying for student loan supporting education?)

· EU data protection directive, article 6 1.c: personal data must be adequate, relevant and not excessive in relation to the purposes they are collected and further processed. The Swiss agreement does not make it clear who is responsible for challenging the necessity of the attributes that certain Service provider would like to get. The Directive is not known very well; there are services that would like to know everything about the user, such as her social security number and place of birth. We will clarify this responsibility in our agreement.
· EU data protection directive, article 7: personal data may be processed only a) if the data subject has unambiguously given his consent, b)… The Swiss agreement does not clearly require that the Identity provider must ask user consent before attribute release. The Finnish data protection ombudsman counselled us that it should be also possible for the end user to study the privacy policy of the service before clicking ‘Yes’.

· Minimal reguirements for an organisation joining the federation: http://www.csc.fi/suomi/funet/middleware/english/haka_requirements.phtml 
· Organisation of the federation:
http://www.csc.fi/suomi/funet/middleware/english/haka_organisation.pdf 


	3
	Do you have any other national authentication systems in place (ie systems used by government departments), and if so, how do these relate to research and education?

· Finnish Electronic Identity card (FINEID), an ID card (issued by the police) with a chip that carries the certificates (signed by the Population Registry Center, the government CA of Finland) of the citizen. FINEID has not (yet) made the break-through for public and private services in Finland. Few users in HEIs have the card.
· Finnish banks use one-time-passwords for authenticating their customers to the web banks. The three major banks have started providing authentication service (called TUPAS) for third party service providers (cost is 20-50 cents per authentication). Since most Finns use web banks, TUPAS has become the de facto authentication system for public and private services. Also most users in HEIs use web banks.
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	What consideration has been given to interacting with authentication systems other than your own?  These could be third party systems within your country (eg any government schemes which may exist) or systems in other countries.

· In 2000-2002 Finnish HE had a project (FEIDHE) about deploying FINEID card (or a similar student card). Benefits vs costs were not found adequate. In HE for most services passwords are enough. However, federated identity increases the demand for strong authentication. More doors to open with a single password… In short, at first we need federated identity, then perhaps strong authentication for the most sensitive services.

· For HE TUPAS is too expensive and clumsy to become the ordinary way of authentication. However, it is an option for special use cases (e.g. a user has forgotten his password. HEI authenticates him using TUPAS. He is then able to reset his password)
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	In your view, to what extent can the same national infrastructures be used to access digital library, e-learning and e-research (Grid) resources and services?

Banks (TUPAS) and Population Registry Center (FINEID card) can be used for stronger authentication, if there is enough money to pay for their use. However, banks and PRC will not maintain information about the user’s role in his home organisation.
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	Has there been any thinking in your organisation/country about the privacy implications of your systems.  Whilst this is a very important issue we do not think it appropriate to discuss in any detail at the meeting.  However, we think it would be beneficial at this stage to have information about different countries’ understanding and experience of this issue for information.

We have read the Finnish Personal Data Act (that implements EU data protection directive) carefully and we have had discussions with the national data protection ombudsman. We expect that we now understand the implications of the law to our federation. Shibboleth as a technology fits very well the Finnish data protection legislation.

There has been some concerns that eduPersonPrincipalName attribute may become too strong identifier. So far we have not started using eduPersonTargetedID in the federation. 




JISC Executive

Bristol

August 2004

