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Connecting People to Resources 
Athens and Shibboleth
JISC's plans for access management services in the UK HE and FE community

Introduction
The aim of the JISC Core Middleware initiative is to enable people to access resources throughout the UK educational sector in a simpler and more consistent way.  Through development work, user requirements gathering and current service provision, JISC has identified a need for a new access management approach within the UK that allows users to access internal and external resources using a single, institutionally controlled identity.  This will reduce substantially (if not eliminate altogether) current problems in which users are required to maintain multiple passwords for multiple resources in multiple domains.  

For the last two to three years JISC has devoted a significant part of its development funding to access management issues.  Many different solutions and scenarios have been investigated and tested, alongside research into supporting factors such as cultural change.  All of this work has helped inform the decision on the choice of the next generation access management system for the JISC community.  

JISC is now in a position to begin implementation of the system throughout the UK.  This document explains what this will mean for each of our stakeholders.

Scope of the challenge

The two essential components of access management are authentication (including the associated identity management functions) and authorisation.  Authentication is the process of verifying who is requesting access to a resource or service; authorisation is the process of determining, from that individual's role or other attributes, whether or not access to that particular resource should be granted.

UK HE and FE institutions are of course responsible for assigning and maintaining electronic identities for their own staff and students, and for managing access to their internal resources and services.  Institutions make their own strategic decisions on what technologies to use on campus and JISC does not seek to influence these, although it does offer advice and support on such planning.  As an example, JISC has recently commissioned a study on so-called “single sign-on” technologies which institutions could consider to simplify their access management regimes locally (see references).

The JISC’s primary concern is, however, access management for nationally-provided resources, such as those licensed to the community via JISC content agreements with publishers.

For over eight years, the UK education community has had the unique benefit of a centrally operated national access management system. The Athens service has been provided by Eduserv since 1996, and was formally adopted by the JISC in 2000.  

For much of its history Athens has been a distinct service, not closely integrated with on-campus access management technologies. A consequence of this is that a user's Athens username and password was typically not the same as that used for local services.  

More recently the introduction of AthensDA – Athens Devolved Authentication – has addressed this problem.  AthensDA allows the user to authenticate locally via an on-campus authentication service, and for this action to be relayed to the central Athens service so that Athens can assert the user's identity to an external resource provider.  The net effect of this is that someone from an institution that has adopted AthensDA now only needs one username and password, i.e. that required by the local campus authentication regime.

Why Shibboleth?  Why now?

In funding the Athens service for its community, and helping to fund its on-going development by Eduserv, JISC has been leading the way internationally.  Meanwhile other countries have begun to realise the importance of providing a national access management system and work is now under way to achieve this aim in other parts of the world including Europe, the USA and Australia.  

JISC wishes to work with these countries to ensure that there is international cohesion in the services offered to educational communities and that these systems are based on resilient international standards.  This will support international liaison with publishers and resource owners to ensure that educational resources are provided to users in the best possible way, at the best possible price.  

Notwithstanding the success of Athens in the UK, technology continues to evolve and other countries starting from scratch have reviewed their requirements for a national access management system. This has led to developments such as Shibboleth in the US, PAPI in Spain and A-Select in the Netherlands.  Of these, Shibboleth is emerging as the system of choice for the majority with the US, several European nations and Australia all opting for this technology.  

These factors have been a major contribution to JISC's decision to begin deployment of the Shibboleth technology as the basis for the next generation of access management.  

Addressing core requirements

A further factor in the decision is the increasingly complex spectrum of requirements which need to be addressed.  JISC's goal is to offer institutions a system which is capable of managing access both to internal and to external resources in a uniform way.  More specifically, four key scenarios have been identified:

· Access to internal resources, including administrative systems where role-based authorisation may be particularly appropriate

· Access to third-party resources provided by publishers and other institutions (the scenario which for some time has been supported by Athens)

· Inter-institutional use to support resource sharing between institutions: an example of this might be sharing of e-learning resources and e-learning environments across a regional consortium 

· Inter-institutional use to support dynamic, ad-hoc collaborations: this is the ‘virtual organisation’ in e-research terminology

Shibboleth has been designed to satisfy the first three of these scenarios and all three are in use, or being trialled, in the UK (through JISC-funded projects) and in other countries which have committed to Shibboleth as their national system.  The fourth scenario is a more challenging objective which requires new development work to be completed, and this also is being tackled by JISC's Core Middleware Technology Development programme.

What will be different: what are the benefits?

With a next generation access management system based on Shibboleth technology, the authentication process (verifying a user’s identity) is always routed back to the institution.  This means that the institution alone controls the authentication process.  The major benefit of this is that user information is stored only by the institution, and not in remote databases controlled by third parties.  The institution has total control over the user information, and over the attributes assigned to this user which determine his/her ability to access a given resource. 

When a user attempts to access a resource, the home institution will be asked to verify that user's identity.  Once the authentication has been successfully completed, the institution will confirm this with the resource owner.  The institution and resource owner then communicate over the rights a user has to access resources (the authorisation process) before the user is presented with the resource.  At all times the institution controls, via an “attribute release policy”, what information may be disclosed to which resource owners, thus providing a means for users' privacy to be protected. 

This entire process is handled seamlessly and quickly behind the scenes, with no confusing messages passed to the user.

This will mean the following changes:

For the user: The user will need only to enter an institutional ID and password, removing the complexity of multiple IDs, passwords and authentication challenges.  The user can also be assured that personal information is not being disclosed unnecessarily to third parties.  

For the librarian: Librarians historically often had the responsibility of handling both the ‘people’ and ‘resources’ requirements of access management.  This has meant managing licences for resources and negotiating with resource owners, and also having the responsibility of assigning usernames and passwords to users.  In the new system, librarians will be freed from the burden of username/password administration.

For the resource owner: A resource owner will need to install a ‘plug-in’ –  a similar requirement to that for the current Athens system.  Resource owners will also need to sign up to the UK HE/FE community's terms and conditions on the use of the new system.  The benefits for resource owners will be the assurance that only those entitled to access their services will be able to do so.  They will also be adopting a system that will have increasingly international take-up.

For the institutional IT manager: The central IT services will have more control of the access management process as central institutional systems will be responsible for all authentication requests.  This could involve changes to enterprise directories and management systems. 

Where does Athens fit into this?

The Athens service has been a success story within the UK, and Athens has its own very active programme of development.  The contract for the Athens service in its current form runs until July 2006, with the possibility of a further two years' extension.  The service will be reviewed in 2005/6 so that the nature of any contract extension can be assessed and negotiated. In any case, the JISC and Eduserv are committed to working closely together to ensure minimum disruption for the community.

AthensDA specifically already has similar functionality to Shibboleth, although the protocols for conveying information between the component parts of the two systems are different and there are also some important architectural differences.  Eduserv has committed to developing Athens in the direction of full interworking with Shibboleth.  This will take two forms: 

· The provision of an Athens/Shibboleth gateway to allow Athens users to access Shibboleth-protected resources, and Shibboleth users to access Athens-protected resources.

· The development of Shibboleth-compliant software for campuses (supported by Eduserv), provisionally titled Athens IM – standing for Athens Identity Manager – which provides an alternative to the Internet2-supplied reference implementation of Shibboleth.

Full details of the plans for Athens are available on the Athens website.  

Choices for institutions

It is important to emphasise that both institutions and resource owners will have choices.  Each individual party may wish to consider:

· Continuing to use Athens for the present time.  JISC has committed to fully supporting Athens in its current format until July 2006, with the potential for a further two years of funded service after this date.  Shibboleth-controlled resources as they become available will be accessible via the Athens/Shibboleth gateway.  If there is continued demand for the Athens service beyond the current planning horizons it is perfectly feasible for its life to be extended, although the model for funding its support would need to be reviewed.

· Planning the transition to use of Shibboleth.  Athens-controlled resources will remain accessible via the Athens/Shibboleth gateway.  Reasons for considering this path might be the potential of Shibboleth for internal resource management, potential use of Shibboleth in e-learning consortia or the future potential of Shibboleth in research collaborations.  

It is equally important that these choices are supported by informed decisions, and JISC will be funding support services to help all parties concerned to make these decisions.  From March 2005, a Core Middleware Assisted Take-Up Service, operated on behalf of the JISC by Eduserv, will be available to support institutions throughout the UK who are deploying Shibboleth.  One of the key tasks of this service will be to define the support models needed by the range of different institutions throughout UK HE and FE.  JISC has also sought expressions of interest from institutions to become early adopters of Shibboleth technology, with funding support being provided by JISC to assist them to do so.

Timescales

The following chart shows key milestones in the development of the next generation access management system, and will help institutions and resource owners know when to make decisions and seek information:  

	Aug 2003
	Start of current Athens contract

	Jul 2004
	JISC Core Middleware Development Programme begins

	Nov 2004
	First trial UK Shibboleth infrastructure in place

	Nov 2004
	JISC town meeting on Shibboleth initiative

	Dec 2004
	Athens/Shibboleth gateway available for testing

	Feb 2005
	Core Middleware Assisted Take-up Service begins

	Apr 2005
	Core Middleware Early Adopters begin work 

	Jul 2005
	UK Shibboleth federation policy documentation available

	Apr 2006
	Fully tested access management system based on Shibboleth available to UK HE and FE

	Jul 2006
	Break point in current Athens contract (potentially renewable until July 2008)

	Jul 2008
	Last end date for current Athens contract


More information

JISC Core Middleware Development Programme: http://www.jisc.ac.uk/programme_middleware.html
Internet2 Shibboleth development: http://shibboleth.internet2.edu
Shibboleth-related Athens developments: http://www.athensams.net/shibboleth

JISC report on Single Sign-On technologies: http://www.jisc.ac.uk/uploaded_documents/CMSS-Gilmore.pdf

There are also two public mailing lists which users are invited to join: 

JISC-Shibboleth  (general discussion list)

JISC-Shibboleth-announce  (announcements list)

Both these lists may be subscribed to on the JISCmail website: http://www.jiscmail.ac.uk 
All queries should be addressed to 


Middleware Team

JISC Office

Kings College

Strand Bridge House

138-142 Strand

London

WC2R 1HH

Tel: 020 7848 1741  
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