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Background
The Large Hadron Collider
 (LHC) Computing Grid
 (LCG) project aims to provide the computing environment to support the four particle detectors (Alice, Atlas, CMS and LHCb) being constructed at the LHC at CERN. Construction of the LHC accelerator is in itself a very large international collaboration and, combined with the four detector collaborations, represents many thousands of scientists spread across the globe in hundreds is institutions. The compute, storage and connectivity requirements of these communities are very challenging and the LCG project is phased to allow technical evaluations and decisions to be made ready for provision of the initial infrastructure for the start of the operation of LHC accelerator beginning in 2007. An initial middleware deployment known as LCG-1 was rolled-out to a limited number of locations during 2003. LCG-2, following on in 2004, provides a more stable service against which the experiment collaborations are able to test their production software environments and service operators gain operational experience. This service, which is currently in operation at more than 70 sites in Europe, the Americas and Asia, providing access to in excess of 8000CPUs and 6Petabytes of online storage, will form the basis for the Enabling Grids for E-science in Europe
 (EGEE) project infrastructure.
LCG Authentication

Authentication in LCG is based on a Public Key Infrastructure (PKI). Each grid user (and grid service) is in possession of an X509 format certificate. Certificates are issued by a network of Certification Authorities (CA) approved by the project. CAs are accepted which conform to the minimum standards and best practices established by the European Grid Policy Management Authority
 (EUgridPMA). This body was established out of the CA managers group active as part of the European DataGrid Project
 and, despite its name, includes CAs from both the USA and Asia. In general, each CA serves a single national community, where necessary through a network of institute-based Registration Authorities. The project also provides “catch-all” CAs for smaller communities or those awaiting the accreditation of a national CA
.

The authentication layer in the LCG middleware is based on Globus Grid Security Infrastructure
 (GSI). Resources are configured to only accept credentials issued by one of the approved authorities. Since, in general, all resources install the trusted root certificates of all CAs, the user befits from an effective single sign-on across the deployed grid infrastructure.
To enable services to operate on behalf of the user (such as for batch job execution when the user is not present, or for provisioning of data from one storage location to another) the GSI layer supports the notion of delegation by certificate proxy. Whilst sometimes an anathema to PKI purists, the proxy mechanism allows a user to create self-signed credentials which can then be delegated to services (or a chain of services), enabling them to act as the originating user. Since the proxy credential allows a service to act as the user but is not protected by any password mechanism, exposure from stolen credentials is limited by controlling the lifetime of the proxy at generation. Mechanisms are in place to allow for controlled proxy renewal by trusted services.
The disabling of compromised credentials is handled by resources downloading revocation lists of invalid credentials from published CA URLs at regular intervals: generally every few hours.

LCG Authorization

Authorization in LCG is based on a user’s membership of a Virtual Organisation
 (VO). LCG provides a web interface through which the user both indicates acceptance of the LCG acceptable use policy and selects their VO. An agreed, minimal set of personal information is captured at this stage and this, in combination with the certificate identity presented by the web browser, is used by the VO manager to vet the applicant prior to enrolment in the VO membership database. The user registration process is controlled by agreed policy formulated by the project Joint Security Group
 and approved by the project’s management body. 
Resources are configured to periodically download the identities of the members of the VOs which they support and map these certificate identities to local accounts for access to the resource. Mechanisms are provided in the middleware to allow resource administrators to enforce local authorization policies.
Discussion
The sections above describe the current basis of AA in LCG-2. Whilst this has been proven to be functional, operational experience shows there are issues which must be further addressed.

Extension of Trust Domain

The trust domain in LCG is fundamentally based on the inter-personal trust within the group of CA managers within the EUGridPMA. This body has been very successful in building a network of trusted CAs, allowing a grid user to authenticate across multiple grids and resource domains using a single credential. Major relying parties (such as LCG and larger laboratories) are able to represent their requirements and views through this forum. This model is being extended to the Asia-Pacific region by the formation of the Asia-Pacific Policy Management Authority
. It remains to be established whether the existing ‘flat’ trust model can be successfully extended to more than the 27 currently approved CAs and towards a hierarchy of policy management authorities.
Proxy Generation and Credential Storage

The PKI model in use relies on the end-entity private key associated with their long-term credential being kept secret. Users do not in general have a history of successful management of such secrets and there is natural concern about this issue, particularly from grid resource providers. There are a number of initiatives being deployed to address these concerns. Where a site has an existing authentication infrastructure, credential translation can be used to map the user’s local site credential directly to a short-lifetime proxy certificate at login. In this way the user never owns a long-term credential with obvious advantages for both credential hygiene and user management. One such translation mechanism, generically known as Site Integrated Proxy Servers (SIPS), is in place at the LCG site at Fermilab National Laboratory in Chicago
. To enable the trust domain to be extended to such services, common minimum standards and practice must be agreed and work is underway to achieve this.
An alternative approach is to allow long-term credentials to be stored in a trusted server  from which proxy certificates can be obtained by providing a password. Credentials can be uploaded by the user
 or directly by the Certification Authority
. This model has advantages for the mobile user but requires very careful management of the server.
User Registration
VOs are conceived as relatively dynamic collaborations of individuals. The current framework is lightweight but places significant load on the VO managers. The LHC experiment collaborations are far from lightweight and have well defined existing membership management processes in place. The LCG user registration framework is being adapted to make use of such existing sources of VO membership data
 and this work may be applicable to other pre-existing communities which wish to be “grid-enabled”.
Fine Grained Authorization Control

The deployed authorization framework is coarse-grained and does not allow for flexibility in expression of a user’s rights and roles within a VO. To address this issue, the EDG project5 provided the VO Management Service (VOMS) framework in which a trusted VO service generates an attribute certificate
 which is bound into the user’s proxy. This attribute certificate attests the user’s sub-group, role and capabilities as registered by the VO manager in the VOMS database. Several key grid-services can process attribute certificates and this technology is being tested as part of LCG middleware certification. VOMS provides a flexible way of expressing the VO policy but this must still be provisioned to the distributed resources and then generally must still be mapped onto the resource’s local user account structures (i.e. Unix user and group). 
Restricted Delegation
Existing proxy certificate mechanisms in use in LCG allow a service to impersonate a user but do not allow the user to restrict the rights the service acquires on behalf of the user. Standards are being defined to allow for restricted proxy generation to address this issue.
 
Interoperability
The LCG/EGEE grid infrastructure is just one of many grid initiatives currently being built. The nature of the dispersed collaborations involved means there is considerable overlap across both the community membership and resource provision. In this environment, interoperability between grid infrastructures can be improved by establishing common standards through bodies such as the GGF
. LCG/EGEE also works closely with the Open Science Grid Consortium
 in the USA to maintain a common approach and understanding of grid security.
Interoperability is encouraged by the establishment of common roots of trust. An increasing number of CAs now use the repository established by TERENA TACAR
 to assist relying parties in establishing valid trust roots. This repository, together with the EUGridPMA, has recently been endorsed by the e-Infrastructures Reflection Group
,
 and further work on AA interoperability issues will take place as part of the TERENA European Middleware Coordination and Collaboration Task Force
. Such initiatives can encourage a common EU policy spanning many different projects.
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