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Introduction

In common with governments in a number of other countries, the Australian Government has endorsed a national research infrastructure strategy, the key elements of which are:

· a robust, high bandwidth research and education network with significant international capacity (the Australian Research and Education Network initiative operating as AARNet3);

· a distributed national high performance computing capacity (Australian Partnership for Advanced Computing – APAC);

· accessible data and information repositories;

· accessible research facilities and instruments; and

· agreed ICT standards and middleware development.

Considerable progress has been made in relation to network capacity (http://www.aarnet.edu.au) and high performance computing (http://www.apac.edu.au).  The Australian Research Infrastructure Advisory Committee has also commissioned significant work  to promote the development of accessible information repositories using a standards-based approach to discovery, storage and sharing of information (http://www.dest.gov.au/highered/research/ariic.htm#1).

1.
A national authentication scheme

 While universities and other research agencies maintain institutional-based authentication schemes, Australia does not have a national scheme,such as the UK’s Athens system and the existing consensus favours a scheme based on federated rather than centrally managed identity. There are some regional authentication schemes.   However, the Council of Australian University Directors of Information Technology (CAUDIT http://www.caudit.edu.au) has been funded to develop policies and standards to enable the collaborative use of Public Key Infrastructure (PKI) amongst and between Australian universities and research groups and to implement a prototype system.  It is intended that it will provide a basis for establishing a National Certificate Authority for international operation, which is likely to be run by the Australian Computer Emergency Response Team (AusCERT http://www.auscert.org.au). AusCERT already has a trusted relationship with each university and with CAUDIT. CAUDIT is approximately equivalent to EduCAUSE in the USA and UCISA in the UK. Universities are also beginning to review Shibboleth although some have indicated an early commitment to the Liberty Alliance. A Shibboleth Installfest is likely to be held in Australia later this year.
2.
Policy development

To date government policy has focussed on encouraging institutions to adopt ICT standards to promote interoperability and standards-based approaches to promote accessibility of information.  Issues of authorisation and authentication have been dealt with at the institutional level.  Because the developments of PKI in Australian universities are currently in their infancy, an opportunity exists to establish a set of common standards and policies in time for their adoption by universities as they seek to implement PKI, rather than trying to retrofit them later.  The development of standards does not imply that all universities would be likely or expected to use the same technology to implement PKI. The autonomy of Australian universities would suggest that a federated approach is the most likely outcome with a trusted third party, such as AusCERT standing behind the certificate. The standards to be developed would be, so far as possible, technology neutral. The CAUDIT standing committee on security is likely to emerge as one of the main forums for agreeing sector wide policy amongst the universities and research institutions. 
3.
Other national authentication schemes

The Australian Government places significant emphasis on the development and support of a secure and robust environment for e-government and e-business activities.  The Government's PKI standard is called Gatekeeper (http://www.agimo.gov.au/infrastructure/gatekeeper):

· Gatekeeper is the collective term for the standards, products, services and Service Providers certified under the Australian Government endorsed Gatekeeper® strategy.

· The Gatekeeper framework is administered by the Australian Government Information Management Office (AGIMO).

Recognising the need to cater for different levels of security requirements, AGIMO has recently published the Australian Government Electronic Authentication Framework (AGAF) http://www.agimo.gov.au/__data/assets/file/31772/AGAF_Overview_4__Business.pdf .  AGAF aims to provide consistency of approach to authentication, within government and for the client:

Unlike the HEBCA approach in the USA, there is no intention to link the Government PKI scheme (Gatekeeper) and the National PKI scheme for higher education run by CAUDIT/AusCERT.

4.
Interaction with other authentication systems

It is anticipated that the National Certificate Authority established by CAUDIT, through AusCERT with wide sector participation will participate fully with the International Grid Policy Management Authorities (PMAs) for grid co-operation in e-science  in Asia Pacific, Europe, Canada and the USA as well as with other international education and research certificate authorities. As indicated earlier, universities are also  reviewing both Shibboleth and Liberty Alliance.
5.
Accessing resources and services

The CAUDIT PKI project is an inclusive initiative which brings together a range of stakeholders across the higher education and research community and government and includes the CAUDIT standing committee on security..Its objective to develop policy and standards to enable the collaborative use of PKI amongst Australian universities and research groups should result in a national mechanism to access digital library, e-learning and e-research (Grid) resources and services subject to the authorisation provisions of host institutions.  Organisations involved in the project include:

Grangenet (http://www.grangenet.net.au)

AARNet (http://www.aarnet.edu.au)

Council of Australian University Librarians (http://www.caul.edu.au)

Australian Vice-Chancellors’ Committee (http://www.avcc.edu.au)

Australian Research Council (http://www.arc.gov.au)

Australian Government Department of Education, Science and Training (http://www.dest.gov.au)

Australian Department of Communications, Information Technology and the Arts (http://www.dcita.gov.au)

Australian Computer Emergency Response Team (http://www.auscert.org.au)

6.
Privacy implications

The privacy model embodied within Shibboleth supports pseudonymous identication of users using institutional roles and allows users to largely control the release of their own private information. There is not, as yet, consensus within Australia as to whether this increased level of user control on private information, over that offered by the Liberty Alliance is ultimately necessary for Australian universities. The PKI model, with its trusted third party is likely to be able to support whatever level of privacy emerges as an agreed standard. 
