AAA PROGRAMME MEETING REPORT

REPORT ON OUTPUTS FROM THE AAA PROGRAMME MEETING – 11TH MARCH 2004.

A Programme Meeting for the JISC Authentication, Authorisation and Accounting Programme was held on the 11th March 2004.  Although the AAA Programme still has some time to run, many of the projects have already reported to JISC, or are currently preparing final reports.  The upcoming Core Middleware Programmes also put the AAA Programme in to a new perspective, in terms of taking forward the access management agenda, and in making use of the outputs of the AAA Programme.

The projects were invited to brain storm in four key areas in order to identify ways in which JISC should be taking work forward to serve the needs of the JISC community.  The results of these brainstorms, along with action points, are shown below.  

· Group1: Wireless Networking and Roaming.  

· BRIEF: The ability to ‘roam’ is becoming an increasingly important issue within the UK HE community.  The MAWAA project has outlined many of the issues that will need to be addressed to make this possible and the UKERNA Wireless Advisory Group <http://www.ja.net/development/network_access/wireless/wag/> is taking many of these issues forward.  Should JISC specifically be taking any of these issues forward?

· RESPONSE: There are two specific areas in which JISC can take the roaming agenda forward.  Firstly, JISC could take responsibility for providing clear advice on deployment issues for institutions, and how these deployments fit alongside other technologies and technology choices (i.e. Shibboleth).  Secondly, JISC could fund some work to examine the attribute semantics of the RADIUS and Shibboleth systems, examining differences between the two approaches.

· ACTIONS: 

· Make the UKERNA Wireless Advisory Group aware of these recommendations.

· Examine these requirements as part of the gap analysis planned for the Core Middleware: Technology Development Programme. 

· Make appropriate JISC groups aware of the advisory needs (JCALT, JCCS, JCSR etc.) and discuss ways to take this forward in light of the existing UKERNA work.

· Group2: How can the AAA Programme inform the Middleware Programme?  

· BRIEF: The AAA Programme investigated a very wide range of technologies, institutional issues and supporting work.  How can this work best inform the Middleware Programme, and other JISC development programmes?  JISC is using a specific definition of middleware that can be found at: <http://www.jisc.ac.uk/index.cfm?name=middleware_team>.  Does this best reflect effort in this area?

· RESPONSE: The most important aspect of work in this area will be managing knowledge transfer between the AAA and Core Middleware Programmes.  There are several ways in which this need can be addressed:
· Collate all major reports from the AAA programme and place in accessible web space. 

· Ensure the appropriate contacts within the AAA programme are made available to Core Middleware Programme projects.

· Consider inviting AAA project members to sit on the advisory group and management board for the Core Middleware Programmes.

· Provide AAA projects with information about the Core Middleware projects.  

· Include AAA projects in new programme meetings where appropriate.

· Develop communities of practise for developers and implementers in this area.
· ACTIONS:
· Middleware Programme Managers to action points listed above as far as feasible.

· Consider COPs in light of the proposed Development Bay (JCALT E-Learning Programme) and Web Archiving Service.  Discuss issues with appropriate committees.  (JCIE, JCSR, JCLT).
· Group3: Digital Certificates and the JISC community.   

· BRIEF:JISC has funded a range of activity looking at the role of digital certificates in UK HE and FE, and is currently funding a study to look at the feasibility of a National Certificate Issuing Service.   What more needs to be done in this area and how likely is it that institutions will be able to take up this technology?

· RESPONSE: One of the key issues when considering a Certificate Authority is how likely and willing are institutions to take up use of digital certificate.  At the moment, Certificate Authorities only serve the e-science community, but future requirements may see this role out across the UK HE and FE community.  If this occurred, key development work will be required such as securing SSL servers for cross-institution transactions and addressing browser ability to cope with certificates.  Other issues include the need to provide certificates for use outside of the JISC domain, and operating such a technology alongside more traditional access management systems such as username and password.  JISC could specifically address the need for user education in the use of certificates (usability versus responsibility) and issues concerning diagnosis.
· ACTIONS:
· Pass this response to EDINA to inform the Certificate Authority Study currently underway.  

· Make sure that report is highlighted to all appropriate committees (JCIE, JCSR, JCLT, JCN).  
· Group4: Why Shibboleth??  

· BRIEF: Shibboleth has clearly emerged as the most likely success story from international AAA effort, and forms the basis of the recent JISC Core Middleware: Technology Development Call. Where do other technologies fit in to this vision, and are there ‘gaps’ from the AAA Programme (WS-Security, Liberty Alliance for example).  

· RESPONSE: The group was clear that Shibboleth was the most sensible technology for JISC to pursue at a national level.  In terms of gaps in work, the group discussed four clear areas:
· The potential importance of A-Select to developments within the UK.

· The time, commitment and onerous job of enabling directories to cope with devolved authentication.  Further support is needed for institutions in this area.

· Culture change within institutions, and moving the responsibility for managing the ‘people’ side of access management away from librarians.  

· Clear identification of the differences between identity based, role based, and resource based authorisation.  What further activities can granular authorisation support: accounting requirements within libraries, need for access control and grouping for discussion groups within a VLE etc. 
· ACTIONS:
· Examine these requirements as part of the gap analysis planned for the Core Middleware: Technology Development Programme. 

· Inform appropriate committees of any gaps identified (JCIE, JCSR).
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