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Executive Summary

The purpose of ShEILAB project was to implement Shibboleth Identity Provider (IdP) and Service Provider (SP) functions at the University of Bolton, investigating the set-up and support issues for a small university or college with limited resources. Using a case study built around the  MSc in Advance Microelectronics (AMI), which is a  100% on-line course involving partner institutions, the project explored the possibilities of using Shibboleth to support access to a rich set of e-learning resources including Citrix based CAD  tools.

The project set out to build an IdP on Microsoft Windows Server 2003 for Bolton users, using Microsoft Active Directory as the means of grouping and assigning attributes to users, in line with the University’s information technology strategy. Similarly, the SP service is based on Microsoft IIS server filters. The intention was to test the SP using both users from the Bolton IdP and the IdP of Liverpool University, a partner in the AMI programme.  Other goals were to test the IdP with the Athens/Shibboleth gateway prior to establishing a production service.  
Some of the specific planned activities within the project were rearranged or modified during the course of the project, according to their dependence on associated external activities. In particular the project has tracked the progress on integrating Shibboleth with Microsoft’s Active Directory Federated Services  (ADFS) as part of assessing the potential for Citrix tools support.  

We found configuring the Shibboleth IdP to be very tricky. We were challenged by the complexity of the  built including  the need for precision in selecting the correct versions/releases  of the contributing technologies (Apache, Tomcat and SSL and Shibboleth) and the need for precision in configuring these services. Whilst building a Windows XP desktop version of the IdP  proved successful, transferring this to Windows 2003 gave rise to a number of problems around security certificates. In consultation with the Middleware Assistance Take-Up service (MATU), we abandoned MS Windows 2003 server and instead moved on to build the production IdP on a Linux platform. This change in technology delayed the implementation and testing significantly, as the project team had only limited Linux skills.   

At the conclusion of the ShEILAB project, the team succeeded in establishing a production IdP service for the University using Active Directory as the attribute store. We set up  sample SP targets and tested the IdP against  these. We determined that federated access to Citrix based applications using Shibboleth is  possible in theory. However, to do this requires provisioning of shadow accounts. The advantages  of federated access management to Citrix applications for co-operating partner institutions are potentially diminished by the restrictions around institutional software licensing.   

Background

In common with many other HE institutions, the University of Bolton (UoB)  partners with a wide range of institutions to delivering programmes of study ranging from foundation degrees with FE colleges, to online distance post-graduate qualifications. For students and staff at partner institutions, involved in UoB programmes, there is an issue of dual identity. For example, in order to access web based materials at UoB, they must have UoB log-in credentials; to use their home institution systems, they must have local log-in credentials also. This creates complexity for these users. 

A feature of our curriculum is our use of a wide range of different technologies to support online-learning. This ranges from web-based courseware (existing both within and outside the institutional VLE), Athens resources, web service support for ePortfolio applications (the subject of the JISC MANSLE project) and our use of thin-client technologies for access to high-end software. 
In order to simplify access to electronic resources, the University has  been extending the use of LDAP based single-sign-on (SSO) over the last few years. Single-sign-on, based around Active Directory, is currently used to authenticate users for network services, UNIX systems, web based email, VPN connection, electronic journals via Athens service, WebCT, SITS e:Vision and various intranet web-sites.

Institutionally based SSO has limitations which are becoming more apparent as the University moves increasingly to web-based systems, and as partnership arrangements themselves grow in number and complexity. The range of  our partnerships now includes:  colleges who deliver UoB programmes; close work with regional NHS trusts to deliver in service programmes to Healthcare professional; collaboration with other HEIs to deliver joint programmes such as the MSc Advance Microelectronic programmes. 

We regarded Shibboleth as providing a means to simplify user access arrangements for users at the  partners  to our resources, and hoped this would reduce the administration overhead of managing them.  In addition, we  recognised the importance of the JISC e-framework programme and the diverse number of useful external e-learning tools, resources and services that are being shibbolized, and the opportunities these bring to collaborate and share resources.  

Aims and Objectives

The ShEILAB project aimed to establish Shibboleth as the future primary method for access control to controlled web resources for the University. The project included establishing a basic Identity Provider (IdP) service and piloting a Service Provider (SP) around the Advanced Microelectronics (AMI) programmes. It was envisaged that the pilot SP  would be used to establish the viability of sharing resources anonymously using Shibboleth and the trust relationships established through a Federation. 

The ShEILAB project aims were: 

· to establish a prototype University Identity Provider service (IdP)

· to test the Bolton IdP against the Shibboleth-Athens gateway when this becomes available

· To set up a pilot SP by shibbolizing parts of the AMI project eLearning Materials 

· To test the AMI SP with the Bolton IdP 

· To liaise with Liverpool University Shibboleth project team to test the AMI SP with a test user on the Liverpool IdP

· for University users to access internal resources and selected resources within a Federation 

· to join the University to an appropriate federation

· to establish an exemplar Service Provider (SP)  based around access to web based teaching an learning materials for the MSc Advance Micro-electronics course

· to investigate and possibly implement an SP for the Citrix Metaframe based applications used on the AMI programmes

Over the course of the project, our aim of testing shibboleth for access to the AMI materials using the Liverpool University IdP had to be dropped. As investigations began, we realised that the existing Citrix Metaframe 1.1 set up used by the AMI course to provide the selected application, FEMLAB, was not capable of supporting federated access.  A newer Citrix installation based on Presentation server 4.0 and Microsoft Windows Server 2003, was being introduced to AMI, but no decision had been taken to migrate to a newer version of FEMLAB.  We also misunderstood  the purpose and scope of the Liverpool University LSIP project and the IdP being developed there. For this reason we changed the objective to assessing the feasibility of shibbolizing applications through Citrix Presentation Server 4.0. 

Methodology

The approach we took was to establish the basic shibboleth elements in a test environment, investigating the configuration requirements and options.  We identified early on that the attribute store would be Active Directory itself.  We explored the use of the EDUPERSON AD extension and decided not implement this.
We identified that  we needed to be able to correctly categorised and group all users (staff, students and others)  in order to be able to adequately assign attributes to them in a meaningful way. This led us to develop an identity vault using Microsoft SQL Server 2005  to manage groups and access privileges. 
Once the test environment was established and proven through sample testing, the intention was to then transport this set up across to create the live environment and link to the full active directory. We planned to use this as the production IdP, supporting all University users to access the Athens Gateway, using whatever federation was appropriate.  
In parallel we began investigations into the feasibility of applying shibboleth and federated access to Citrix tools. As knowledge of Citrix is limited in the University, we were fortunate to have been supported in the research by a local Citrix solutions provider, CETUS Solutions Ltd from Salford. With their help we were able to first look at the Microsoft federated Services approach to Citrix environments and how this worked.  Secondly, CETUS was able to go back directly back to Citrix, to investigate whether any supporting work had taken place elsewhere. Further investigations brought  us into contact with Salford Software Ltd, who were conducting work on identity management solutions within the sector. By working with these companies were able to piece together the issues  and a current conclusion on shibbolizing Citrix. 

Implementation

Project Organisation

The project steering board met in November 2005 to agreed the aims, objectives and approach of the project team. The board agreed the project plan and approved the progress report in April 06. Through the project steering board links were established with Dr Steve Taylor at Liverpool University regarding the sharing and testing of AMI materials. A user trail collaboration in using the FEMLAB application was established  with Liverpool in preparation for a potential shibbolized service.
A technical project leader, Richard Cook was appointed on an internal secondment for the period of the project. Richard carried out the bulk of the technical work supported by other members of the project team. Richard’s technical background was Microsoft network solutions and data systems. Richard received training and assistance from the MATU team to establish the test environments, solve trickier problems and in migrating the IdP from test to live environments.  
The project work packages were carried out by different subsets of the project team who met regularly during the project phases. Regular review meetings were held between the project manager, Patrick O’Reilly and the project leader.
Progress In The Project
There was a delay of 3 months at the start of the project in appointing a project leader. One of the issues for the project was finding a technical lead with a balance of skills, with a depth of knowledge of server side configuration, scripting and XML. The decision to implement around Microsoft server rather than Linux was driven by in-house knowledge, the skills of Richard and our dependence on Microsoft systems. 

Establishing a Test bed

The Shibboleth test bed was established on desktop PCs running MS Windows XP. The test IdP was built using JAVA 5, Apache2, OpenSSL, Apache-Tomcat connector and Shibboleth 1.3. Authentication was set against a test active directory. A Service Provider (SP) was established on MS Windows XP running IIS services with SSL certificates configured and Shibboleth 1.3 SP installed. We reviewed and rejected the EDUPERSON active directory schema extension as it seems offer few attributes that could not already be adequately represented to the basic Active Directory schema. We were also concern about not being able to reverse out the extension once applied. Instead we used spoofed  EDUPERSON attributes through the  IdP. This decision was later supported Salford Software Ltd.
Managing User Groups
We recognised that as the active directory represented multiple classes of user (students, staff, partnership tutors, visitors, consultants), it may be necessary to ascribe different attributes to these groups. We needed to improve our management of non-staff, non-student users, and  improve the organisation of the active directory. Therefore, we created a database to manage external, non-core users and a central Identity Vault containing all groups. The Identity Vault maps access permissions against user groups.  User account creation and organisation for core staff and students are already automated in AD through links to the SITS student record system and the Trent HR system.  In future we hope to automate the account creation and lifecycle management using  the Identity Vault. We base our current attribute release policy on active directory security groups:  in future we plan to use the Identity Vault instead for the extra flexibility and refinement it makes possible.
Creating a Production Service

In migrating the test environment from desktop to MS Widows 2003 Server, our attempt to build the IdP and SP  failed due to the issue of how Microsoft and Apache handles licence certificates. This requires compiling Apache Modules including mod_ssl, to incorporate the X509 certificates. Where a fix had already been found for this for MS Windows XP, we were unable to find a similar fix for Windows Server 2003. The project team saw this as being unsustainable in that the DLLs would need to be recompiled whenever there was an upgrade of the ether the Shibboleth or Apache components of the build.
In consultation with MATU we took the decision to rebuild the IdP on a Linux Fedora set-up. This set-up was more familiar to MATU. Unfortunately, Richard was not familiar with Linux and we had to draw substantially on other technical staff for assistance. The production IdP was completed in October 2006 and we joined the UK Federation in December 2006. 
Shibbolizing Citrix Based Applications
In investigating the issues around shibbolizing Citrix access to the AMI CAD tools based on Solaris 5, we quickly identified that our Citrix Metaframe version1.1  front-end, would not support federated services. As the AMI course was gradually moving applications to Citrix Presentation Server  4.0 for Windows server 2003, we agreed that it was more likely that a solution could be for this. There is the option for AMI to move to the latest FEMLAB products, which run on Windows 2003 server and a project was underway to build this set-up.
To investigate the feasibility of shibbolizing Citrix Presentation Server 4.0, we were helped by two locally based specialist solution providers who work extensively in the education sector: CETUS Solutions Ltd and Salford Software Ltd. 

CETUS Solutions Ltd specialise in thin client and virtualisation solutions including Citrix products. CETUS Solutions Ltd identified that Citrix Presentation Server 4.0 supports Microsoft Active Directory Federated Service. At that time there was little documentation readily available to describe how this worked - a special release of the Citrix Web Interface and a hotfix  released in July 2006. Through investigation with Citrix, CETUS Solutions Ltd were able to determine that there was still a requirement for shadow accounts to be created and that for the purposes of storing preferences and files at the server, there would need to be a 1:1 correlation between shadow accounts and users, (although a many to one relationship is possible). Microsoft Identity Integration Server can be used to auto-provision shadow accounts.
As ADFS integration with Citrix Presentation Server 4.0 was a possibility, we moved on to look at the interoperability between Shibboleth and ADFS. Internet2 announced a new code extension for Shibboleth version 1.3c to support Microsoft Windows Server 2003 R2 in December 2005. However, little work had been done on ADFS interoperability. The project team established contact with Salford Software Ltd, who were also working with a number of Universities on Identity management projects, and were already working with both ADFS and Shibboleth. Salford Software Ltd undertook further investigations for University, through their links with Microsoft who were assisting in a proof of concept project with  the Oxford Computer Group. The initial feed back suggested that Shibboleth SP resources could be made available to an ADFS Account Server by applying an additional set of XML filters to the resource. At that time the testing had not been completed on accessing ADFS federation server (FS-R) resources using the shibboleth IdP. 
A paper has since been released by the Oxford Computer Group giving the results of a successful bench test on both Shibboleth IdP and the FS-R. This work came too late for the ShEILAB project, but the University will continue to monitor developments around this. 
Outputs and Results

The project outputs and results are:

1. We established a production IdP and tested this against the Athens Shibboleth gateway. The recipe, procedure and settings for the build can be found at  http://data.bolton.ac.uk/sheilab/LiveSystemBuildNotes.html 
2. We are using Active Directory successfully as an attribute store without the need to extend the schema. The team reviewed the use of EDUPERSON schema with Active Directory but decided that EDUPERSON did not extend the schema in any useful way. We were also nervous at the implications of extending the AD schema through an irreversible change. Instead the IdP spoofs the EDUPERSON schema but uses standard AD attributes. This approach has been endorsed by Salford Software Ltd who have also suggested the use of Active Directory Application Mode (ADAM) as a possible alternative method of enhancing the core AD.

3. Our  attempt to build the IdP using MS Windows Server 2003 Server failed due to an unresolved problem of how Apache running on MS Windows Server 2003 handles X.509 certificates. This requiring recompiling of dynamic link library components. The project team, supported by MATU, felt that this would be an unsustainable approach.  Further information on the Shibboleth and MS Server 2003 has been released by Internet2 but this came after a decision to instead transfer to Linux Fedora. 
4. We set up sample Service Provider pages to establish a proof of concept. These were tested with the original test IdP, but these now need to be registered with the Federation to operate with the production IdP.
5. The project team has investigated and built up a picture of the issues around the shibbolizing  Citrix base applications.  There are a number of concomitant developments that are still on-going  and so  fell outside the timescales of the ShEILAB project. 
Shibbolizing Citrix Applications Assessment
Citrix Presentation Server 4.0 can  deliver applications to users through a web based thin client. This can be extended, in principle, to any Widows based application by using Citrix proprietary Independent Computer Architecture (ICA) protocol. This makes Citrix a good platform for providing a rich e-learning environment including both content and specialist software applications. 
The AMI courses use Citrix Metaframe V1.1 and Solaris V5  to provide electronics design students with access to computer aided design (CAD) software as part of their   masters distance learning programme.  However, both the Citrix and Solaris versions we use for this  are  more than five years old. We identified that pursuing federated access with these versions was unlikely to succeed.  The AMI programme is gradually moving to a new Microsoft windows cluster running Citrix  Presentation Server V4. We therefore transferred the focus to these.
During the time the ShEILAB project was running, there were significant developments which could contribute to  federating access to Citrix software. Through the contribution of  Citrix specialists, CETUS Solutions Ltd and identity specialist Salford Software Ltd, the following developments were  identified.

Citrix Presentation Server 4.0 fully supports integration with MS Active Directory for user authentication.  In December 2006, late in the ShEILAB project cycle, Citrix released code to update Presentation Server 4.0 so that it integrates with  Microsoft’s Active Directory Federated Services (ADFS). ADFS is a feature of Microsoft Server 2003 Release 2 which facilitates federated access across organisational boundaries using WS-Federation web services specification. ADFS supports Security Assertion Mark-up Language (SAML) token type and Kerberos authentication.
The Oxford Computer Group released a paper in February 2007 setting out a method for integrating Shibboleth and Microsoft Active Directory Federated Services for both IdP and SP services.
Outcomes

Of the objective we set for the project , the following have been achieved:

	establish a prototype University Identity Provider service (IdP)
	Achieved

	test the Bolton IdP against the Shibboleth-Athens gateway when this becomes available
	Achieved

	Set up a pilot SP by shibbolizing parts of the AMI project eLearning Materials 
	Achieved

	Test the AMI SP with the Bolton IdP
	Achieved

	Liaise with Liverpool University Shibboleth project team to test the AMI SP with a test user on the Liverpool IdP
	Could not be achieved

	University users to access internal resources and selected resources within a Federation
	Partially achieved – potential is established

	Join the University to an appropriate federation
	Achieved

	Establish an exemplar Service Provider (SP) service based around access to web based teaching an learning materials for the MSc Advance Micro-electronics course
	Not yet achieved

	to investigate and possibly implement an SP for the Citrix Metaframe based applications used on the AMI programmes
	Achieved 


Project experience

The ShEILAB project came at the point where we were starting to  building our IT software development capability. Prior to this we had relied on generic product skills and  small scripting projects to build our network services. Although we have a Citrix and Solaris based system for the AMI tools, getting to grips with a complex, multi component, open source solution was a challenge for us: the range and combination of technical skills needed to implement Shibboleth, stretched us. We achieved most of our objectives and have succeeded in establishing a viable set-up.
However, we feel that, as a small University, our tight resource base and skills, are akin to those in the mid to large FE sector colleges. Our interest was particularly in whether shibboleth would be feasible for our partners.  

Impact on Teaching and Learning

At the moment, the ShEILAB project has a limited impact on teaching and learning at the University. We have built a service with a potential, but which is only being used for the Athens service at the moment. Over the summer 2007  we are  joining the Associate On-line  project with University of Huddersfield, to provide access for  PGCE FE students to a shared learning environment, based on the Moodle VLE. We have agreed to assist with the  Shibboleth aspect of this project which provides access across partner colleges.

We are also currently joining with the  Bolton Skills Board, a collaboration of Bolton Local Education Authority, Bolton Metropolitan Council, and local education providers, to implementing an ambitious  project around 14-19 year old diplomas. Their project also uses  Moodle VLEs for course management systems providing diploma course to students from the 16 Secondary school, 2 FE colleges and 5  training partners and the University. The project proposal specifies using Shibboleth to provide access.  The ShEILAB team are contributing expertise and guidance on the technical  planning of this project around the Shibboleth aspect.
Conclusions and Implications

Our interest in Shibboleth, stemmed from the complexity of the University’s partner relationships to deliver HE programmes through  other educational institutions, particularly FE colleges. We believed that shibboleth would enable us to simplify  arrangements for our students at other institutions wishing to access resources at the University, removing the need for dual user Ids and passwords at both institutions. We still believe we can achieve this goal using federated access management in future.  
Our experience of establishing the Shibboleth services, raise concerns for us about the overheads of maintaining an IdP, given the complexity and the fragility of the build in the current version. We believe this may be an issue for some of our FE partner colleges also. Our investigations around Microsoft Active Directory Federate Services suggests that for collaborating partners that are predominantly using Microsoft  Active Directory, ADFS may be an easier solution for federated access. The possible future integration of ADFS  with Microsoft’s new Card Space technology would provide an attractive  assertion based approach, with the University able to pass more control to the user.  

Given different directory services at partner colleges and the variety of resources being shibbolized, interoperability between shibboleth and ADFS would give Institutions a range of options. 
Our interest in shibbolizing applications delivered through Citrix arose because of our experience with the AMI courses, demonstrates the value of providing specialist software remotely, as well as  content. The ability to deliver applications to students, regardless of their desktop, may be  an important future element of e-learning and the use of personal technologies.  In investigating how Citrix applications could be shibbolized we have been able to piece together an overview how the components of a solution could be assembled. As key developments have come late in our project, we have not had the resource to pursue this. This is an area that may return to in future.
A further issue with the  viability of shibbolizing Citrix applications that became apparent during the project, concerns the variety and complexity of software licence models applied in Higher Education. Given that agreements for commercial software products are invariably between the institution and the software house, with the latter able to specify what constitutes a valid user under the licence, we may find that the scope of application limited. Paradoxically, the University may have to assert that a student based at a partner institution, is a member of the University in order to meet the criteria of a software licence, thereby negating the value of the shibbolized approach.  

Recommendations 

There are now a number of assertion based access and identity management technologies  which have emerged to support access to web resources, including: Shibboleth, MS ADFS, OpenID and  MS Card Space. MS Card Space  provides the means of allowing students to control and manage multiple  identities. The metaphor, which is both powerful and  simple,  is of a wallet or purse that contains a variety of identity from Driving licence, staff ID card or address label; some created by the owner: others provided by an established authority. OpenID is developing a similar proposition through strong authentication methods. Both place privacy control with the user, to choose to present only those credentials necessary for the Service Provider. It is not difficult to imagine a University providing a Card Space or OpenID identity service to authenticate its own members. In effect this could provide an alternative approach to Shibboleth but relies on the adoption of the technologies by the service providers.
However, there are differences between the personal and federated identity management technologies at the moment. OpenID and Card Space are active technologies  where  the client workstation, through the  browser, orchestrates the token transactions between the  identify and Service Providers. By contrast Shibboleth and MS ADFS are both server based technologies and are passive to the client in that  the browser does not control the process.

Microsoft’s has developed the concept of the broader “identity metasystem” encompassing federated and personal identity management. Microsoft has indicated that it is committed to supporting OpenID and is looking to integrate this into Card Space. At the moment it is not clear whether there will be moves to integrate Card Space with MS ADFS. 
Given the rapid development of different digital Identity management technologies, the notion of an Identify metasystem is useful for identifying which technology give benefit in which circumstances. As technologies evolve or converge, the identity Iandscape will change significantly. Therefore the community and JISC need to continue to track these developments recognising that Shibboleth is a stage of the development rather than a final solution. 
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