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2. Executive Summary

The SERAPIS project was planned to run from 1st February 2006 until 31st January 2007, and was granted an extension until 31st March 2007.

The project had the following primary aims:

· To replace the local registration system that is currently used to manage access to the AHDS repository with a new prototype system based upon Shibboleth, in order to simplify the dissemination of resources to our users and increase interoperability with other repositories. Migration of this system to the live repository is planned to take place after the completion of the project.

· To investigate the ways in which the current manual ingest process workflow could be (partially) automated by using software tools with access managed by Shibboleth, considering both the interface with the resource depositors and the complex processing carried out by AHDS staff on these resources after they have been deposited.

· To examine the use of Shibboleth in a grid-computing environment, with particular reference to the AHDS’s ongoing and future e-Science and grid computing activities.

The SERAPIS project followed an incremental approach to its Shibboleth implementation, whereby each stage of the implementation was researched, tested and documented before moving on to the next stage. Once the local Shibboleth IdP and SP implementations had been completed successfully, we focussed upon the “Shibbolisation” of the AHDS Catalogue and Delivery application (henceforth called the Catalogue for simplicity), which functions as the front-end to the AHDS repository. The aim was to manage access to restricted resources in the repository using a Shibboleth based system, instead of the existing local registration system. This integration between Shibboleth and the Catalogue was also completed successfully. 

The two additional investigations carried out by the project also had useful results. The review of grid-Shibboleth integration was largely a survey of work done so far in this field, with the aim of applying the knowledge and experience gained to the grid-related “e-Humanities” projects with which the AHDS and AHeSSC are increasingly involved. The initial study of the ingest process resulted in additional funds being allocated for a follow-on project investigating this topic in more depth. 

In summary, SERAPIS has been broadly successful in meeting its aims and objectives. The AHDS is now committed to the migration of the Shibboleth installations and the “Shibbolised” Catalogue to production services. There are also plans to incorporate Shibboleth into a live ingest system and future grid projects.

3. Background

The AHDS manages the preservation, discovery and dissemination of a number of digital resources in various fields of the arts and humanities. Most of these resources result from publicly-funded research projects carried out by academics at UK institutions of higher education, and are deposited with the AHDS at the conclusion of the associated projects, with the intention of making them available to the wider educational and research communities. In many cases, access to these resources is free and unrestricted to all users, although access to some resources is subject to a variety of restrictions specified by the resource owners. In these cases, access is currently managed by a registration system specifically developed for this purpose. However, this system is subject to the usual drawbacks of local access management systems; a Shibboleth-based system would be simpler for the users, who would not have to remember an additional password, and for the repository administrator, who would not have to maintain a database of authorised users. It would also increase interoperability with other repositories operating with Shibboleth.

The digital objects held within this repository are generally deposited with the AHDS on portable media or by electronic transfer. Once deposited they are subject to a formal ingest process before they are lodged in the repository for preservation and dissemination to users. During this process the objects are subject to quality review and validation, and may be transformed in various ways to convert the original files into forms more appropriate for preservation and/or dissemination. In addition, metadata relating to the accession is created and maintained, and the objects themselves may be replaced or modified, either to rectify problems, or because they are subject to periodic updates. This manual process has a number of drawbacks, however, for example the process does not scale well as the number and size of collections increases, and the lack of control inherent in the manual process means that appropriate preservation metadata either is not generated at all (because it is impracticable) or is held implicitly (e.g. in scanned forms or in databases), which makes it difficult to access and use. It would be advantageous to replay some or all of this process with an automated system, with all user input tightly controlled, for example by using Shibboleth.

In addition to the core activities, as of September 2005 when the SERAPIS proposal was submitted, the AHDS were involved in a number of projects related to grid computing technologies,. One project was investigating the use of data grid technologies for accessing heterogeneous, distributed and autonomous repository resources, including replicated resources held on external sites for preservation purposes. Other projects concerned the Arts and Humanities e-Science Support Centre (AHeSSC), partly hosted by the AHDS, which is investigating how academics and researchers in the arts and humanities community can exploit grid and other e-Science technologies, and providing practical support to facilitate that exploitation. Since then, the AHDS have started or planned further grid-based projects. Standard grid authentication uses X.509 digital certificates, which are not user friendly, particularly for arts and humanities researchers who may not be as technically knowledgeable as other grid users. Shibboleth is an important element in making Grid-based systems more accessible to such users.

4. Aims and Objectives

The original aims and objectives of SERAPIS were as follows:

1) To replace the registration system that is currently used to manage access to the AHDS repository with a new system based upon Shibboleth, in order to simplify the dissemination of resources to our users and increase interoperability with other repositories. This system was to be implemented as a prototype, in parallel with the existing repository, during the lifetime of the SERAPIS project. The ultimate aim is to migrate this prototype to a live system, although this was planned after SERAPIS has been completed.

2) To investigate the ways in which the current ingest process workflow can be enhanced by the use of software tools, with access managed by a Shibboleth-based system, considering both the interface with the resource creators, who deposit their digital objects with the AHDS, and the complex processing carried out on these objects after they have been deposited. Such a system would simplify the process for both depositors and the AHDS staff who process the deposits, and would contribute to ensuring the long-term integrity of the resources and the associated metadata. As an adjunct to this, the AHDS was also to investigate the possibility of applying a similar approach to the KCL Research Gateway.

3) To examine the use of Shibboleth in a grid-computing environment, with particular reference to the AHDS’s ongoing e-Science and grid computing activities.

Objectives (1) and (3) remained unchanged during the project. The ingest study (2) paid much greater attention to the post-deposit ingest workflow than to the act of deposit, as the analysis revealed the complexity of this workflow. Discussion of the KCL Research Gateway was included, but much reduced.

The first strand of the project, which consisted of setting up the Shibboleth IdP and SP, and Shibbolising the catalogue and delivery system, took longer than originally planned. To reduce the effect of this on the project timescales, staff were redeployed within the project – specifically, the Project Manager put in additional work on the ingest process study, which would otherwise have been undertaken by the Research Associate. These changes are reflected in the project budget (see Section 11).

5. Methodology

Each of the three threads of the project, as listed in Section 4 is treated separately in the following subsections.

5.1 Shibboleth Implementation & Catalogue Shibbolisation

This activity was split into two phases:

· Research and implementation

· Testing and evaluation

More detailed information is contained in Appendix A, as well as in the installation and testing reports.

Phase 1: Research and Implementation

During the initial research phase, considerable effort was expended implementing the Shibboleth Identity Provider (IdP) and Shibboleth Service Provider (SP) modules on our local servers. An incremental implementation approach was followed whereby each module was installed and tested, and the procedure documented, before moving on to the next module. Much of the effort was required for obtaining and configuring the server certificates to work with the Shibboleth installation. A user-centred design approach was adopted throughout the development, since usability is a key feature in any system, particularly one publicly available via the web.

Broadly, the steps taken were as follows, although in practice there was significant overlap:

1. Installing the Shibboleth IdP.

2. Integrating the Shibboleth IdP with CAS, a Single Sign-On (SSO) system.

3. Configuring the IdP to join the SDSS federation (a test LDAP was used).

4. Installing the Shibboleth SP.

5. Configuring the SP to join the SDSS federation.

6. Integrating Shibboleth with the AHDS Catalogue.

At a later stage in the project, another IdP was installed, this time using the live LDAP.  This IdP will function as the live identity provider for the AHDS within the UK Access Management Federation.

Phase 2: Testing and evaluation

Formal testing of the Shibboleth implementations was carried out once the Catalogue application had been integrated with Shibboleth. This testing was carried out internally to the project.

In addition, we carried out some user testing. This was performed by testers external to the project, who were not necessarily acquainted with Shibboleth, in order to evaluate the usability of the Shibbolised Catalogue by the general public. Originally we intended to use academics from our user community, but it proved difficult to arrange this, so we used AHDS staff who work on areas unrelated to the Catalogue application or the repository.

5.2 AHDS Ingest Process

The following approach was taken:

· Analyse the process described in the AHDS ingest manuals, producing a simplified workflow diagram representing the main elements of the process from initial deposit up to ingestion into the repository.

· Assess the potential for automating the components of the simplified workflow (i.e. which can be automated entirely, which are essentially manual, and which can be partially automated with some user input required.

· Investigate the technical issues related to ingest process automation.

· Produce a high-level design for a proof-of-concept prototype for validating this approach to workflow automation

5.3 Grid-Shibboleth Integration

The aim of this thread was to investigate the work done in integrating Shibboleth with grid technologies, with a view to applying the experience gained to grid-based projects in the arts and humanities, both those in which the AHDS is itself participating, and those in which it is indirectly involved via AHeSSC. Consequently, our approach was:

· Review the outputs of a number of grid-Shibboleth integration projects;

· Summarise the results of these projects in a report;

· Examine some ongoing and proposed grid projects in the arts and humanities, and look at how Shibboleth might be applicable to them.

6. Implementation

The implementation phase of the project consisted of three major activities:

· Installing the Shibboleth Identity Provider (IdP), driven by the AHDS’ LDAP system.

· Installing the Shibboleth Service Provider (SP).

· Integrating the Shibboleth SP with the AHDS Catalogue and Delivery application (so that restricted resources managed by the application are protected by Shibboleth).

Each of these activities is described in a separate report. In this section we raise a number of issues and problems that we encountered.

To join the SDSS federation, the IdP/SP has to be pre-installed and a recognized digital certificate has to be obtained. We required separate digital certificates for the IdP and SP since they were installed on separate servers. Installing and configuring the Shibboleth IdP and SP were relatively straightforward although we did encounter firewall issues. However, this was more due to our network configuration than to any Shibboleth installation issues. 

AHDS already uses OpenLDAP so a new installation was not necessary. However, the eduPerson attributes required by Shibboleth were not already present in the OpenLDAP schema, and consequently had to be added. The existing attributes were enhanced with the eduPersonPrincipalName (EPPN) and eduPersonScopedAffiliation (EPSA) attributes, with values of the form <username>@ahds.ac.uk and <role>@ahds.ac.uk respectively.
To be part of the SDSS Federation, a X.509 digital certificate recognised by the SDSS federation has to be obtained. It was recommended that we use a GlobalSign certificate. The most problematic part of this implementation phase was obtaining and configuring the X.509 digital certificates to work with our Shibboleth installation. As we had decided on using CAS as our Single Sign On (SSO), Tomcat had to be configured to import the digital certificates into the local Java keystore. This caused problems mainly because of a local lack of understanding of Public Key Infrastructure (PKI) and Java keystore configuration in particular. In Shibboleth, it is the IdP that validates a client’s certificate. In a typical scenario, the IdP container usually consisting of Tomcat + Apache, must request client certificate authentication with the Service Provider. The container must then pass the client certificate, received from the Service Provider, to the IdP web application without validating or distorting it. This feature is supported in Apache HTTPD by way of the SSLVerifyClient optional_no_ca directive for mod_ssl. However, this feature is not supported by Tomcat's client certificate authentication mechanism. Instead, client certificate authentication is not allowed, and when allowed, Tomcat must be able to verify the certificate. This means that every Service Provider's certificate or Certificate Authority must be in the Java trust store used by Tomcat. Fortunately, this does not pose too much of a problem since the UK Federation only recognizes GlobalSign, Thawte and UK e-Science certificates. As such, the list of root certificates that has to be imported into the Java keystore is trivial. Configuring and installing certificates into the Java keystore was initially problematic because of the lack of relevant material on the subject. Significant work and research had to be done to get the Tomcat client authentication mechanism to work properly.

Once the Shibboleth installation was properly configured and tested, an application form with relevant details was sent to the SDSS federation. We initially joined the SDSS Federation on a project basis, so that testing could be carried out during the project. Our plan was to port the IdP to a live server once initial testing was completed. However, after 30 November 2006, SDSS no longer accepted any new applications and all existing SDSS members were to be ported to the new UK Access Management Federation, which entails signing up to a legal agreement to abide by certain rules. This led to complications for the AHDS, however, as it is not itself a legal entity. The AHDS Executive is hosted by KCL, and its staff are employed by KCL, but it also incorporates five subject centres that are hosted by different institutions within the UK, and whose staff are employed by those host institutions. All of these staff will require identities within the AHDS IdP. It was not entirely clear who was authorised to make the necessary legal agreement. Although KCL finally agreed to support the application, progress on this depends on KCL itself first joining the federation (which has not yet taken place). For the moment, after talking to representatives of the federation, we have allowed to remain in the federation until 1st August 2007, at which point our membership will expire unless the legal issues have been resolved. 

7. Outputs and Results

The key outputs and results were collated into various reports, and these include:

1. A report on the Shibboleth IdP implementation. This report describes:

· The prerequisite software packages.

· The procedures followed to install a Shibboleth Identity Provider v1.3 and configure it to join the SDDS Federation.

· How to obtain a server certificate and how to configure Tomcat to use the Java keystore. This was the most problematic part of the entire installation and as such, detailed steps are given for obtaining and configuring server certificates. 

2. A report on the Shibboleth SP implementation. This report describes:

· The prerequisite software packages.

· The procedures followed to build a Shibboleth 1.3c Service Provider from source and join the InQueue and SDSS Federations.

3. A report into the potential use of a Shibboleth framework to manage the ingest workflow. This report contains:

· An analysis of the AHDS ingest process, with an assessment of its potential for automation.

· An investigation of related technical issues, and high-level prototype design.

4. A report on the Shibbolisation of the AHDS Catalogue and Delivery application. This report describes:

· The Shibboleth attributes used to handle the query processing logic of the application.

· The use of Shibboleth’s LazySessions feature to invoke Shibboleth sessions during client authentication. 

5. Test documentation for the Shibbolised Catalogue and Delivery application. 

6. A report on the application of Shibboleth in a Grid-computing environment. This report contains:

· Overview of Grid standards and technologies relevant Grid computing, informed by existing grid computing activities.

· Description of the tools and techniques related to Grid security.

· Description of Federated Identity Management standards and technologies related to Shibboleth.

· Description of how Shibboleth handles devolved authentication in Grids, and a survey of projects that incorporate Shibboleth in Grid-based applications. 

· Overview of Grids, e-Science and Shibboleth in the arts and humanities.

8. Outcomes

8.1 Shibboleth Implementation

A prototype Shibboleth-based system was developed to manage access to the restricted resources in the AHDS repository, as a replacement for the currently used local registration system. The ultimate aim is to migrate this to a live system, although this will occur after SERAPIS is completed. The Shibboleth-based system will simplify access for users and reduce maintenance at the AHDS. It will also increase interoperability with other digital repositories within the UK higher education and research communities, as it will allow single-sign on access to resources throughout the UK federation. The experience that the AHDS gained from administrating and configuring server certificates will be beneficial when it comes to integrating Shibboleth in future projects, an in particular with our grid developments. In addition, it is hoped that the experience gained during the implementation, in particular of the Public Key Infrastructure (PKI) implementation, will be of help to subsequent implementations of similar systems.  

From 30th November 2006, after an agreement between TERENA and GlobalSign, UKERNA was made a Registration Authority (RA) to provide GlobalSign server certificates to JANET connected organisations. King’s College London (KCL) has appointed a representative to obtain certificates on the behalf of the departments within KCL. This process is still untried, and it is clear that the process will be expanded in the future, as more departments from outside the traditional grid domain require certificates. The AHDS are in fact the first department within KCL to apply for such a certificate, and as such will be a test case for the effectiveness of the procedure. 

Another procedural test case may arise from the AHDS’ application to join the UK Access Management Federation, which entails signing up to a legal agreement to abide by certain rules. However, the AHDS is not in itself a legal entity. The AHDS Executive is hosted by KCL, and its staff are employed by KCL, but it also includes five subject centres that are hosted by different institutions within the UK, and whose staff are employed by those host institutions. All of these staff will require identities within the AHDS IdP. At present, it is not entirely clear who is authorised to make the necessary legal agreement. Similar problems are likely to be encountered by other cross-institutional organisations within the UK higher education and research community.

8.2 Related Studies

In addition to the IdP/SP installation and the “Shibbolisation” of the catalogue and delivery system, the SERAPIS project carried out two small studies into the feasibility of using Shibboleth in other AHDS developments, one relating to the repository ingest process and one to grid-based projects.

Currently, external depositors deposit their collections with the AHDS using either physical media, or electronic transfer via a special ad hoc arrangement. Once deposited, a collection passes through various stages of validation and processing by AHDS staff members in various roles, both at the managing Executive and the distributed subject centres, before its final ingest into the repository. This process is well defined and documented, but is largely manually implemented and has a number of drawbacks, particularly in relation to scalability. As a consequence, the project undertook an initial study into the feasibility of developing an architecture to at least partially automate the process. Shibboleth could be relevant to this process in two ways: firstly, when depositors access a web interface to perform online deposit of collections; secondly, when AHDS staff use a web interface to control and provide input to a semi-automated ingest workflow. The initial study was suggestive and promising. As a result, the AHDS was authorised to use the underspend from another project to examine the topic in more depth, and to produce a proof-of-concept prototype.

The AHDS is currently involved in a number of initiatives to enable the exploitation of e-Science technologies in the arts and humanities, and there are several more in the planning stages. Traditional grid access management, using X.509 certificates is fairly complicated, especially to someone who is in the Arts and Humanities, who is probably not as technically proficient as their engineering counterparts. Shibboleth can be used to solve the scalability and other issues commonly faced when deploying Grid applications to a wider range of users. The Shibboleth/Grid report will make a positive contribution, especially when Shibboleth-based access management becomes more widely adopted. It will provide valuable input to the AHDS’s plans to use SRB to access distributed and replicated data held in the (Shibboleth-enabled) repository.

8.3 Dissemination Activities

We have given two presentations that covered the work on ingest automation:

· 18th December 2006 at the Workshop on Service-Oriented Computing in the Humanities, a joint workshop of the EPSRC Service-Oriented Software Research Network (SOSoRNet) and the AHRC ICT Methods Network (see http://sosornet.dcs.kcl.ac.uk/).

· 23rd January 2007 at the Open Repositories 2007 conference in San Antonio, Texas (see http://openrepositories.org/).

9. Conclusions

SERAPIS has successfully delivered the prototype service that it set out to develop for the Arts and Humanities community and the general public as a whole. The project has also delivered a report on the issues relating to the integration of Shibboleth in a Grid computing environment. 

10. Implications

We propose to carry out a number of further developments at the AHDS, following on from the SERAPIS project:

· Migrate the prototype “Shibbolised” Catalogue to a live service. This is planned take place during 2007.

· Further investigate the partial automation of the AHDS ingest process. In June 2006, JISC authorised the use of the underspend from a previous project to fund a continuation of this work as the SERAPIS 2 project (due to finish 31st May 2007), which will result in a more detailed analysis and proof-of-concept prototype(s). JISC has also authorised the SOAPI project (http://ahds.ac.uk/about/projects/soapi/index.htm), which aims to develop a production quality architecture and toolkit for automating repository preservation activities, including the ingest process but extended to post-ingest actions (e.g. obsolescence checking and format migration). Such an architecture would be of general utility for repositories with a preservation remit.

· Set up an on-line collection upload facility for depositors, with Shibboleth used to control access. It is likely that the facility would only be suitable for relatively small collections.  

· Integrate Shibboleth with current and future grid projects at the AHDS. These implementations will provide case studies of Shibbolised production grids, and will facilitate increased update of grid technologies in the arts and humanities community. In particular, this will apply to the AHDS data-grid activities (based on SRB and iRODS), and the proposed DARIAH infrastructure.

11. Final Budget

	Directly Incurred
	TOTAL 
	Year <05/06>
	Year <06/07>
	TOTAL
	TOTAL

	Staff 
	BUDGET
	Actual Expenditure
	Actual Expenditure
	EXPENDITURE
	VARIANCE

	 
	£
	 
	 
	£
	 

	Project Manager, ALC4, 0.1 FTE
	 £     5,481.00 
	 £        898.27 
	 £     6,796.73 
	 £         7,695.00 
	-£   2,214.00 

	
	
	
	
	
	

	Technical Officer, ALC2, 1.0 FTE
	 £   37,420.00 
	 £     1,158.15 
	 £   34,047.85 
	 £       35,206.00 
	 £   2,214.00 

	
	
	
	
	
	

	Total Directly Incurred Staff (A)
	 £   42,901.00 
	 £     2,056.42 
	 £   40,844.58 
	 £       42,901.00 
	 £             -   

	
	
	
	
	
	

	 
	 
	 
	 
	 
	 

	Non-Staff
	 
	 
	 
	 
	 

	Travel and expenses
	 £     1,000.00 
	 £        162.34 
	 £ 
	 £            162.34 
	 £      837.66 

	
	
	
	
	
	

	Hardware/software
	 £     4,000.00 
	 £     4,102.88 
	 £ 
	 £         4,102.88 
	-£      102.88 

	
	
	
	
	
	

	Dissemination
	 £        500.00 
	 £ 
	 £       153.00 
	 £            153.00 
	 £      347.00 

	
	
	
	
	
	

	Evaluation
	 £        500.00 
	 £ 
	 £ 
	0
	 £      500.00 

	
	
	
	
	
	

	Other 
	£
	 
	£
	£
	£

	
	
	
	
	
	

	Total Directly Incurred Non-Staff (B)
	 £     6,000.00 
	 £     4,265.22 
	 £       153.00 
	 £         4,418.22 
	 £   1,581.78 

	
	
	
	
	
	


12. References

1. Athens Access Management System, http://www.athens.ac.uk/
2. Joint Information Systems Committee (JISC), http://www.jisc.ac.uk/
3. Shibboleth Support and Support Services, http://sdss.ac.uk/
4. Shibboleth, http://shibboleth.internet2.edu/
5. UK Federation, http://www.ukfederation.org.uk/ 

Page 2 of 1

File Name: SERAPIS - Final Report.doc
Author: <Sanjay Vivek>

Date & Time: 03/04/2007 11:44
Page 18 of 1

File Name: SERAPIS - Final Report.doc
Author: <Sanjay Vivek>

Date & Time: 03/04/2007 11:44
Page 18 of 18

File Name: SERAPIS - Final Report.doc
Author: Sanjay Vivek

Date & Time: 03/04/2007 11:44

[image: image1.png][image: image2.png][image: image3.png]