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A summary

JISC has published its intention to centrally support federated access management from July 
2008 as the preferred access management system within UK Higher and Further education.

This will be enabled by the UK Access Management Federation, to be run by UKERNA: 
www.ukfederation.org.uk.  

The federation is ‘technology neutral’ in terms of what systems an institution uses as long as it is 
SAML compliant: Shibboleth, Guanxi, AthensIM, Athens gateways (but potentially iChain and 
other commercial systems).  

JISC will fund Athens until July 2008, after which institutions will be required to pay a subscription 
for ‘classic’ Athens and AthensDA (and other new Athens resources such as ‘Atacama’). 

JISC is funding Eduserv to provide gateways between Athens and the UK Access Management
Federation to allow Service Providers and Institutions to continue using Athens if they so chose. 

Authentication is devolved to the institution: the institution needs to be able to authenticate every 
user who is entitled to access institutional resources. 

Authorisation is handled by an exchange of information between an institution and service 
provider: the institution needs to know exactly what each and every user is entitled to access. 

So, what is in your license? 

http://www.ukfederation.org.uk/
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Why federated access management?

Moves closer to the single sign-on ideal.  Users need not remember so many passwords as they 
use their institutional username and password to access external, internal and collaborative 
resources

Aligns with international convergence on Shibboleth/SAML 
- wider market for suppliers

Avoids the need to maintain a central Athens-type database of registered users
- by JISC/Eduserv and by participating libraries

Open Source tools are available
- so tools can be developed by participants and shared

Commercial tools are available
- for those who do not wish to use open source solutions

Can be used for collaborative access to institutional resources
- solves problem of how you allow access to your resources to other institutions WITHOUT 
having to register people as members of your institution.  

Free at the point of use for all members of the UK Access Management Federation.  
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Giving Institutions Choices

BECOME A FULL MEMBER OF THE FEDERATION USING COMMUNITY SUPPORTED
TOOLS

– COSTS: Institutional effort to implement software, join federation and enhance institutional 
directories

– BENEFITS: Full institutional control, skilled staff and access management solution for 
internal, external and collaborative resources

BECOME A FULL MEMBER OF THE FEDERATION USING TOOLS WITH PAID-FOR 
SUPPORT

– COSTS: Cost of support from supplier and institutional effort in liaison with supplier and 
Federation

– BENEFITS: Full support in implementation and access management solution for internal, 
external and collaborative resources

SUBSCRIBE TO AN ‘OUTSOURCED IDENTITY PROVIDER’ TO WORK THROUGH THE 
FEDERATION ON YOUR BEHALF (SUCH AS USE OF CLASSIC ATHENS WITH THE 
GATEWAYS) 

– COSTS: Subscription costs to external supplier (from July 2008) and internal administration 
role

– BENEFITS: Minimum institutional effort to achieve access to external resources only
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Option 1 and 2: Roadmap for Institutions
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Option 3: The Gateways
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Benefits for institutions

Reduced overheads in password support

No difference in on-campus and off-campus access

More flexible access control – e.g. different categories of users to different levels of access (or 
none) to a resource

Improved security for resources, so publishers happy 
- they also don’t have to pay a licence fee (as they do for Athens), nor maintain campus IP 
address ranges

Because the access is role-based rather than identity-based there is improved privacy for users
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Some Examples of Usage
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The LSE Exam Papers Database – Shibboleth secured internal service
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Shibboleth Access via a WAYF for external services
User knows URL
of resource and 
that Shibboleth is 
used

And 
where 
they are 
from

http://edina.ac.uk/times-index/shibb.shtml
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Shibboleth behind a library portal for external services

Alternatively, on or off campus, 
you could just go to the list of e-
resources in the library’s portal.

In the LSE Library’s case our 
‘Electronic Library’ is run from 
Endeavor’s Encompass system:

…but it could just be a list on a 
‘hand-crafted’ web page
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Shibboleth behind the library portal

The expanded list shows a link 
direct to the Service Provider, 
in this case Elsevier

https://gate-test.library.lse.ac.uk/shibboleth/HS?target=http://www.sciencedirect.com&shire=https://sdauth.sciencedirect.com/SHIRE&providerId=https://sdauth.sciencedirect.com/
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Shibboleth behind the library portal

After clicking link 
in library portal:
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Authorisation and License Issues
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Who’s responsible for Authorisation?

Now: Athens system

– Conflates Authentication and Authorisation

– Based on information maintained by institutions, managed by Athens Administrators

– Suppliers must trust Athens and all licensed institutions 

Federated Access Management

– Separates Authentication and Authorisation

– Institutions knows who a user is and can verify this without revealing identity

– Service Provider does not need to know (but can do)

– Service Provider does know what group / roles can access resources

– Institution and Service Provider must agree on this VIA ATTRIBUTE EXCHANGE
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UK Federation Required Attributes

TECHNICAL ATTRIBUTE NAME WHAT THIS REALLY MEANS

eduPersonScopedAffiliation
(member@jisc.ac.uk)

UK specific controlled vocabulary

Establishes user’s relationship with institution – e.g. staff, 
student, member.  Terms as used in JISC Model license.  
Most authorisation can be done against this attribute.  

eduPersonTargetedID
(r001xf4rg2ss)

opaque string defined by institution

‘A persistent user pseudonym’ to allow for service 
personalisation and usage monitoring across sessions. 
Not a real world identity. 

eduPersonPrincipalName
(harrisnv)

defined by institution – login name

Used when a persistent user identifier is required across 
services.  Typically used in for internal institutional 
services.  Real identity can be established from attribute.

eduPersonEntitlement
(expressed as an agreed URI)

mutually agreed by institution and service

Used when a specific resource has a specific entitlement 
condition not covered elsewhere: must be over 21, must 
have completed foundation course module.  

mailto:member@jisc.ac.uk
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Managing Attributes

Attributes are managed within an ‘attribute authority’.  This can be managed via an existing 
directory service. 

May wish to consider specific toolkits for managing users:

Signet

– Institution-centred Privilege Assignment Manager

– signet.internet2.edu

Grouper

– Institution-centred Group Manager

– middleware.internet2.edu/dir/groups/grouper

PERMIS

– Complete Privilege management infrastructure

– www.permis.org

SHARPE

http://www.signet.internet2.edu/
http://www.middleware.internet2.edu/dir/groups/grouper
http://www.permis.org/
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Managing Licenses

In order to get a users attributes or resource entitlements right, it is essential that license terms 
are fully understood.

For many licenses this is simple: member, staff, student etc.

How many resources in your institution require fine-grained access control?

Consider resources in the widest sense.

Consider whether license management tools have a role to play. 
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A Role for ERM / License Management Systems?

Problems with current management of licences 

– storage of information in disparate locations; 

– lack of procedures; 

– a large and growing collection of resources which needs managing; 

– danger of multiple interpretations of the licence; 

– finding information quickly and reliably

Contravening a licence can result in legal action, financial penalties or termination of the 
agreement

Danger of missed deadlines / failure to renew

Need for better management reports

Can help define user groups / attributes 

Need not be a commercial system
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Example of Meridian (Endeavour) at LSE
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Questions to Ask

Libraries

Can your library manage several ‘classes’ of user?

– Do you do this already?

Why would you do this?

– Will this save on your e-resources budget?

– Help you to keep to the terms and conditions of licenses?

What sort of attributes might you use to identify target users?

Do you have the right information about your licenses available to hand? 

Suppliers

How would you sell licences to more-focussed groups (within a university)?

Will this increase your revenue stream?

Would you trust academic libraries to restrict access to limited licensed users?
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More Information

Nicole Harris

n.harris@jisc.ac.uk

07734 058308

www.jisc.ac.uk/federation

www.ukfederation.org.uk

mailto:n.harris@jisc.ac.uk
http://www.jisc.ac.uk/federation
http://www.ukfederation.org.uk/
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