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JISC

A summary

JISC has published its intention to centrally support federated access management from July
2008 as the preferred access management system within UK Higher and Further education.

This will be enabled by the UK Access Management Federation, to be run by UKERNA:
www.ukfederation.org.uk.

The federation is ‘technology neutral’ in terms of what systems an institution uses as long as it is
SAML compliant: Shibboleth, Guanxi, AthensIM, Athens gateways (but potentially iChain and
other commercial systems).

JISC will fund Athens until July 2008, after which institutions will be required to pay a subscription
for ‘classic’ Athens and AthensDA (and other new Athens resources such as ‘Atacama’).

JISC is funding Eduserv to provide gateways between Athens and the UK Access Management
Federation to allow Service Providers and Institutions to continue using Athens if they so chose.

Authentication is devolved to the institution: the institution needs to be able to authenticate every
user who is entitled to access institutional resources.

Authorisation is handled by an exchange of information between an institution and service
provider: the institution needs to know exactly what each and every user is entitled to access.

So, what is in your license?
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JISC

Why federated access management?

Moves closer to the single sign-on ideal. Users need not remember so many passwords as they
use their institutional username and password to access external, internal and collaborative
resources

Aligns with international convergence on Shibboleth/SAML
- wider market for suppliers

Avoids the need to maintain a central Athens-type database of registered users
- by JISC/Eduserv and by participating libraries

Open Source tools are available
- SO tools can be developed by participants and shared

Commercial tools are available
- for those who do not wish to use open source solutions

Can be used for collaborative access to institutional resources
- solves problem of how you allow access to your resources to other institutions WITHOUT
having to register people as members of your institution.

Free at the point of use for all members of the UK Access Management Federation.

Joint Information Systems Committee 23/07/2007 | slide 4



JISC

Giving Institutions Choices

BECOME A FULL MEMBER OF THE FEDERATION USING COMMUNITY SUPPORTED
TOOLS

— COSTS: Institutional effort to implement software, join federation and enhance institutional
directories

— BENEFITS: Full institutional control, skilled staff and access management solution for
internal, external and collaborative resources

BECOME A FULL MEMBER OF THE FEDERATION USING TOOLS WITH PAID-FOR
SUPPORT

— COSTS: Cost of support from supplier and institutional effort in liaison with supplier and
Federation

— BENEFITS: Full support in implementation and access management solution for internal,
external and collaborative resources

SUBSCRIBE TO AN ‘OUTSOURCED IDENTITY PROVIDER’ TO WORK THROUGH THE
FEDERATION ON YOUR BEHALF (SUCH AS USE OF CLASSIC ATHENS WITH THE
GATEWAYS)

— COSTS: Subscription costs to external supplier (from July 2008) and internal administration
role

— BENEFITS: Minimum institutional effort to achieve access to external resources only
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ISC

Joining the UK Access
Management Federation
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JISC

Option 3: The Gateways
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JISC

Benefits for institutions

Reduced overheads in password support
No difference in on-campus and off-campus access

More flexible access control — e.g. different categories of users to different levels of access (or
none) to a resource

Improved security for resources, so publishers happy
- they also don't have to pay a licence fee (as they do for Athens), nor maintain campus IP

address ranges
Because the access is role-based rather than identity-based there is improved privacy for users
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Some Examples of Usage
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JISC

The LSE Exam Papers Database — Shibboleth secured internal service

23 Electionic Library - Microzoft Internet Explorer

File Edit “iew Favoites Tool: Help

st - Q- <] &) b Jsen \orowie € - L[F- DD

JAQdIeSS @ https: //library-2.|se. ac.uk/protected-exam/U /Accounting_and_Finance/ 2005/ j Go

Links a Create UHT record a Cuztomize Links a Free Hotmail a windows 22 windows Marketplace a windows Media

Google - | =]/ [Clseach ~ | 52 Sh257blocked | %% Check + '« Auilink « | Auishil (5] [ed Options

Electronic Library
Past Exarn Papers © Exam Papers horme page

Undergraduate: Accounting and Finance Papers for 2005

All the following exarn papers are in Adobe Portable Docurnent Format (POF). Adobe Acrobat
Viewer is reguired to view these papers. Public room PCs have the viewer already installed and

configured. Staff can contact their [T Cluster support team if they need to install or configure Adobe
Acrobat “iewer on their own computers.

Clicl on g dink to wiew the exam paper. To get back to this page use the back' button on the
browser toolbar.

AC100 Elements of Accounting and Finance
AC211 Managerial Accounting
AC2128AC492 Principles of Finance

AC300 Corporate Finance, Investrments and Financial Markets
ACIHO Advanced Managerial Accounting

AC3Z0 Quantitative Finance

= ACEE0 Financial Accounting and Analysis

m AC3AN Anditine Sowernance and Rick Mananemeant
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JISC

Shibboleth Access via a WAYF for external services

User knows URL ED/NA
of resource and ) on . 1080 Results _

that Shibboleth is ; 1790 - 1980 Search  Search Records History
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Index to The Times Advanced Marked Hain
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they are Backtotop
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ISC

Shibboleth behind a library portal for external services

Alternatively, on or off campus,
you could just go to the list of e-

Library Catalogue | Electronic Library | Journals | Archives

resources in the library’s portal. LSF (Login
| |t\ ’fq -\ features o
In the LSE Library’s case our < ,'.f'
‘Electronic Library’ is run from Sear
Endeavor’'s Encompass system: Y
P y Electronic Library
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‘hand-crafted’ web page Basic Search Advanced Search w2}, Search History
Search: .‘within;..I.:_fEE_ fl_'e.__}ft V:
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[ Search Library Catalogue and Journal Titles

(151, IESS : International Eibliography of the Social Sciences (3
[1# 2 Suhbject Lists of Electronic Resources &

[1& 3. Data [

[]# 4. Reference [

[]# 5 LSE Course Resources (i

B. A-Z List of Electronic Resources (1)

1 Collection for Shibholeth access testing (&

Search tips
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JISC

Shibboleth behind the library portal

The expanded list shows a link
direct to the Service Provider,
in this case Elsevier

Joint Information Systems Committee

[ |® A LSE Course Resources &
[v]# 6. A-Z List of Electronic Resources [d]
[ 1= Collection for Shibholeth access testing ]

3 Acadernic Library: Electronic Books fGatewawm

Adept Scientific - AdeptdEducation (Gateway) il

Elackwell Swnergy Electronic Journals fGatewaﬂm
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Tavlor & Francis e-Books (Gatewayw) [
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JISC

Shibboleth behind the library portal

After clicking link =
in library portal: ﬂ . p
Logged in via LSE
SCIENCE(|((//DIRECT
ELSEVIER s Logout

| Home || Search || Journals | Books | Abstract Databases | My Profile | Alerts | (Z) Help

Quick Search: | | within | All Full-text Sources + [Go| (2 Search Tips
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Over 1800 titles online...
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Authorisation and License Issues
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JISC

Who's responsible for Authorisation?

Now: Athens system
— Conflates Authentication and Authorisation
— Based on information maintained by institutions, managed by Athens Administrators
— Suppliers must trust Athens and all licensed institutions
Federated Access Management
— Separates Authentication and Authorisation
— Institutions knows who a user is and can verify this without revealing identity
— Service Provider does not need to know (but can do)
— Service Provider does know what group / roles can access resources

— Institution and Service Provider must agree on this VIA ATTRIBUTE EXCHANGE
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JISC

UK Federation Required Attributes

TECHNICAL ATTRIBUTE NAME

WHAT THIS REALLY MEANS

eduPersonScopedAffiliation
(member@jisc.ac.uk)
UK specific controlled vocabulary

Establishes user’s relationship with institution — e.g. staff,
student, member. Terms as used in JISC Model license.
Most authorisation can be done against this attribute.

eduPersonTargetedID
(rO01xf4rg2ss)
opaque string defined by institution

‘A persistent user pseudonym’ to allow for service
personalisation and usage monitoring across sessions.
Not a real world identity.

eduPersonPrincipalName
(harrisnv)
defined by institution — login name

Used when a persistent user identifier is required across
services. Typically used in for internal institutional
services. Real identity can be established from attribute.

eduPersonEntitlement
(expressed as an agreed URI)
mutually agreed by institution and service

Used when a specific resource has a specific entitlement
condition not covered elsewhere: must be over 21, must
have completed foundation course module.
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JISC

Managing Attributes

Attributes are managed within an ‘attribute authority’. This can be managed via an existing
directory service.

May wish to consider specific toolkits for managing users:
Signet
— Institution-centred Privilege Assignment Manager

— signet.internet2.edu

Grouper

— Institution-centred Group Manager

— middleware.internet2.edu/dir/groups/grouper
PERMIS

— Complete Privilege management infrastructure
—  WWW.permis.org

SHARPE
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JISC

Managing Licenses

In order to get a users attributes or resource entitlements right, it is essential that license terms
are fully understood.

For many licenses this is simple: member, staff, student etc.
How many resources in your institution require fine-grained access control?
Consider resources in the widest sense.

Consider whether license management tools have a role to play.
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JISC

A Role for ERM / License Management Systems?

Problems with current management of licences
— storage of information in disparate locations;
— lack of procedures;
— alarge and growing collection of resources which needs managing;
— danger of multiple interpretations of the licence;
— finding information quickly and reliably

Contravening a licence can result in legal action, financial penalties or termination of the
agreement

Danger of missed deadlines / failure to renew
Need for better management reports
Can help define user groups / attributes

Need not be a commercial system
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JISC

Example of Meridian (Endeavour) at LSE

Q- © HNRG P, e RSB -LJEHASB W -8

Endeavor_ rumsey is logged in. Logout
Meridian
e Home Alerts Reports System Admin @ Help
Search | All Records v | for | |® Search Tips
Meridian Wiestlaw LIK

Search Resutts ~ Product Dletails

WestlawUK Subscriber Agreement 20-06-05 - License Details

Properties \|r Terms of Use ]( Restrictions W[ Obligations j[, Archives ]( Productsjf Hlstoryj
| Select license or addendurn to edit vi
Authorized Users: Current members of LSE anly
"Faculty, administration and staff and students” (see Westlaw schedule)
Authorized Sites:
Remote Access Permitted: Yes
Notes Regarding Walk-In Users: Mot permitted
Local Use Permissions:
Number of Concurrent Users:
Number of Pooled Concurrent Users:
Concurrent User Notes:
Other User Restrictions:
Other Restrictions Notes:
Select license or addendurn to edit... v|

Home | Alerts | Reports | Systerm Admin | Help

Copyright @ 2005 Endeavor Information Systems. All Aghts reserved



JISC

Questions to Ask

Libraries
Can your library manage several ‘classes’ of user?
— Do you do this already?
Why would you do this?
— Will this save on your e-resources budget?
— Help you to keep to the terms and conditions of licenses?
What sort of attributes might you use to identify target users?
Do you have the right information about your licenses available to hand?
Suppliers
How would you sell licences to more-focussed groups (within a university)?
Will this increase your revenue stream?

Would you trust academic libraries to restrict access to limited licensed users?
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JISC

More Information

Nicole Harris
n.harris@jisc.ac.uk

07734 058308

www.|isc.ac.uk/federation

www.ukfederation.org.uk
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