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Executive Summary

Summarise highlights of the project (one page), including aims/objectives, overall approach, findings, achievements, and conclusions.  The full report may include technical terms, but try to keep the executive summary in plain English.

The Kent University Shibbolized Portal (KUSP) project was part of the JISC Core Middleware Infrastructure Early Adopter programme and ran from January 2006 – March 2007. It was one component of a larger programme to develop a new web environment for the University of Kent, and had the following aims:

· Creating a new Shibboleth infrastructure for the University of Kent

· Building a Shibbolized portal with a Shibbolized version of a VLE with Single Sign-on (SSO)

· Investigate PrivilEge and Role Management Infrastructure Standards (PERMIS) for portal authorisation
· Providing support to the partners in the University of Medway project to adopt Shibboleth 

The larger programme is being tackled in three phases; the first two (shown in bold) comprise the KUSP project. 

· Phase 1– Shibboleth Test Environment

· Phase 2– Single Sign On 

· Phase 3 – New University Web Environment 

The KUSP project successfully produced a Shibboleth infrastructure for the University by making use of the growing pool of Shibboleth documentation available on the internet. A Shibboleth Identity Provider was installed and linked to our live LDAP user database, and a Shibboleth Service Provider was installed and used to protect static html pages and retrieve attributes. 

The more difficult part of the project came with integrating Shibboleth authentication with two applications: a portal (uPortal) and a VLE system (WebCT). Oxford’s SPIE project had released a Shibboleth module for uPortal which was successfully installed with the help of their developer, Christian Fernau. The Shibboleth module for WebCT posed more of a problem, since it had been developed in 2004 by WebCT for Shibboleth 1.2 and had not really been taken up or developed since then. The developer from this project had left the company and no one else was familiar with the module and we had a great deal of difficulty getting the support we needed. After several months of struggling on our own, WebCT put Paul Monk on the project and we worked together and produced a functioning module and new set of instructions, released under open source, BSD licensing.
The project also investigated the usefulness of PERMIS to manage authorisation within the context of a Portal and found that applications that provide personalised data to users, such as portals and VLEs already have built-in authorisation mechanisms that work well and are not easy to override. Though using the inbuilt mechanisms did not allow us to make use of Shibboleth’s full functionality, there was not enough to be gained at this point by redeveloping this functionality outside of the application.
Options for integrating WebCT within uPortal and creating a Single Sign-on (SSO) environment were also investigated. We realised that Shibboleth alone was enough to provide SSO for two Shibbolized applications without additional software such as the Yale Centralised Authentication Service (CAS). We found that using a standard WebCT proxy authentication module with a Shibbolized portal is all that is required for integration as long as Shibboleth was only being used for authentication, not authorisation. A separate Shibboleth module is needed, however, to access authenticate directly to WebCT. 

Finally, we were able to learn about portal integration methods and portlet development through this project. We tried three methods for integrating WebCT into the portal using an IFrame, the Vista MyWebCT portlet and a home-grown portlet that called the WebCT web services. We found that the IFrame had a number of display and session problems which made it unsuitable for an authenticated application but that both the Vista MyWebCT portlet and the home-grown portlet would be good options for bringing a dashboard view of WebCT into the portal.
The KUSP project was very successful, despite taking longer than originally anticipated. The University of Kent has gained a number of insights into Shibboleth, SSO and portals. We have also disseminated these findings to Canterbury Christ Church and Greenwich Universities and have offered to help them with Shibboleth when and if they need it. We will be participating in a JISC RSC seminar in May to help FE colleges learn more about FAM and hope to give a presentation at the JA-SIG conference in June 2007. 
Background

Summarise the background to the project (and how it builds on previous work) and the need it for it (and why it’s important).

The KUSP project grew out of the need for a new University web environment for the University of Kent. The project was one component of a larger programme to develop this new web environment, including a revised University website and portals for students and staff with Shibboleth authentication. The aim of the overall programme is to use the web more effectively as a showcase for the University’s activities, as a medium for transactions with internal and external users and to provide students and staff with individualised information. The programme was originally scheduled to run for two years (Jan 2006 – Dec 2007), though improvements will certainly continue beyond the closing date.  
An additional focus of the project was to kick start the use of Shibboleth for all the partner institutions of the Universities at Medway (UAM) project. The UAM project developed a joint campus on the site of the former Royal Naval Barracks, Chatham in partnership with The University of Greenwich (UoG), Canterbury Christ Church University (CCCU) and Mid Kent College (MKC). This project has already created a joint desktop, delivering a basic set of applications (e.g. MS Office, Email and Web Browser), and aims to deliver a more advanced e-Learning environment, delivering materials managed by each institution. The KUSP project will develop the core infrastructure for Shibboleth authentication which will act as a springboard for the other partners to join.
The project benefited from the experience gained through the Kent Personal Learning Portal Pilot (KPLPP), a JISC Regional eLearning pilot, which developed a multi-institutional portal and ePortfolio system for HE and FE students. It also benefited from the experience of Prof. David Chadwick’s Information Systems Security group’s expertise with Shibboleth and PrivilEge and Role Management Infrastructure Standards (PERMIS).
Aims and Objectives

List the aim and objectives agreed at the start of the project, and note if they changed during the project.

The original aims of the KUSP project were to create a new system of Shibboleth authentication within the University and using it to protect selected resources. By developing the underlying Shibboleth architecture, other partners of the multi-institutional Medway campus can now adopt Shibboleth with a greatly reduced overhead. 
Specifically, this included:
· Creating a new Shibboleth infrastructure (Identity and Service Providers) within the University of Kent

· Building a Shibbolized portal

· Investigating PERMIS for portal authorisation
· Incorporating a Shibbolized version of a VLE into the portal with Single Sign-on (SSO)
· Providing support to the partners in the University of Medway project to adopt Shibboleth 

These aims did not change throughout the project, though the SSO component did not use CAS as initially specified, but used a proxy authentication module to achieve the required results. 
Methodology

Summarise the overall approach taken and why this approach was chosen over other options considered.  Then describe the methodology in more detail.  Depending on the project, this might include the methodology for research you carried out, technical design or development, evaluation, etc.  Finally, note any specific issues that had to be addressed by the methodology, e.g. standards, interoperability, scalability, etc.

At the outset, we divided the project larger programme to develop a new University web environment into three phases and created a set of workpackages for each, giving our best estimate for the time required to complete them. As we were new to Shibboleth, we were dependent on the online documentation and mailing lists to direct us on the phases of the project. We tackled each work package in order and adapted them as we gained knowledge along the way.  The three programme phases as show below; the first two, shown in bold, formed the KUSP project.

· Phase 1– Shibboleth Test Environment

· Phase 2– Single Sign On 

· Phase 3 – New University Web Environment 

Phase 1 Established a test Shibboleth infrastructure by first installing the Shibboleth Identity Provider and connecting it to the University LDAP user database for authentication. The Shibboleth Service Provider software was then installed on a separate server and used to protect a test portal (using uPortal). WebCT was then Shibbolized with a custom authentication module, which acted as the Service Provider, though it was used only with the Kent Identity Provider, not registered with a federation.

Phase 2 Investigated the best way to integrate WebCT into the portal and provide an SSO environment, so that users logging into uPortal will be seamlessly authenticated into WebCT. In the end, we tried several integration options that included IFrames, web services and a standard portlet that was available through the WebCT Developers network. We also demonstrated SSO in a number of ways, using initially the browser cache (IFrame), a proxy authentication module with a shared secret and we are currently investigating whether the portal would benefit from CAS integration.

The WebCT portion took much longer than anticipated so we required an extension on the project, until 31 March 2007. WebCT was selected for this project because it is the University VLE and because it was listed on the Internet2 Shibboleth website as already being Shibbolized. This was partially true because there was an existing module that could be downloaded. However, it took us the better part of 4 months to get this module working, mainly because we had trouble getting support from WebCT when it did not work out of the box. 

Phase 3, which was not part of the KUSP project, is in the process of creating a new University web environment. This has so far included developing a new website template (launched in March 2007) and a pilot University portal for undergraduate students in the English and Computer Science departments (target launch date April 2007).  Several open source portal systems were also evaluated to ensure that we were adopting the best framework to meet the University’s needs.

This programme of work is far reaching and requires input from different sectors of the University and is expected to carry on beyond the December 2007 deadline.
Implementation

Describe how you planned and implemented the project work and the activities it involved.  Depending on the project, this might cover technical development, processes, how you conducted user studies, etc.  Include any problems or issues that arose and how you handled them, where readers can learn from your experience.  Tell the story of what you did rather than listing workpackages.

The work for this project was carried out according to the original workpackages, though we required a three-month extension to the project because of problems with the WebCT/Shibboleth module (see appendix B for the final Workpackages).
Phase 1 – Shibboleth Test Environment

In the initial phases we focussed on creating a robust infrastructure for Shibboleth which could be migrated from a test to a live Shibboleth environment in the future. We ordered and setup the two new Sun web servers, installed Solaris 9 OS and configured the firewall settings. We set up the project website (http://www.kent.ac.uk/is/kusp) along with a section on our internal Wiki to document the installation procedures. We scoured the internet for information about setting up Shibboleth, joined a number of related mailing lists (e.g. shibboleth-users@internet2.edu, JASIG-PORTAL@UNM.EDU, CAS@tp.its.yale.edu) and started asking questions.

Shibboleth Infrastructure
We installed Shibboleth Identity provider, connected it our live LDAP directory and joined the inQueue test federation. We then Installed the Shibboleth Service Provider and used it to provide authentication for a static HTML page.  The Shibboleth documentation at the following four sites was invaluable for getting the Shibboleth infrastructure in place and the shibboleth-users mailing list was quite responsive when we posted questions. Dr. Sassa Otenko from David Chadwick’s team also spent quite a bit of time helping us to configure it.
· Shibboleth Wiki (https://spaces.internet2.edu/display/SHIB/)
· MATU Installation guides (http://www.matu.ac.uk/docs/)
· SWITCH Installation guides (http://www.switch.ch/aai/docs/shibboleth/SWITCH/1.3/sp/install-sp-1.3-debian.html)

· Liverpool Implementation Documentation (http://www.liv.ac.uk/LSIP/Documentation/ DraftShib13ImplementationDocument.html)
Initially, we were unsure whether each application being Shibbolized (uPortal and WebCT) would require a separate Shibboleth Service Provider, or whether we could have a single institutional SP that protected all our Shibbolized applications. After putting this question to the Shibboleth-users mailing list, we realised that there were differing opinions on this issue. The SAML protocol is for end-to-end communication between one SP and one IdP, which means that each application required its own SP installation. However, in Guanxi, the Service Provider is distributed, in that you can install an institutional Engine and connect many Guards (for applications) to it
.
We decided to use the first option, since this was how the original uPortal and WebCT modules were designed. However, if we continue to Shibbolize applications we will look into the Guanxi model, since it seems to cut down on the architectural overhead by centralising the SP component.
Shibbolizing uPortal 

Once the Shibboleth infrastructure was in place and had been tested with simple applications, we needed to learn how it could be integrated with a dynamic web application. Luckily, the Oxford University SPIE project (http://www.oucs.ox.ac.uk/rts/spie/) had already produced several deliverables, including:

· A test application (SpieTestServlet) for testing Shibboleth authentication with a Java servlet 

· A Shibboleth authentication module that had been tested with uPortal
· A public Wiki with installation instructions and related documentation. 
Because we were new to Shibboleth and authentication modules in general, we had quite a few initial problems understanding how the configuration files worked together and could not get Shibboleth working for either the SpieTestServlet or uPortal. After exchanging several emails with Christian Fernau from the SPIE project, he offered to come down and spend a day with us. This day was extremely useful and helped us to understand much more about Shibboleth and its configuration files. By the end of the day, we had a working installation of uPortal with Shibboleth authentication. 
The JAAS Shibboleth module created by the SPIE project performs the authentication, makes an attribute call to retrieve the user's UID and uses it to set the current user in uPortal. The authorisation and user management is then handled by the native uPortal mechanism which ensures the user sees the correct pages with their chosen layout. The SPIE project is doing further work on Shibboleth and authorisation, but their basic module was appropriate for our needs since we were also looking at whether PERMIS would be useful for using Shibboleth attributes to control authorisation within a portal.
PERMIS 
PERMIS is an Authorisation (privilege management) system that complements existing authentication systems.  The PERMIS workstream explored whether PERMIS was an appropriate and useful tool to manage authorisation within the context of a Portal. 
Once the Shibboleth framework was in place, we installed the PERMIS components and configured them to protect static HTML pages on the Shibboleth SP server. This involved using the PERMIS interface to write PERMIS policies to control user access to these web pages. This worked well, apart from some minor installation problems, since the Shibboleth SP server uses Solaris and the installation guide was written for Linux. 

The next step was to try using PERMIS to control authorisation on the Portal. However, PERMIS works by configuring protection according to specific URLs that are known advance. Since a portal is a dynamic application, the URLs are built on the fly, making it difficult to implement fine grained access control. For example, uPortal generates the following different URLs when accessing the same tab:
http://shibsp.kent.ac.uk/uPortal/tag.f4d450cdb66bf1f5...etc
http://shibsp.kent.ac.uk/uPortal/tag.a3a580b2d384e523...etc
It is possible to use PERMIS to control the base URL, since it will also protect any subdirectories, but this would need to be at the root level (http://shibsp.kent.ac.uk/uPortal/) which would be too course-grained to be useful. 
The uPortal access controls allow users to be added to groups (e.g. staff, student) and each group is assigned a template that defines which portlets should be visible on their portal page, and how the page should be laid out. In addition each user can tailor his screen view by setting skins to control the look and feel of the portal page and adding or removing portlets. This view is stored on a per user basis, and the access controls seem to be reasonably well worked out. The down side is that the site owner has to create uPortal accounts for each user (unless user accounts are created at first login) and manage them over the long term.

The current Shibboleth JAAS module picks up the user's ID from the Shibboleth attribute call and passes this over to uPortal, so that uPortal can behave in exactly the same way that it did before, when the user logged in using his user ID and password. We spent some time with David Chadwick’s team thinking about how PERMIS could improve on the current situation, and two possible solutions were raised: 
1. Portal Level Authorisation: This could include business logic and fine grained authorisation decisions for active content. PERMIS can be called when building portal pages, to see if a user is authorised to see particular parts of pages. This would require some programming, and it would be limited to uPortal applications (similar to David Chadwick’s team’s work on the PERMIS SAAM package which is limited to controlling access to Apache web sites). The new program would require initialising PERMIS when the portal starts up, calling getCreds() when each user accesses the portal and calling the decision method when an authorisation decision is needed for each part of a web page or particular dynamic content. (A short cut would be to call the ShibPERMIS code when every decision is needed since this does getCreds() and decision in one go, but this is less efficient).
2. JAAS Level Authorisation: The JAAS module could be used to make authorisation decisions for specific java methods (e.g. read file, open network connection etc.) and PERMIS could be enhanced to be called by JAAS. This would still require some coding, because we assume that these JAAS authorisation calls are currently not being made by the portal (but if they are, then no more coding is necessary). 

Within the timeframe of this project, we felt that we could not realistically replace the current access control scheme of uPortal, and little would be gained from putting a PERMIS protection layer around the entire system at the root URL. There is, however, scope for developing one of the above options in the future to make fuller use of Shibboleth’s ability to pass attributes and allow role based attributes to be managed by remote sites. But since uPortal holds user specific templates and skins, pure role based access controls are not possible. These issues are currently being taken forward by other projects, such as Oxford’s SPIE project. Additionally, the PERSEUS project is looking at creating a Shibboleth authority manager as an integrated part of the Shibboleth architecture. 
Shibbolizing WebCT

WebCT was selected for this project partially because there was an existing Shibboleth module available for it. However, Shibbolizing WebCT turned out to be the most difficult part of the KUSP project. A combination of the WebCT staff (both sales and support) initially being very slow in responding to our requests, a module that did not work out of the box, problems with the WebCT logging system and difficultly getting support (the developer of the module had left the company and no one else had really taken over the project) led to us taking over four months to get a working system. The company was also being purchased by Blackboard during this period which may have been behind some of the problems that we encountered.
We purchased the WebCT PowerLinks module, which included: 

· WebCT SDK (Software Developers Kit) for developing new modules. This was downloaded and used with the Eclipse IDE. 

· PowerLinks Developers Network Access - an online resource with documentation, support forums and modules (like the Shibboleth module) that have been developed by institutions. This resource has now been made available free of charge to all WebCT/Blackboard customers.
The WebCT/Shibboleth module had been developed in 2004 for Shibboleth 1.2 and an earlier version of WebCT and included only cursory instructions (see appendix D) for its setup. We also had no experience in developing and configuring modules for WebCT, so we had a lot to learn about how WebCT handled authentication and managed users. 

After following the original WebCT/Shibboleth module instructions, we were initially unable to make the module work with our Shibboleth Identity provider and even worse, could not get the debugging information to appear in the logs. Support was very difficult to obtain because there was no longer anyone at WebCT that was familiar with Shibboleth or this module. I could only get limited help from the Shibboleth community because I could not post the module code on the Shibboleth mailing list without breaking the WebCT licensing agreement (as we understood it at the time). We posted some questions about the problems that I was having, but without being able to see the code, it was difficult for the community to help
. 
We first started posting questions about the Shibboleth module on the PowerLinks Developers Network forum in August, but by October we were still no further in even getting the logs to work. At this point, the project was running seriously behind schedule and we decided to escalate the problem. I contacted our WebCT sales representative and Nicole Harris at JISC about these problems and made a full and frank post on the Developers’ Network forum
, and suddenly things changed. Paul Monk from WebCT made our project a priority and we worked together to solve these problems. We released the working Shibboleth module with comprehensive installation instructions at the beginning of November. 
Like the uPortal module, the new WebCT Shibboleth module only performs that authentication, retrieves the unique identifier (UID) attribute and hands it to WebCT to handle authorisation in its native way. One of this module’s caveats is that the users authenticating via Shibboleth must already have an account on WebCT. This does not make use of Shibboleth’s potential to free the system from user account management, since WebCT accounts will need to be created, supported and removed as they are currently.

Phase 2 – Single Sign-On (SSO)
After phase 1 was completed, we had Shibbolized installations of both uPortal and WebCT. The next step was to integrate these two systems and create an SSO environment which would allow users to sign into the portal once and be automatically authenticated through to WebCT.  
To do this, we needed to learn more about SSO and find out if Shibboleth was powerful enough to provide SSO for the portal on its own or whether we needed an additional SSO system such as CAS. After some online research, we found that Shibboleth can provide Web SSO across or within organizational boundaries. 

We found that once uPortal and WebCT were Shibbolized, SSO worked automatically. This is because when you access either system, the web browser checks for the Shibboleth cookie to see if you were already authenticated, and if so, grants access to the requested system. If not, you are prompted to login, and if successful, the cookie generated is held until the end of the session. Shibboleth cookies can be viewed from the Tools menu of browsers like Firefox and IE, as shown in Figure 1.
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This means that even simple means of integrating WebCT into uPortal like an IFrame should allow SSO without further software or configuration being required. A separate SSO system such as CAS will become useful if we were to expand the portal to include non-Shibbolized applications, since it provide a consistent experience for the user and lower the overhead of providing SSO for multiple applications. 
Once we understood more about SSO, we could move on to finding the most appropriate way of integrating WebCT into the portal. We wanted to provide a WebCT ‘dashboard’ in the portal, not recreate the entire WebCT interface, since ‘screen real estate’ is always precious within portals. We first experimented with a simple IFrame, then looked at the Vista MyWebCT Portlet and finally used a home-grown portlet to call the WebCT web services and display a custom set of information.

IFrame
The IFrame solution was easy to implement and it performed SSO successfully without any configuration. However, an IFrame is fairly limited and only brings in the entire WebCT front end (with its native look and feel) instead of a dashboard view.

The IFrame also had various display and session problems. It did not render the WebCT data correctly and on certain pages, most of the data did not display at all. It also suffered from “Session Already Running” errors if you quit uPortal or closed the browser without manually logging out of WebCT. These problems could probably be overcome, but it seemed as though a more integrated portlet would be a better solution.
Vista MyWebCT Portlet
The Vista MyWebCT Portlet is a JSR-168 Compliant which can be downloaded from the PowerLinks Developers Network
. It was primarily developed as a demonstration of how to integrate Vista into a portal so it currently displays only a small subset of WebCT information, but it could be developed further. 
This portlet required a WebCT authentication module to be specified. We found that the new Shibboleth module did not support “proxy login”, so it could not be used in its current state.  We were advised by Paul Monk (who had now also left WebCT) that this functionality could be added, but it would require a certain amount of development work, which we were not keen to undertake, given the previous problems with this module. 
The standard way of integrating WebCT with other systems is with an authentication module that supports proxy login, such as the genericSSOInV1 module that comes with WebCT.  We configured this module using a shared secret (configured in WebCT and the portlet) and it worked very nicely. Since WebCT allows multiple authentication modules to be active, there is no reason why the Shibboleth module cannot be used when directly accessing WebCT and the proxy module being invoked behind the scenes when using the portal.

Home-grown Portlet 
WebCT also offers web services, which are well documented, so we decided to create a custom portlet to display further information. This allowed us to gain some experience in building portlets from scratch and using web services to fetch data.  This also worked well, but we felt the best solution would be to develop the existing VistaWebCT portlet (since it is open source) using web services to provide the ‘dashboard’ view that we wanted.
Phase 3 - New University Web Environment
In parallel to the KUSP project, the University of Kent has been doing a great deal of work to create a new web environment. A new Web team has been formed, a new Logo and web template
 has been launched and a pilot portal will be trialled with two groups of undergraduate students in April 2007. 

As part of this workstream, we investigated other portal systems to ensure that we adopted the most appropriate system for the needs of our students. We evaluated the following four systems according to a list of criteria (see appendix F). 

· Gridsphere (www.gridsphere.org)

· Stringbeans (www.nabh.com/projects/sbportal) 

· Jetspeed 2 (http://portals.apache.org/jetspeed-2/) 

· Sun Java System Portal Server http://www.sun.com/software/products/portal_srvr/index.xml)

Initially it was decided to use Jetspeed2, mainly because the release candidate had a very nice user interface with drag and drop functionality which was similar to Google homepages. However, at the time of writing, the stable version had not been released and we found some functionality for managing users, groups and roles was not as well developed as uPortal. We also found that the documentation was sparse so learning how to administer and support the portal was difficult. Sun portal was another close competitor, but given our own recent problems with support and the possibility of additional costs when our current Sun agreement runs out, we decided not to use it. The final decision has not been made, but uPortal is the front-runner at this point.
Outputs and Results

Explain the end result of the project work in an objective way.  Depending on the project, it might include research results, findings, evaluation results, data, etc.  If the project created something tangible like content, a portal, or software, describe it.  Engage the reader, and avoid a long list of deliverables.

Tangible outputs
· This project produced a Shibbolized portal with an integrated WebCT portlet with Single Sign-On. 

· WebCT can also now be accessed directly with Shibboleth authentication. 

· An updated WebCT/Shibboleth module and instructions can be found at http://www.kent.ac.uk/is/kusp and on the WebCT Developers’ network at: http://devnet.webct.com/contrib/authentication/Shibboleth/new_shib/
· Project information, reports and dissemination materials will also be kept at http://www.kent.ac.uk/is/kusp for use by other sites
Dissemination Activities

· Shibboleth seminar with Greenwich and Canterbury Christ Church Universities took place on 21 March 2007 with about 20 attendees. 

· Planning to present findings at a conference, organised by JISC RSC, for FE and HE in the South East in May 2007
· Presentation proposal submitted for the JA-SIG Summer conference in June 2007.

Publicity Received

· News item on 7 November 2006 about the WebCT/Shibboleth module on the Internet 2 Shibboleth site: http://shibboleth.internet2.edu/news.html
· JISC Headlines news item on Shibbolizing VLEs

Findings
Throughout this project, we learned a great deal about Federated Access management and Shibboleth. We also discovered that the Shibboleth JAAS modules that we used for uPortal and WebCT were being used for authentication but not authorisation. This seemed appropriate for both systems since they already had complex user and role based mechanisms to handle authorisation and at the current time, there did not seem to be a great benefit in redeveloping this functionality with a system such as PERMIS. 

This does mean that we are only using part of the functionality of Shibboleth – we are not using it’s abilities to handle other role-based attributes; we are holding these in our local systems. However, a system like uPortal keeps additional information about the user, such as his/her layout and colour choices which would not necessarily be available from Shibboleth anyway. 
We have also not used Shibboleth’s capability to protect the identity of the user by passing only tickets and roles, since we have always retrieved the UID attribute for the user and then used this for authorisation. However, the identity protection functionality may not be appropriate for systems that aim to give each user a personalised view of their information (e.g. users can change skins and add portlets). 

We found that for our portal, Shibboleth can be used for SSO without additional software such as CAS. If we expand the portal to include other non-Shibboleth applications then we might need to consider adopting CAS, since centralising the authentication function can reduce management and unify the user’s login experience. 
The WebCT/Shibboleth module was useful for direct access to WebCT. However, if only an integrated portlet was necessary, we could achieve the same result with Shibbolized uPortal and the proxy authentication module for WebCT. 

We also found that other sites have been using alternative methods of integrating WebCT within a Shibboleth environment, which might be why the WebCT/Shibboleth module that was developed in 2004 did not seem to be used until now. In Switzerland, the SWITCH federation using Shibboleth technology (http://www.switch.ch/aai/) have integrated WebCT Vista using a self developed portal-adapter (available from http://aai-portal.sourceforge.net/), which is currently in production. Additionally, sites like Brown University have written custom Perl scripts to create SSO environments for WebCT and are willing to share their work in this area.
Outcomes

In this section, assess the value of the project work.  List project achievements against the aims and objectives set.  Summarise project outcomes and their impact on the teaching, learning, or research communities.  Indicate who will benefit from the work, how, and why.  Also comment on what you learned that may be applicable to other projects, e.g. whether the methodology worked.

	Original Aims and Objectives
	Achievements

	Creating a new Shibboleth infrastructure (Identity and Service Providers) within the University of Kent
	· Shibboleth Identity provider in place, accessing the University LDAP for authentication.

· Shibboleth Service Provider in place

· Member of Test InQueue Federation and are in the process of joining the live UK Access Federation

	Building a Shibbolized portal
	· Shibbolized uPortal in place, using the SPIE project’s JAAS module

	Investigate PrivilEge and Role Management Infrastructure Standards (PERMIS) for portal authorisation
	· PERMIS was installed and configured to work with Shibboleth.
· We decided that PERMIS was not appropriate for use with uPortal in its current form, since authorisation functionality is handled adequately within uPortal for our purposes.

	Incorporate a Shibbolized version of a VLE into the portal with SSO
	· Released an updated WebCT/Shibboleth module and comprehensive instructions for use.
· Integrated WebCT into uPortal in 3 different ways (IFrame, Vista MyWebCT portlet, home-grown portlet)

· Gained a greater understanding of SSO and proxy authentication

· Learned that the WebCT/Shibboleth module was not necessary for the Shibbolized portal – a proxy module could be used since it was only passing a username instead of using the full Shibboleth functionality

· Both uPortal and WebCT still require user accounts (with corresponding UIDs) to be set up to provide authorisation/role management and handle user preferences within each system. These systems may allow user accounts to be created on first access, but the user account will still then need to be managed within each system.  

	Providing support to the partners in the University of Medway project to adopt Shibboleth 
	· Shibboleth seminar on 21 March 2007 with Greenwich and Canterbury Christ Church University. 

· Planning to present findings  at the JISC RSC organised conference for FE and HE in the South East in May 2007


This project has benefited the University of Kent by:
· Increasing our understanding of Federated Access Management 

· Preparing for the switch from Athens to Shibboleth in July 2008

· Increasing our understanding of SSO for our University

· Increasing our understanding of authentication and authorisation as well as PERMIS
· Providing a Shibboleth infrastructure for authentication (and hopefully authorisation) for the British Cartoon Archive Digitisation (BCAD) project  (http://www.jisc.ac.uk/whatwedo/programmes/programme_digitisation/cartoons.aspx)
· Increasing our knowledge of portals and portlets for our new University student portal

· Forging relationships with some other early adopters, especially those from the SPIE project in Oxford

This project has benefited the wider academic community by:
· Dissemination activities that should help other HE and FE institutions in the South East with Shibboleth uptake
· Being contacted by the University of Leeds (http://www.leeds.ac.uki/) who is looking to integrate WebCT at Leeds Metropolitan University with their digital repository, portal and library system via Shibboleth.

· Being contacted by Arcada University in Finland (http://www.arcada.fi/) who is currently installing the WebCT/Shibboleth module

Conclusions

Briefly summarise any conclusions that can be drawn from the project work.

1. Authentication: Shibboleth integration for a portal and VLE is achievable with a basic JAAS module that authenticates the user, retrieves the UID and passes it to the internal authorisation mechanism. 

2. Authorisation: Using Shibboleth for authorisation would involve externalising the authorisation mechanism for each system. This is when PERMIS may be more effective.
3. Personalised data: Shibboleth’s potential to replace the authorisation in a system that requires individualisation like a portal, VLE or ePortfolio system is still unclear to us, since user details and preferences need to be changed and stored for each session.

4. Portal Integration: A proxy authentication module is sufficient to integrate WebCT into the Shibbolized portal, as long as both systems are only using Shibboleth for authentication, not authorisation.
5. IFrames: Portal integration using IFrames was not suitable for authenticated, dynamic systems due to problems with display and sessions.

6. Single Sign-On: If several authenticated systems are being integrated into a portal, using a dedicated SSO tool like CAS might be more efficient then supporting proxy authentication modules for each system.
7. Shibboleth SSO: Shibboleth’s SSO capabilities were sufficient to provide SSO without a separate package like CAS.

Implications

Consider the future implications of your work and how others can build on it.  What are the implications for other professionals in the field, for users, or for the community?  What new development work could be undertaken to build on your work or carry it further?

Externalising authorisation could allow uPortal and WebCT to fully take advantage of Shibboleth’s capabilities to handle roles and protect user identity. However, we are unsure if it would be practical to manage these from remote sites and whether the eduPerson schema is rich enough to allow for this.
Personalised systems like portals and VLEs need to perform three types of user management:

· Authentication

· Authorization/Role management

· Remembering user preferences

After authentication, uPortal and WebCT use User Roles to set up initial views and restrict access. But once a user logs in, there is the potential for them to customise their view (by adding portlets or changing skins) so this information must also be held in a user record. At this point, it does not seem practical for this information to be stored in remote LDAP user databases since this data would need to be updated during or after each user session. Shibboleth allows attributes to be delivered from the Identity provider, but these attributes cannot be updated by the Service provider during a session. We would like to see more work in this area to see if personalised systems could use only external authentication and authorisation so they did not need to manage any user data locally. 
Recommendations (optional)

List any specific recommendations for the teaching, learning, or research communities.

When installing a Shibboleth framework, make use of the online documentation from other similar projects and ask questions on the Shibboleth mailing lists. Keeping a Wiki or blog is also useful for documenting the installation procedures.
References

List any references to the work of others you have cited (e.g. articles, reports, studies, standards), and any explanatory notes.  Provide URLs for any materials available on the web.

· Shibboleth Wiki (https://spaces.internet2.edu/display/SHIB/)

· MATU Installation guides (http://www.matu.ac.uk/docs/)
· SWITCH Installation guides (http://www.switch.ch/aai/docs/shibboleth/SWITCH/1.3/sp/install-sp-1.3-debian.html)

· LSIP project (University of Liverpool) Implementation Documentation (http://www.liv.ac.uk/LSIP/Documentation/ DraftShib13ImplementationDocument.html)
· uPortal web site http://www.uportal.org
· WebCT (Blackboard) website and developer’s network : http://www.webct.com/ and http://devnet.webct.com/
· SPIE project (Oxford University) http://www.oucs.ox.ac.uk/rts/spie/
· InQueue Shibboleth federation http://inqueue.internet2.edu/
· FEAR project (Reid Kerr College) http://www.reidkerr.ac.uk/fear/docs/ReloadContentPreview.htm
Appendixes 

Include any appendixes that readers will find helpful to understand the work described or the results.  For example, include a questionnaire if you conducted a survey, or technical details that support technical development carried out.  A glossary of acronyms and technical terms is often helpful.

Appendix A – Screenshots of systems produced
Appendix B –– Final Workpackages table

Appendix C – WebCT – Shibboleth module - (Print out of main java class)

Appendix D - WebCT – Shibboleth module –Original (2004) Instructions for use

Appendix E - WebCT – Shibboleth module –Revised Instructions for use

Appendix F – Portal evaluation criteria
� http://www.guanxi.uhi.ac.uk/index.php/Service_Provider


� Much of the PERMIS section was taken from email exchanges with Prof. David Chadwick and Dr. Sassa Otenko 


� Discussion thread: https://mail.internet2.edu/wws/arc/shibboleth-users/2006-08/msg00204.html


� Discussion thread (authentication required):


http://devnet.webct.com/discussions/contribs/295650821172/view?searchterm=shibboleth&b_start:int=20





� Vista MyWebCTPortlet can be downloaded from : http://devnet.webct.com/contrib/authentication/mywebctportlet/mywebctportlet/view?searchterm=portlet


� See � HYPERLINK "http://www.kent.ac.uk" ��http://www.kent.ac.uk� for the new website template
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