GLASS - Final Report —0a — 14.08.2007

Final Report for the JISC funded
Glasgow Early Adoption of Shibboleth
(GLASS) Project

Date
14™ August 2007

Page 1 of 13



GLASS - Final Report —0a — 14.08.2007

Authors
Prof Richard O. Sinnott’ | National e-Science Centre University of Glasgow
Dr John Watt National e-Science Centre University of Glasgow
Mr Jipu Jiang National e-Science Centre University of Glasgow

Document History

Dr. John Watt Draft version 1.0 10" June 2007
Prof. Richard Sinnott Draft version 1.1 6" August 2007
Mr Jipu Jiang Draft version 1.2 9™ August 2007
Prof. Richard Sinnott Final version 14" August 2007

! Contact person.

Page 2 of 13



GLASS - Final Report —0a — 14.08.2007

Table of Contents

TADIE Of CONLENTS ...ttt ettt e e ettt e e e o bttt e e e ant bt e e e e aabeeeaeeambneeesanbbeaaesannneaeaann 3
ACKNOWIEBAGEMENTS ...ttt e s e et e e e e s s e eeeeeeaee s s e e s nabaaaeeaaaeeeeannnnarreeees 4
EXECULIVE SUIMMEIY .oiiiiiiiiiiiiiei ettt e ettt et e e e e s e et bbb et e e e e e e e s e e e bbb bee et e e e e e e e nnnnbeeeeas 5
1. BaACKGIOUNG ...t e e e e e et e e e e e e e s e bbb re e e e e e s 6
2. AIMS AN ODJECHIVES. ...t e e e e e e s bbb e e e e e e e e s sanees 7
3. 1] 1 oo (o] (oo |V 2 PP PP 8
4, IMPIEMENTALION .....eiiiiiei it e e e e e s bbb e e e e e e e e s s sb bbb e e eaeeeeeesnnnae 8
5. OULPULS NG RESUILS ...uvviiiiiiie ettt e e e e e e s st e et e e e e e e e ababbeees 9
6. OULCOIMIES ...ttt ettt ettt e e o4ttt e e e e e e e bbb e ettt e e e e e s s bbb bbb e et e e e e s s s asnnnnseeee s 11
7. CONCIUSIONS. ...ttt ettt e e et e st e e s ab e e e s s n e e e e annneeeenans 11
8. IMPICALIONS ...ttt e e e e e et ee e e e e e s st b et e e eeeeeessaanbbbaneaaeeeeeenas 12
9. RETEIEINCES ...ttt e e e e e e st e e e e e e e e e b e s 12

Page 3 of 13



GLASS - Final Report —0a — 14.08.2007

Acknowledgements

This project was funded as part of the Joint Information Systems Committee (JISC) Core Middleware
Technical Development programme. The project partners at Glasgow would like to thank JISC and
the programme managers (James Farnhill, Nicole Harris and Ann Borda) for providing excellent
support throughout the course of the project. Thanks are given especially for the extensions to the life
time of the project to support the dissemination of project results.

Thanks are due to lan Young of the UK Access Management Federation for his help with registering
Shibboleth entities in the UK metadata. Thanks are also given to David Anderson and Peter Mitchell
from the University of Glasgow Computing Services for their support in exploitation of the unified
account management system rolled out across the university within the context of GLASS. We also
acknowledge the inputs from the neuroscientists at the Glasgow Southern General Hospital for their
inputs and evaluation of the brain trauma case study explored within GLASS.

For the various other case studies used to demonstrate GLASS results, acknowledgements are given
to the Department of Trade and Industry for the Biomedical Research Informatics Delivered by Grid
Enabled Services (BRIDGES) project; to JISC for the Exploring Shibboleth and Public Key
Infrastructures (ESP-Grid) project; to JISC for the Dynamic Virtual Organisations in e-Science
Education (DyVOSE) project; to the Medical Research Council (MRC) for the Virtual Organisations for
Clinical Trials and Epidemiological Studies (VOTES) project; and to the Biotechnology and Biological
Sciences Research Council (BBSRC) for the Grid Enabled Microarray Expression Profile Search
(GEMEPS) project.

Page 4 of 13



GLASS - Final Report —0a — 14.08.2007

Executive Summary

The overall aim of the GLASS project was to invegggtne application of the Shibboleth federated sece
management software in various applications in ctiuee at the University of Glasgow. The project,ha t
space of the funded 12 months, has demonstratedStiaboleth can be applied to a wide variety of
applications running in completely independent ekeouenvironments, and has provided a solution to the
problem of integrating federated access managememipwatiuction, campus-level account infrastructures.

The core motivation for this project was to explor@ys in which a unified user account management system
may be utilised by Shibboleth, in particular therlity Providers, in making authentication assertionsuabo
staff and students in the University. In view of therent efforts by UK academia to roll out Shibbbless an
alternative for ATHENS, this work is of utmost impamte in ensuring wide uptake of this new technolbgy,
also in assuring systems administrators that this newnaoémlly may be seamlessly integrated with their
existing systems with minimal, if no, impact on thenfiguration or schema of their current infrastructure
Consequently, there are gains to be made for thé &mtrainistrators, who can build a Shibboleth Identity
Provider based on their existing systems and notoimpetition with it, but there are also gains foe th
federation as a whole as Shibboleth is making secusigrtons foreal users, maintained in a production
level, highly supported environment from an institntio which they may reliably trust to identify theiwn
users, and to keep this information as up to date asilpe. In addition to authentication information,
Shibboleth can provide authorisation information wthihe user for systems to make for example, role-based
access control decisions, however this information enafvo dynamic for a centralised system to manage. The
GLASS project proposed and implemented a cross-camgulesated authorisation infrastructure, where the
authentication information is asserted by the ingtitytbut attributes for access to systems are maintdiped
for example individual departments. Through linkioigdepartmental directories utilising a unique idiéeti
assigned by the institution, a user can invoke rolaw fiidferent departments if access control requireseho
attributes. This architecture is now currently in dseall NeSC portal-based projects such as GEMEPS,
nanoCMOS and VOTES amongst others. This indicategeherality of the solution since these cover domains
such as bioinformatics, clinical sciences and electsonic

The use cases for this project fell into two broacgaties. The first category related to the integratf
Shibboleth with a number of campus resources used Hyastd students, in particular the Moodle online
virtual learning environment and a custom appl@afor management of student personal records, eganits
and course registration called WebSURF. These afiplisaare hosted on completely different execution
platforms, and required different plug-ins for sessiandiing, but Shibboleth was shown to provide singja-s

on and access based on the Shibboleth asserted yidéntibdle was used to host course material for the
students taking the Grid Computing Module of the Awhed MSc in Computing Science at Glasgow. The
second use case was the demonstration of Shibboldtbrization attributes being utilised to gain access to
sensitive brain trauma data provided by NHS Scotlarder the BrainlT project. The data was accessedghr

a portal running in GridSphere, with the serviceailable to any particular user being filtered adoog to the
Shibboleth attribute they can present to the sengoea ‘nurse’ role would see a subset of non-disclosing
information, whereas a ‘consultant’ has a wider $etata fields available to search. This methodologyois
standard for portals at NeSC and the use-case hasdeemmstrated at various workshops and conferences
throughout the UK and beyond.

The GLASS project has provided solutions applicabfeomly to Glasgow, but any institution wishing tdoat
Shibboleth as an authentication mechanism that ¢arface with existing campus services and directofies.
project has realised all of the objectives set otihénproject proposal, apart from a pair of servishich were

not available for integration during the projedetime, namely WebMail and the networked file starkese
are, at the time of writing, still not available tfuture projects may look into these services in metaitd The
results of the project have been disseminated widetyugh the e-Research community, with current NeSC
demonstrations of portal-based technologies utilisiregaccess control models investigated during the giroje
with the results feeding into several non-Glasgow thgsmjects, including the SEE-GEO Geographical
Information Systems project with EDINA.
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1. Background

It is now widely accepted that requiring users to ibbt@anage and present X509 digital certificatesafaress

to Grid resources is a hindrance to wider uptake,tdube considerable technical know-how requiredige
them correctly [1]. The UK National Grid Service@S8) [2] demands that its users apply for certificatesfr
the UK e-Science Certification Authority (CA) [3nd that these certificates are converted to thecoiormat
before submitting jobs. This in itself is a challerfge many user communities, however the real riskwit
inexperienced Public Key Infrastructure (PKI) usenmes from complacency with certificate management, as a
rogue user could steal the certificate and masquexadee user the certificate was issued to withoutisiee or

the resource being aware until it is too late.

An older, but no less relevant issue with regardsottalzoration between institutions is that of resource
access. Typically, a collaborator will be set up vdthaccount on a collaborating partner’s resourcegllysu
with a different username/password combination thay tse at their local institution, and with the access
control enforced by the UNIX permissions and file systestrictions. With a large number of collaboratérs,
scenario arises where a user may have many online idemit each independently administered machine. This
model is fast becoming unsupportable in a secure fasagomultiple passwords tend to be badly managed.

In order to address the security implications of expg inexperienced users with PKI technologies and
multiple online identities, efforts have been madeth®yy UK e-Science community to investigate middleware
which allows certificate interactions and the tramspf user information to be hidden from the endrus/here
information about the user and their privileges bansecurely transported between resources on thes user
behalf with minimal user interaction. This singleyrsion, single identity model is well supported by the
Internet2 Shibboleth software [4], which is currgnitleing rolled out across UK academia as the standard
federated access management system for education&litioe8. Shibboleth allows a user's authentication
information at their home institution to be recagd across a large number of trusting sites. The porde
federated authentication is useful as it would lygeeted that the place that would have the most ddtaihost
up-to-date and most reliable information about a’sséentity would be their home institution. Sites wégree
to trust the assertions that an institution makes abeditlentity of users are said to form a ‘trust fedengtthe
configuration of which makes up a large part of itteallation of the Shibboleth software. Shibboldd#fines
several entities which exchange information in tha@efation, the Identity Provider (IdP) which reprgsehe
user's home institution, an optional WAYF (Where AreuyFrom) which allows a user to select their IdP, and a
Service Provider (SP) which protects the secure resour

Shibboleth provides a framework (based on SAML [5]jckhallows user information to be transmitted
securely between these collaborating sites, yet Skathb&s not responsible for the user authenticatiselfit
Shibboleth requires external modules or applicatiinglo the authentication, and once successful it can
transport this successful authentication assertion ioheter sites require it. Since most institutions alyea
have some form of centralised user account managesgstem in place, it is desirable to have systems like
these authenticate users for Shibboleth. Note thdb8kth is only interested primarily in the binagsponse
of the authentication step, i.e. is this user autbatgd or aren’t they? It is possible to have completel
anonymised use of Shibboleth protected services,emher service provider is never provided with any -user
identifying information, only the assertion that thier has authenticated validly at the home institutio

In addition to the federated authentication modeictv Shibboleth supports, Shibboleth also allows extra
information about the user to be transferred to sesvin the form of SAML attributes. These attributes ca
range from user identities (common name, surname), toacoirifo (addresses, telephone numbers), to
attributes which are required for systems to makesaccentrol decisions (entitlements, privileges, rol€kse
extra information that home institutions can assertulioeir users is a matter for institutions and service
providers to agree to, hence the attributes thaturistis assert tend to be highly heterogeneous. Tikariso
the problem of how to get an institution to agreedlease certain user attributes from their cengdsitory,
which may involve some changes to their overall schefma avoid this, the project investigated using
composite, departmental attribute authorities as a efgyroviding access control attributes that would not
require production systems to make changes to thedctdiy schemas. In this way, user authentication
information is controlled centrally (from the campascount management system), but user authorisation is
controlled for example at the departmental leveiere the attributes can be more reliably assignethéy
relevant departments, where the roles assigned havenmeair@ng.

Once the authentication/authorisation cycle of Stligth is successful, the user is returned to the resourc
they attempted to access. Shibboleth exposes the nfsemation to the web server through internal HTTP
headers, which applications may utilise for access @bdécisions. It is possible for Grid portals to make u
of this information to tailor the views that an indiual user sees of the portal, or to restrict the seenfices
that a user can invoke. Grid portal technologies sisc@ridSphere support access to grid services through we
browser technology, keeping complex PKI interactioigglén from the user, and only presenting the services
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they may actually invoke through intuitive GUIs.€TtBLASS project investigated the use of these Shéltibol
attributes to enforce access control on several goialhe educational and medical domains which we have
Shibboleth-enabled. Another benefit of Shibbolstthat it offers Single Sign-On between federaticoueces,
meaning that the user only needs to input their passamce at the beginning of the session, and this logi

be automatically picked up by services within the fatien.

Shibboleth attributes can allow a resource to enfitsoawn fine grained authorisation decisions, e.getla
upon Role Based Access Control (RBAC), where accessrésource is constrained not by the identity of a
user, but the roles that the user presents to the oesa@urrently the Grid adopts an Access Control (A€IL)
infrastructure, where the identity of a user (exweddrom the subject of their X509 certificate) ispped to a
user or pooled account on the resource — with thaipsions of the target account enforcing what ter may
or may not do. This works well for a small amount ofreiséowever with a user base numbering in the
thousands or tens of thousands, an ACL will very quitldcome unmanageable. RBAC is attractive as an
access control mechanism as it reinforces the conaipivithin an organisation there are groups of peaple
will be requiring the same level of access to a sysfenexample students at a university, or IT suppostps.
Instead of having a specific policy for each indiuadiperson, like an ACL, the policy can now be egpegl in a
much shorter way as the mapping of this role topheileges or abilities on the resource. Now the @b
mapping the user identity to the role is done outwhth resource, and as long as the mechanisms for assigning
that role are secure, then this can be enough fasacdhese roles may be as simple as text strings (student,
director, sysadmin) or as complex as digitally signediltte Certificates (ACs) [6] which allow the attriieu
itself (as well as its transport mechanism) to be sedcweldl. Further safeguards can be enforced on atéh
sent by Shibboleth, for example ‘scoping’ allows htites to only be released to certain providers, or fo
attributes to be filtered by name, rejecting attélsuthat don't apply to the system. The attributes that
Shibboleth sends may also be used by other seteaciyologies such as VOMS [7] and MyProxy [8] to mak
job submission to the Grid as automatic as possible. Wodngoing at NeSC in the VPMan [9] and the
EPSRC-funded nanoCMOS [10][11] project investigatingtocols which these tools may use to bridge the gap
between a user’'s home identity and the Grid idedtypanded by large scale Grid resources.

The above technologies may also be applied in o#smis, in particular, the secure access and integration
of databases from a wide variety of scientific disoipd. One area in which security is a primary factocigss
to medical data, where strict guidelines are in faeer how this data may be accessed and then subsgquent
processed. Once more, NeSC can draw on the work jpéstsprojects, with the VOTES project [12] providing
the core portal functionality that allows us to expl role-based access control of sensitive brain tradate
provided by NHS Scotland amongst numerous other datairces.

2. Aims and Objectives

The overall aim of the GLASS project, as describedhi@ project proposal, was to investigate how the
integrated directory infrastructure for unified usecount management currently being rolled out actoss t
University of Glasgow may be utilised in a Shibbolettvironment. The project had two main areas of work
the first being an investigation into the deepertgools and configuration options of Shibboleth atsl i
dependencies in order to interface with the campus asasunt system, plus the application of these user
attributes in a Grid portal supporting role-basedeasacontrol to sensitive medical data sets, provigethd
BrainlIT brain trauma research centre at the Institditdeurological Sciences at the Southern Generaplial
in Glasgow. The second area concentrated on appBhifgboleth access control to various student resswn
campus, demonstrating Single Sign-On through Shilfbdle access separate resources, each with its own
distinct environment and implementation platform.
In detail (and as outlined in the project propodad) 4pecific objectives of GLASS were to:
« Integrate Shibboleth with the Novell Nsure [13] astbmanagement system already in operation on
campus
« Demonstrate Shibboleth-protected access to 4 camposroes (Moodle, WebSURF, NetMail and
Filestore)
« Investigate methods of user attribute assignment ferlrased access control
* Use Shibboleth to protect a number of Grid portalsaivariety of use cases to support role-based
access control to sensitive medical data.
e Report on practical experiences in using Shibbole#stablished campus environments
« Disseminate  configuration details and infrastructureequirements for  federated
authentication/authorisation.

These objectives were all met throughout the course of the project and the project results have been widely
accepted by the national and international community.
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Some minor changes were necessary to the final olgectas the NetMail and Filestore systems were not
implemented by the University during the lifetime lo€ tproject. Some work was done exploring the integra
of Shibboleth with the open-source version of NetNldula [14]) however within the time frame of theoject
it was not possible to directly link this into theim campus email infrastructure.

It should also be noted that during the lifetimetioé project, the SDSS Federation migrated to the UK
Access Management Federation [15], the impact oflwbitthe project was minimal.

3. Methodology

The general methodology used in the GLASS projecttheatsof a cross-campus experiment. This brought with
it the advantage that communication with the unitgrsartners in the collaboration was possible on a-face
face basis. This allowed some of the configurationdeialigging to be done very quickly. All resourcesegx

for the NSure account management system were hosfeti@ntained by NeSC Glasgow.

The University allowed a custom connection from @st Shibboleth Identity Provider (IdP) to its badaken
LDAP database for the NSure system. This connection wad-only and involved no changes to the
information stored in the directory. In order for elironisation with the other databases in the projbet,
University guaranteed that one specific attribube tinique identifier (uid), was unique for all usershe
system. This attribute may be utilised by Shibboletkearch the extra attribute authorities for userbaites,
ensuring that the attributes extracted have besredsto the same person. The uniqueness of the identiie
achieved through direct linkage with the Human Reses department on campus (the definitive source for
identification of staff, e.g. those who receiveatasy); and with the university registry for studemtriculation
information.

The University of Glasgow identified 4 key servicesahhwould be desirable to implement a Single Sign-
On solution. The two major services (and the onesvfoch Shibboleth access was successfully implemented)
were Moodle [16] and WebSURF [17]. Moodle is an malvirtual learning environment that deploys easily in
Apache allowing course work to be assigned, andudised online, and for which a simple Shibboleth
authentication connector exists. WebSURF is an irdition management system written by the University of
Glasgow which allows students and staff to make chatugdeeir personal records, or to browse exam results.
The data for WebSURF was not accessible as they adatdsases not intended for external use, however the
Moodle was fully configurable, and used to host coursserial for the 2006-2007 session of the Grid
Computing Module of the Advanced MSc in ComputingeSce.

The BrainlT [18] portal was designed to allow a queonstructed from several input parameters to be
formed into a database query string and submittedbtain patient results. By enforcing role-based access
control on the portal front page using a customtimddule, the user is only presented with the parasétat
they are allowed to search, meaning that the posgil#ges that one can construct is tightly constramethe
user’s role or function within the organisation. Thartpl was configured to be accessed through an SSL-
encrypted channel (https) which guarantees that foonmation (address, images) is transmitted unencrypted.
This is a key requirement in transmitting medical data

4. Implementation

All Shibboleth-enabled resources were hosted on mesHocated at the National e-Science Centre. Aoqust
Shibboleth Identity Provider was implemented withire tSDSS federation, which was used to assert the
authentication of our users. The connection betwhenldP and the NSure account system was made using
Apache’s mod_authz_ldap [19] module, which may als@&BL-secured, although we encountered issues with
certificates that were unresolvable at the time oftimgi The remainder of the machines were built as
Shibboleth Service Providers, each with their owstidct environments. The Moodle machine consisted of a
standard Shibboleth installation, with a MySQL baukeatabase for the Moodle users. The custom Shibboleth
authentication module allows a Shibboleth sessidpetosed as a session login for Moodle, connectingeo t
appropriate user account if it exists, or creatimiew one if the user does not exist. The WebSURF sadtwar
runs in a JBoss container, which offers no custom $keio connector. However, the SPIE JAAS [20] module
allows a JBoss application to utilise a Shibbolethinogession and pass identifying information to the
application. This module replaces the user as thesafrinteractions with the application user dasghand it
uses the user identifier (e.g. name) as a usernamereat@s a secret password. The WebSURF code was
provided with the advanced database functionalityoreed, as these connections required access to nom-publi
databases which lay outside the scope of the projectaccommodate this, we decided to duplicate the
specifications of the production WebSURF resourceheoService Provider platform and environment could
mirror the production WebSURF site exactly. The WBRE code was rewritten, compiled and launched én th
container and the SP configured to release theNéuiie’ attribute, which is utilised by SPIE JAAS as tiser
identifier when creating the user session. Both seswvgere implemented with a choice of login types, the
normal custom login or through Shibboleth. In tlese of the SPIE JAAS module, care must be taken when
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presenting the Shibboleth login as a user optiors Ehbecause the secret password that the module wtites in
the application database is never revealed to the asehis is an interaction within the container. iiser
chooses to login manually having previously logged it @hibboleth, they will find this password is noveth
login required allowing access and they will not ldeao find it out. It would be recommended thatsit
beneficial to make a permanent choice of one logathod or the other, as it is inevitable that prolslevould
occur with a large number of users asserting theiflepences inconsistently.

For the use case involving more complicated attribyped, it was shown that the difficulty in alteringeth
schema of the primary identity database of the NSureumt system to assert eduPerson [21] style attributes
can be removed by allowing the IdP to utilise mudtipktribute Authorities. Two external LDAP servers least
in different departments were configured to reledsedduPersonEntitlement attribute, some users appear in
both directories, whilst some appear in only one. g piece of information in the external serverdahihs
duplicated from the central NSure directory wasghbaranteed unique ‘uid’ attribute. This attributeised by
the Shibboleth IdP to search the directories forrigbkt user. A Service Provider will be providedthvihe
union of these directories’ eduPersonEntitlementhatteis, enabling an SP to make decisions about usessacc
based on attributes from several departments. Thiégooation for distributed attribute authorities fPs is
done entirely on Shibboleth and nothing is done fm Novell system, this being a great motivation for
institutions to adopt this approach for asserting usétlements across campus as it involves no changes to
their central directory.

The use-case of accessing secured medical data ehfiygele-based access control was implemented on a
JSR-168 compliant Grid portlet running in GridSphefée custom login module for GridSphere was
deactivated, and the HTTP headers presented to Tamecta scanned for a set of attributes. The IdP had be
configured to release attributes such as ‘common nawrganization’, ‘organizationalUnit’ and ‘jpegPhoto’
so we displayed all of these in the user’s informatiimdow. Note that through the use of attribute socgpwe
only released these highly identifying attributes twm own Service Providers. The Grid portal itself whoa
choice of input parameters that the user may atgretform on search on the brain trauma databask,asic
patient sex, age, medication etc. The filtered vieenforced by a custom authorisation function whedtricts
the input parameters based on the role containttinduPersonEntitlement attribute. These roles defired
as ‘nurse’, ‘consultant’ and ‘investigator’, with thees expressing a hierarchy of privileges on the sysihe
‘nurse’ role may only edit a small number of nonrtiiying parameters and the ‘consultant’ role mai swbre
sensitive parameters, while also inheriting the patars of the ‘nurse’ role. This form of hierarchicaliege
management often allows security policies to be expresged simply, reflecting the real-life organisational
infrastructure already in place. The portal create$SQL query based on the selected input parametershian
is fed through Globus Toolkit 4 and OGSA-DAI to theckend database which collects the patient detaits f
auxiliary databases hosting subsets of the total pateat Securing of the auxiliary databases was outséle t
scope of this project, but forms part of the worktfeg JISC SEE-GEO [22] project for securing geogregihi
databases.

No serious implementation issues were encounteredgltite project, and the portal and single sign-on to
student resources has been demonstrated at conferadogsr&shops in the UK and internationally.

5. Outputs and Results

The project has produced many different kinds of afphese have included:
* A working medical data access portal which enforcést strle-based access control on its
users via Shibboleth attributes
e A campus-wide infrastructure for both authentiog@md authorising user access to local
systems
¢ Alegacy method of communicating with a productiorelaiser account management system
with minimal reconfiguration.
e Established liaison with campus IT services for consaftavhen full Shibboleth adoption is
implemented across campus
« Many live demonstrations at national and internaticoaferences and several published
papers
The actual publications generated directly or irdiye from the project, e.g. from exploitation of
Shibboleth single sign-on using the integrated Ghasigi® include:
R.O. Sinnott, O. Ajayi, A.J. StellSupporting Grid Based Clinical Trials in Scotland to appear in
Health Informatics Journal, November 2007.
R.O. Sinnott, A.J. Stell, O. AjayiDevelopment of Grid Frameworks for Clinical Trials and
Epidemiological Sudies, HealthGrid 2006 conference, Valencia, Spain, Ju@$20
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R.O. Sinnott, J. Watt, O. Ajayi, J. Jiangibboleth-based Access to and Usage of Grid Resources,
IEEE International Conference on Grid Computing,rd@#ona, Spain, September 2006 (18%
acceptance rate).

R.O. Sinnott, O. Ajayi, A.J. Stell, J. Watt, J. Jiasingle-Sgn on and Authorization for Dynamic
Virtual Organizations, International Conference on Virtual Enterprises, QPRE’'06), Helsinki, June
2006.

R.O. Sinnott, J. Watt, D.W. Chadwick, J. Koetsier@®enko, T.A. NguyenSupporting Decentralized,
Security focused Dynamic Virtual Organizations across the Grid, 2" IEEE International Conference on
e-Science and Grid Computing, Amsterdam, December.2006

R.O. Sinnott, O. Ajayi, A.J. Stelkecure, Reliable and Dynamic Access to Distributed Clinical Data,
Life Science Grid Conference, Yokohama, Japan, liacta006.

R.O. Sinnott, O. Ajayi, A.J. Stell, J. Watt, J. Jiatgger Oriented Access to Secure Biomedical
Resour ces through the Grid, Life Science Grid Conference, Yokohama, Japamliért2006.

R.O. Sinnott, O. Ajayi, A.J. StellSecurity Oriented e-Infrastructures Supporting Neurological
Research and Clinical Trials, 2" International Conference on Availability, Reliatyiland Security,
(ARES’07), Vienna, Austria, April, 2007.

R.O. Sinnott, O. Ajayi, A.J. Stell, C. Bayliss, J. Walt Jiang,Supporting Life Science Research
through Shibboleth and Community Grid Portals, HealthGrid 2007 conference, Geneva, April 2007.
R.O.Sinnott, J.Watt, J.Jianghe GLASS Project: Supporting Secure Shibboleth-based Sngle Sign-On

to Campus Resources, to appear in UK e-Science All Hands Meeting, Saier 2007, Nottingham.
R.O. Sinnott, O. Ajayi, J. Jiang, A. J. Stell, J. Watiser-oriented Security Supporting Inter-
disciplinary Life Science Research across the Grid, International Journal of New Generation
Computing, Special Edition on Life Science Gridditas A. Konagaya, P. Arzberger, T. W. Tan, R.
Sinnott, D. Angulo, March 2007.

R.O. Sinnott, O. Ajayi, A.J. StelGrid-enabled Infrastructure to Support Nationwide Clinical Trials
and Sudies, in progress for 4th International Conference om IStience Grids, Seattle, USA, October
2007.

R.O. Sinnott, J. Watt, J. Jiang, G. Stewart, A. SielIMartin, T. Doherty Federated Authentication
and Authorisation for e-Science, submitted to APAC, Perth, Australia 2007.

R.O. Sinnott, J. Jiang, J. Watlrust but Verify: Supporting Usable, Security-driven Virtual
Organisations, submitted to e-Science 2007, Bangalore India, Bbes 2007.

R.O. Sinnott, L. Han, G. Stewart, D. Berrypwards a Grid-enabled Smulation Framework for
nanoCMOS Electronics, submitted to e-Science 2007 conference, Bangaidia, December 2007.
R.O. Sinnott, O. Ajayi, A.J. Stellfowards an Optimal Approach for Decentralised Access Control in
the e-Health Domain, submitted to e-Science 2007 conference, Bangabdia,|December 2007.

R.O. Sinnott, J. Jiang, J. WaBecure User and Admin Friendly Virtual Organisations: The Model for
Future Grid-based Collaborations, in progress for 26th International Conference @maklel and
Distributed Computing and Networks, Innsbruck, AwastRebruary 2008.

R.O. Sinnott, G. Stewart, C. MillaiSupporting EEE-Science, in progress for 26th International
Conference on Parallel and Distributed ComputingNetivorks, Innsbruck, Austria, February 2008.

In addition, the project has presented and demongdtieteesults of integrated Shibboleth across a range of
scientific disciplines at a range of fora including:
R.O. Sinnott,Update on Shibboleth and Grid work at the National e-Science Centre Glasgow, Open
Grid Forum, Washington, US, September 2006.
R.O. SinnottGrid Challenges and Opportunities, seminar University of Stirling, October 2006.
R.O. SinnottDynamic Virtual Organisations in the Education Domain, presentation given at e-Science
Institute Edinburgh workshop on Virtual Organisatiddeyember 2006.
R.O. Sinnott,Single Sign-on for e-Life Science Research, presentation/demonstration selected to
represent UK e-Science, Supercomputing 2006 conferdraanpa Bay, Florida, November 2006.
R.O. Sinnott,An e-Voyage showing Shibboleth Single Sgn-on in Action, UCISA Conference, Aston
Business School, Birmingham, November 2006.
R.O. SinnottLife Science Grids, seminar University of Aberdeen, November 2006.
R.O. SinnottUsable Grid Security, seminar Royal Holloway (invited talk), December @00
R.O. Sinnott, Security-oriented access to microarray data resources, BBSRC e-Science and
Proteomics Workshop, Carden Park, Cheshire, Janu@i. 20
R.O. SinnottGrid Challenges and Opportunities, seminar University of Aberdeen, January 2007.
R.O. SinnottLife Science Grids, (invited talk) talk given to UK/Swedish AmbassadatdJK-Sweden
e-Research event, Stockholm, Sweden February 2007.
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R.O. Sinnott,Grid based e-Health, talk given to Chief Scientist Office/Scottish Exéee, February
2007.

R.O. Sinnott,Supporting Life Science Research through Shibboleth and Community Grid Portals,
demonstration and presentation given at HealthGrid¥ 2@nference, Geneva, Switzerland, April 2007.
R.O. Sinnott, Experiences Developing e-Infrastructures across Biomedical Repositories at NeSC,
presentation given at EU workshop on Towards a Eaope-Infrastructure for e-Science Digital
Repositories, Brussels, Belgium, March 2007.

R.O. Sinnott, The UK e-Science Environment, presentation given at UK-Malaysian e-Research
workshop organised by UK High Commission, Kuala LumMalaysia, June 2007.

6. Outcomes

The outcomes of the project include the outputs meatioin the previous section, but the main focus of
GLASS lay in the overall knowledge gained in themgion of Shibboleth in a campus environment. Based
the original project proposal, all the outcomes efttiree phases of the project have been met on tineeude-
case for integration of the NSure system was definety e@m, with the necessary configuration being
implemented on our test resources. The outcome of tigisepdirectly fed into the next phase, which involved
setting up the distributed attribute authority infrasture, and designing the environments necessagplicate

the University’s campus services for the single sign-anatestration. Finally, this experience was utilised in
securing the medical data portal, which involved rbmoval of the bespoke login portlet and the use of a
custom access control function.

Along with design and implementation issues, othercspE identity management were invoked in order
to keep the data used in the GLASS project secure.obthese being the encryption of stored passwordseon
LDAP server, which meant that even administratordctaot find out the passwords of their users. This ntetho
is now being successfully used in the nanoCMOS project.

The main outcome of this project however, lies inrteed for the setting up and configuration of these
systems to be better understood, and made clearedrfoniatrators. Currently the knowledge required tosetu
these systems is vast, with Shibboleth alone requiniegtcurate configuration of at least 10 raw XMEediin
order to express policies. The need for simplificatbtthis has fed directly into the OMII-SP projettNeSC,
which aims to produce a set of portlets which all@nfiguration of (amongst other things) Shibbolethilaite
acceptance policies for Service Providers. The desfighese portlets has arisen directly out of theirements
of the GLASS project.

7. Conclusions

The GLASS project has successfully demonstrated 8abboleth can be integrated with a variety of
applications, both custom and proprietary, acrossexdgeneous set of resources. The single sign-on ciypabil
of Shibboleth means a user may browse between theserces seamlessly by only entering their password
once at the beginning of the session, thus minimigiegatmount of times this information need be transmitted
across networks. The end user may invoke a range dfifidieg information held in attribute stores across
campus in order to access specific services, some ragjebintextually accurate text strings, others, likie g
Services, requiring access through X.509 certifica®dl of which is done transparently to the user, nrgathe
user cannot weaken the security model of PKIs thrqaagir management or lack of technical knowledges Th
implementation has also been shown to have little itlnpathe running of dependent servers, which is aaruc
element in persuading institutions to adopt the S#dth technology. Its versatility in protecting high
heterogeneous resources has also been demonstrated.

The results of the GLASS project have been demdesttia various peer reviewed papers and numeroes liv
demonstrations at JISC and at numerous workshops abmssuntry and internationally. The model adopted
for distributed attribute authorities is now standBmdNeSC based projects, representing a sum of £2/@
of project funding, and we have been disseminatifgrination about how other institutions may adopt this
scheme. The results of the GLASS project are alsatfirmforming on-going projects such as the JISC &dd
VPman project, where integration of VOMS, PERMIS &ibboleth is on-going. We note that we have
already integrated VOMS and PERMIS to successfultygut GT4 based services. Work is on-going to provide
Shibboleth based access to other services and resoncbeding OMII-UK services and resources such as the
NGS. We have also shown how vanilla VOMS can be ws#dmajor cluster resources such as ScotGrid. The
technology transfer of these results to the NGS igang.

The GLASS project is by all standards a great succesbasdteered the use of Shibboleth at Glasgow in
the past year and will continue to do so for theegeeable future. This is shown through the recerirign
success of NeSC Glasgow in two major EU FW7 proposaleigrg Shibboleth and security technologies in
the clinical domain worth over 5M€. The first of theg&/ERT-IT (Advanced Arterial Hypotension Adverse
Event prediction through a Novel Bayesian Neuratwdek) directly extends the work undertaken in the
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BrainlT demonstrator project explored within GLASEhe second of these EuroDSD (Investigation of the
molecular pathogenesis and pathophysiology of Desgrdf Sex Development) builds upon the security driven
approach to Grid research needed in the e-HealttaihoBoth of these projects are looking at explatatbf
Shibboleth and fine grained authorisation technelegi

8. Implications

Not surprisingly, the implications of the GLASS mcj are most strongly felt at the University of Glasgow,
where the results of the integration experiments nemd fdirectly into the IT services’ master plan for
student/staff service access for the next 5-10 yparticularly in light of the current efforts in aeadia to roll

out Shibboleth across education institutions as thead® fauthentication mechanism. The ease at which
Shibboleth may be integrated with current campus legelr accounting systems mean that adoption of this
technology may be implemented in a matter of daysyiging the University can guarantee the uniqueness of
the ‘uid’ attribute for every user across campus, esisithe ‘glue’ that holds the distributed attribatghority
model together. The model proposed by GLASS has dyiréeeen adopted by the VOTES, VPMan and
nanoCMOS projects, with the latter providing a matiig use-case for other institutions to adopt this@gh,
particularly those institutions running productiaser-accountable Identity Providers, which will nollsnae
resilient to any requests for configuration changd® model proposed here allows complete departmental
flexibility whilst requiring minimal schema manipulation

NeSC Glasgow is adopting this approach for all itsgydmsed projects, with Shibboleth taking the form of
a portal view filter, allowing only certain useres to invoke certain services. With the abundanaaethods
for integrating Shibboleth with Grid-style autheatiion mechanisms based on X.509 (SHEBANGS, ShibGrid,
GridShib etc), the final role of Shibboleth in tiBrid context remains open. However, this model alow
Shibboleth to be used as a reliable, robust firstl lefsseecurity, meaning that any services invoked leygbrtal
will already have had to pass initial authenticatiord basic attribute-based authorisation before beerg
invoked. The problem of marrying a local and ‘na#b level credential was beyond the scope of thigegtp
however, this is being explored in the VPMan and @MOS projects, and the model exploited above is
complimentary to any ‘tier-2’ bridging middlewarteat can be adopted.

The association with NHS and their willingness to jdevdata and information regarding the
implementation of their live databases for searchingmgpor political win, as the NHS is well-known fdret
strength of its security requirements. It says a lotHertechnology that this group is willing to parteie, and
will be an important reference point for other diicgs who cite security concerns as major obstacles to
collaboration and information sharing.

The success of this project and its output has hardéreedotion that wide uptake and popularity of e-
Science and the Grid as a whole will be leveredheyeiase at which these resources may be accessed-by no
technical users whose only specialisation is the fiekti@nce they currently reside in. Portal technolisgfiast
becoming a key API for any Grid resource, so securitgietslike those investigated by the GLASS projedt wi
be an attractive feature for any service providashing to hide any complex PKI functionality frommeavvy
end users. The output from GLASS will continue toles@utside the timescale of the project, as it has lse
heavily adopted by the various projects at NeSC fartder integration with Grid security middlewardiieed
into the academic community, providing some compglluse-cases that prove that an all-encompassing
solution to federated Grid access is no longer puhelgretical.
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