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Executive Summary

Project FLAME completed a significant investigation into the social aspects of a university environment in which Federated Access Management, ‘single sign-on’ and related technologies for Identity and Access Management (IdAM) are beginning to impact on end-users (students and academic staff), using the London School of Economics (LSE) as a testbed.  To facilitate this, the implementation of some supporting services that enhance end-user interaction with Identity and Access Management middleware was accelerated, partly within Project FLAME and partly via a separate related project to implement and populate an Enterprise Directory for the LSE.

The technical work in the project was designed to make the Social Study possible; FLAME was not intended to be a development project in its own right. However, the project was able to make detailed recommendations not just to the LSE but to the UK HE community for management of DAM, ARP and VOM within the infrastructure that has been selected to support the UK Access Management Federation for Education and Research, and parallel national organisations in many other countries.
The Social Study produced a large quantity of data (which has been preserved and is available for further analysis by other researchers), a comprehensive report, and recommendations for future support for end-users.

All published material produced by Project FLAME is available via: www.angel.ac.uk/FLAME 

Background

As the use of Federated Access Management (FAM) increases and matures within the education community, institutions will be able to start exploiting its potential for fine-grain authorisation and unified control of access authorisation and attribute release to third party services.

Software tools for these functions exist, but have not yet been widely deployed on production scales. More importantly (as found by studies such as that of the JISC Identity Project) there are relatively low levels of awareness amongst users (including academic staff, students, and IT-support staff) of some issues raised by the use of these tools.  Before Project FLAME there had been no comparable study within the HE community (in the UK or elsewhere) of end-user awareness about the issues relating to use of FAM such as increased need for authentication credential security, and informed user consent to the release of personal data to third-party services.
Aims and Objectives

Project FLAME (Federated Local Access Management Environment) built a production-scale institutional installation of various online shared services and user interfaces at LSE to enable, and then investigate, the use of three important functions peripheral to (but arguably essential to) the adoption of Federated Access Management (FAM) by an institution for cross-domain access to online resources. These middleware services were:

· Delegated Authority Management (DAM): the ability for users with appropriate authority to define, via a central shared service, the authorisations of other users to access diverse sources of information, online services, and physical spaces - including the power to delegate such powers in controlled ways to other users;

· Attribute Release Policy (ARP) control: the ability of the institution and each end user to effectively control what personal information about themselves is released to internal and external service providers; and

· Virtual Organisation Management (VOM): the ability for LSE users to easily provide ‘guest’ access to colleagues based at other institutions (ideally but not necessarily institutions participating in the UK Access Management Federation).

FLAME succeeded in meeting these aims and objectives, despite the need to modify aspects of their implementation and measurement during the course of the Project.

The main benefit to LSE of the Project  FLAME (i.e. the business justification for the risks and costs of LSE participation in this JISC programme) was intended to be the operational implementation of DAM, ARP and VOM services. These would build upon the enterprise directory and mature use of FAM technologies (Shibboleth) already established at LSE, and provide general-purpose foundations for better user identity management by LSE, and further exploitation of the potential of FAM to provide an improved online environment for learning and research.  These objectives were not met to a great extent, although the Project served as a learning experience on which further work could be founded, for example, by highlighting the need for more sophisticated ARP controls than are currently provided by many commercial services offering ARP functionality.
Methodology

Apart from project management activities (conducted following the JISC guidelines unless otherwise agreed with the JISC Programme Manager), the Project undertook parallel strands of Technical implementation and Social study, with timetables coordinated so that production-scale services were in place, in time for their promotion to users and gathering of information about their use.

Technical implementation

A technical team led by Simon McLeish selected and implemented DAM and ARP tools, designed and built facilities for Virtual Organisation Management (enabling limited-term access to resources for people who were not 'identity managed' by LSE), and integrated DAM controls with existing target applications. They made extensive use of the findings of the JISC-funded Identity Project institutional audit of LSE, produced in October 2007, to establish the requirements for authorisation management in particular.

Social Study

In parallel a Social Study team supervised and peer-reviewed by Edgar Whitley undertook an LSE-wide user awareness information campaign, and then a survey of the attitudes of users to their use of non-public online resources, and release of attribute information about themselves, by methods including online surveys and more detailed interviewing, focus groups and questionnaires.  The scheduling of activities, primarily using the staff and student population of LSE as the research subjects, took account of the annual academic timetable that most of them are following.

Implementation

Technical implementation
The first technical task was to evaluate possible candidates for DAM, ARP and VOM, choosing Signet/Grouper for DAM, ShARPE/Autograph for ARP, and software to be specially written for VOM. Early delays in implementing these occurred through problems with obtaining virtual servers from LSE IT Services, with the lack of the fully functional and populated Enterprise Directory that the project plan had assumed to be in place by the start date, and with delays in recruitment.

After considerable work with the initial candidates for DAM and ARP, the project team came to the conclusion that neither Signet/Grouper nor ShARPE/Autograph were entirely appropriate for these roles.  ShARPE/Autograph was replaced quickly with ArpViewer, while the lack of a suitable alternative to Signet/Grouper led the team to produce their own lightweight DAM solution. 
Initial planning was to evaluate and select a number of ‘target applications’ that were LSE operational services with appropriate access management requirements and significant end-user populations, and then integrate these fully with FAM and supporting services.  These included, for example, the LSE virtual learning environment (Moodle) and an in-house service for management of student reading lists which was in the final stages of development by the Library IT Team.  Planning before and in the early stages of the project was supported by detailed discussions with the management and technical staff responsible for each of these services, and agreement with these colleagues that such work with their services would be possible within the constraints of the Project FLAME timetable (largely dictated by the timeframe of the JISC funding programme).  However, at the time when this integration could be undertaken by the FLAME project team, work with some applications was prevented by operational issues.  For example, managers of the LSE Moodle installation decided that necessary version upgrades and loading of new course content must take priority;  and implementation of the Library reading list system to a stage where it could be released to end-users was delayed beyond the time-window which would make it useful to support the FLAME Social Study.

The DAM, ARP and VOM solutions were fully integrated with FlameSpace, a WIKI-based collaborative tool intended to test their capabilities, and with an externally-hosted Web-based service for job application processing developed for Human Resources Management by WCN plc, which was being procured by the LSE.  Although Project FLAME had originally intended to focus (only) on FAM for internally provided applications, the latter offered an example (possibly the first, at least in the UK) of a third-party application for FAM which was beyond the bounds of the current predominant use of FAM (in the UK as a ‘replacement’ for the old Athens service, for controlled access to online ‘read-only’ resources) and required the secure release of a considerable set of general and application-specific attributes including sensitive personal information.
Social Study

The Social Study strand of the project, on a parallel timeline to the Technical strand, commenced with a two stage awareness campaign on the LSE campus, aiming to publicise that the Project was going on to students and staff (and thereby increase end user participation in later study activities), and to raise awareness of some of the issues affecting users in an academic environment increasingly reliant on the use of online services and resources.  The preliminary campaign was used to test which methods were most effective, and the second, higher-profile campaign was launched during Freshers Week in October 2008.

Some challenges were posed to the awareness campaign originally planned as part of the Social Study.  Due to a delay in producing publicity for Library users at LSE about the transition from use of Athens (and Athens usernames/passwords) to FAM, for access to most licensed external online resources, it was decided by Library service managers that publicity for the access tools implemented by FLAME, displayed alongside this advice, could be confusing for some end-users.  Awareness material produced by FLAME was therefore displayed and distributed on most parts of the LSE campus with the exception of the Library.

The main mass response method used by the Study was a self-completion questionnaire, available online and in printed form.  This was supplemented by focus group meetings, individual interviews and structured task sessions to gather more in-depth information from smaller numbers of users, selected to ensure that they were representative of different groups (undergraduates, postgraduates, research and academic staff).  Services staff (including Library, IT and others involved in ‘identity management’ activities) were deliberately excluded from the Study.  

The Study also mounted a specific experiment to quantify the extent of user ‘carelessness’ about divulging sensitive personal information.

Project management

Project FLAME was supported and governed by the established ICT Managers Group at LSE, on which all of the relevant service provider teams are represented.  The group assumed a Project Board role for FLAME with the Chair of the group, Adrian Ellison, assuming the role of Executive for Project FLAME.  This proved to be an effective and workable way of involving appropriate senior organisational staff with authority and also understanding of the technical and organisational challenges faced by the project.

Management of Project FLAME was not supported particularly well by the programme management in place for the JISC Institutional Exemplars programme.  This may have been partly due to the diversity of projects in the first phase of the programme, the inexperience of the JISC programme manager responsible, and some lack of clarity of the role of the JISC Programme Board (and distinguishing this role from that of the Project Board, which had been agreed by JISC before approval of funding).

Outputs and Results

Apart from project management deliverables, Project FLAME has produced:

· a comprehensive research report on the Social Study, together with several interpretations of different aspects of the Social Study findings;

· a detailed report on the technical implementation and maintenance issues of the middleware tools selected;

· recommendations to institutional infrastructure support staff (at LSE) on post-project actions;

· recommendations to JISC Services and/or the UK Federation Technical Advisory Group on implications that the findings of the Project have for future standardisation of end-user attributes and institutional (identity-provider) Attribute Release Policies.

All outputs of the Project are publicly available on the FLAME website (www.angel.ac.uk/FLAME) and will be maintained online until (at least) April 2012 by LSE.  LSE staff will assist with any alternative or longer-term archiving of Project outputs requested by JISC.

Certain material collected by the Social Study that included personal information about individual subjects, including audio recordings of interview sessions, has been preserved online but is not publicly accessible.  In such cases a note directs researchers (who may wish to make further use of the material collected by FLAME) to a LSE contact to discuss their requirements and terms of use for such material.  Certain information has been redacted from the technical reports, because publication may compromise the security of LSE network infrastructure or ICT systems.

Outcomes

There has been considerable community interest in the findings of the FLAME Social Study.  Results have been presented (by Mike Roch of Reading University) at the Eduserv Annual Symposium (London, May 2009) and by John Paschoud at the TERENA Annual Networking Conference (Malaga, June 2009). It is difficult to assess at this time what indirect impact the Project may have on wider institutional behaviour, policies or practices.  At LSE, further work has been started on identity management of end users, partly via a working group with authority from the LSE ICT Managers Group (a standing body which acted as the Project Board for Project FLAME).  Lessons have also been learned about the management of infrastructure services such as virtual machine server resources, as a direct result of Project FLAME, and documented in sections of the Project FLAME Technical report.

Conclusions

Levels of awareness of the issues addressed by Project FLAME regarding use of online personalised services and personal information security amongst undergraduate and postgraduate students/researchers in social sciences disciplines broadly reflects (but are slightly higher than) comparable awareness in the UK population at large.  There are specific aspects of this awareness which could be improved by information campaigns conducted by universities.

Middleware products for end-user management of middleware functions such as Devolved Authority Management and Attribute Release Policy control, usable with Federated Access Management infrastructures such as Shibboleth and AthensIM are not yet mature easy to implement; particularly in respect of end-user interfaces that are understandable enough for users to make well-informed decisions.

The full implementation of comprehensive and integrated Identity and Access Management in a university faces many organisational and technical challenges.  To be successful these may require the undertaking of implementation projects/programmes with more flexibility of timetabling and planning (responsive to external factors) than is possible from the fixed-at-start timetable and budget of a project funded by JISC under current Project Management Guidelines.  A higher level or greater commitment of senior institutional management to the business case for comprehensive IdAM may also be necessary.

Implications

The technical findings of Project FLAME included recommendations for both standards (in the form of suggested changes to the UK Federation technical documentation discussion of attributes) and for future development work. The principal lesson of the project from the technical point of view is that implementation of DAM, ARP and VOM is not straightforward, either technically or procedurally, and that institutions should carefully plan how they wish to implement advanced services of this kind.
The FLAME Social Study gathered more data than it had the resources to fully analyse.  As far as possible (subject to personal privacy and institutional security considerations) all data collected by the study has been preserved and can be made available for further analysis by other researchers.

Implications from the findings of the FLAME Social Study are that, whilst ICT managers in universities and colleges generally acknowledge that identity and access management are key priorities, they may also need to consider aspects of end-user awareness and education to cope with the increasingly online natures of the learning and research environments they are providing.

Recommendations

The Social Study report included and abstracted a detailed list of 18 recommendations for action to LSE.  The Technical report recommended actions to LSE, to JISC, to the UK Federation and to institutions considering and implementing further use of FAM.

Because of the limitations of currently available tools for Devolved Authority Management and Attribute Release Policy control by end users, the Project would recommend to JISC further investigation into the requirements for these components, and consideration of support for the development of open source products to meet these requirements, in collaboration with 
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