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1.0
Executive summary
The JISC commissioned a study to describe current practice and envision future processes in identity management for lifelong learning in UK higher and further education; and to map the differences between the ‘ideal’ world and what happens currently to provide a better understanding of what can be done and where priorities may lie for future work. The outputs of the study are intended to capture the processes and actions related to identity management, in the context of two scenarios, around the areas of provisioning, maintaining and de-provisioning of identity; and the provision of authenticated information about learners to relevant organisations.
To gather the evidence required, Oakleigh carried out interviews with Higher Education Institutions (HEIs), Further Education (FE) Colleges; consortia of delivery partners, and with sector bodies. The work was supported by desk research and analysis of relevant documentation. A workshop was held to test and challenge assumptions and the challenges and issues identified in the course of the work.

In the body of the report we provide a working definition of identity management and lifelong learning to provide context. We also summarise current and planned work by the Managing Information Across Partners (MIAP) programme, the UK Access Management Federation, (UK AM Federation) and the Department for Children, Schools and Families (DCSF) as it relates to this study.
The MIAP Learner Registration Service (LRS) is progressively allocating a unique learner number (ULN) to all learners over 14 years of age. The ULN will be the cross reference to official data on learners’ activities. The MIAP programme is currently looking at conducting a trial with UCAS on the use of the ULN and the Learner Registration Service in application to higher education.
The UK AM Federation is a framework enabling access to online resources across the education system. Federated access management deals with an individual’s identity within an organisation.

As part of its work on enhancing identity assurance, the DCSF Chief Information Officers (CIO) Group is recommending that the ULN be adopted as the primary educational identifier, allocated at birth. The ULN will provide a consistent identity for linking and transferring of data. It is proposed that the UK AM Federation will provide a role in supporting single sign on to online government and sector services.
Key characteristics – current

Identity is managed within an institution for discrete episodes of learning. Identity is provisioned, maintained and de-provisioned based on an individual’s role within the institution.

Identity is provisioned when the learner becomes associated with the institution (usually at registration or enrolment, but sometimes at application or even enquiry) and credentials activated when the learner becomes a ‘member’ of the institution.

A learner may have multiple identity credentials or ‘persona’ within an institution, or have multiple persona across a number of institutions for the same course of study (if delivered by a number of delivery partners). Identity credentials created for concurrent, but unrelated, courses of study are not linked.

Maintenance of identity is driven by changes due to life or learning events. Where identity management is based on data from disparate systems or separate processes, it is dependent on accurate and timely changes being made.

Within institutions, identities are de-activated, rather than de-provisioned in the sense of being deleted, at completion or withdrawal. The identifier and identity attributes remain on information systems but credentials are deactivated.

The main priority for information sharing for FE is related to statutory data reporting (through the Individualised Learner Record (ILR) to the Learning & Skills Council). Information sharing between delivery partners currently faces issues related to secure data exchange between multiple partners. Identity is managed at an institutional level, largely to provide access to resources, rather than to enable the sharing of information on a learner with interested parties.

Key characteristics – future

The ideal case is that the learner will be provisioned with a core electronic identity or come to the scenario with an existing core electronic identity. One core identity will help enable the personalisation of learning, by transferring information about a learner and their preferences from one learning episode to the next; or across concurrent episodes if relevant.

The identity, once provisioned, should also play a role in enabling the sharing of information about learners to other organisations. It will enable the build up of a complete picture of a learner’s progression, achievements and awards, aspects of which could be shared with authorised entities.

As there is one core identity, there will be no requirement for de-provisioning. Credentials (such as email addresses and password) at individual institutions would be activated and de-activated dependent on the learner’s institutional affiliation to provide access to resources and services.
The ability to provision, maintain, de-provision, and securely share information would require an authoritative data source (centralised or distributed) with clarity on data ownership, from which data could be drawn to manage identity. This may be provided by the MIAP Learner Registration Service or the National Identity Scheme if fully implemented.
Issues

Two main issues emerged in relation to provisioning of identity – data accuracy, (including avoiding duplication of identities) and assigning roles. Provisioning of identity is reliant on data provided by the learner. Inconsistency in data can lead to duplicate identities and this has implications for the institution in terms of resource effort spent checking and cleaning data, and for the learner in terms of access to resources and services. 

In lifelong learning there is a need to manage identity at a fine grained level in relation to the roles assigned (there may be a need to assign an identity to employers or mentors as well as the learner, for example to enable information sharing on work based learning sponsored by the employer and carried out in part in the workplace). Currently federated access management using Shibboleth as the preferred software does not support a multi-tiered model. The fine graining of roles attached to an identity is also relevant to learners directly, institutions may wish to allow applicants access to certain institutional systems and resources.

With regard to the maintenance of identity, a key issue is the reliance on decentralised data input which runs the risk of introducing inaccuracy, which is a process issue. This has implications for access to resources and services for learners and institutions, and for accurate data reporting.
Institutions generally de-activate rather than de-provision or delete identity, so that they can be re-activated at a later date if a learner returns. De-provisioning is required for duplicate identities, and the identification of duplicate identities is a time-consuming process for institutions, often involving manual checking and verification.

Information sharing is a particular issue for consortia or partnerships delivering learning. Constraints on information sharing can be political (where institutions feel they are in competition for learners) or technological. In the latter, the issues relate to the ability to share information across information systems, either relating to interoperability or security.

Recommendations
A recommendation of this report is that JISC and MIAP work together to publicise the work of MIAP, its purpose and scope, with the intention of reducing any duplication of work in similar areas; to inform institutions of the potential benefits offered by the Learner Registration Service and ULN to HE (such as improved personalisation for learners, increased data accuracy and reduced data burden for institutions); and to broaden recognition of the scope of identity management to assist the sharing of information on learners as well as providing access to resources and services. This may entail building on MIAP early adopter work in HE, to integrate with work to introduce the ULN with a broader use of identity management for information sharing. Linking into work under the MIAP programme should help reduce the cost of the interventions and spread a joined-up message.

A recommendation of this report is that there is also an opportunity for JISC to promote closer interaction between the MIAP programme and the UK AM Federation to look at how a multi-tier model of access and information sharing can be addressed, undertaking pilots with selected consortia that are facing these issues in practice and at an operational level. To limit the cost implications of our recommendation, we suggest that one of the pilots proposed to follow the current JISC project Business and Community Engagement (BCE) – Enabling the Institution / BCE Partner Interface could focus on identity management to support information sharing on learners across partners, with a particular lifelong learning perspective.

A recommendation of this report is that guidance offered to institutions on identity management includes the benefits of taking a lifelong learning perspective, and covers the drivers for this approach and any implications of changes in policy and practice that will influence it. To help control cost it may be possible to build on the work JISC is currently commissioning on the development of an 'Identity Management Toolkit' for institutions. It would be beneficial to include a requirement to understand identity management in the context of lifelong learning and not solely in terms of access to institutional resources.

It is a recommendation of this report that the JISC work on e-Accreditation of Prior Experiential Learning (e-APEL) is built upon to understand how identity management can contribute to the recording of APEL to build up a record of lifelong learning. In addition, work is required to investigate the ways in which higher education degrees or other qualifications can become part of the MIAP learner record. To limit the cost of fulfilling this recommendation, discussions could be held to integrate with the work of MIAP and early adopters in HE for the implementation of the ULN and the learner record.
2.0
Methodology
2.1
Overview of requirements
The JISC commissioned a study to describe current practice and envision future processes in identity management for lifelong learning in UK higher and further education; and to map the differences between the ‘ideal’ world and what happens currently to provide a better understanding of what can be done and where priorities may lie for future work. The outputs of the study are intended to capture the processes and actions related to identity management, in the context of two scenarios, around the areas of provisioning, maintaining and de-provisioning of identity; and the provision of authenticated information about learners to relevant organisations.

The aim of this study is to aid understanding of the challenges facing the education sector in identity management for lifelong learning, and to support JISC in future planning in this area. The objectives of the study are to:
· Detail the identity management lifecycle in a series of episodes within the educational journey of a lifelong learner, both in an ideal world and also as they are currently.
· Explore the extent to which the requirements that derive from the above for identity management are met by the Managing Information Across Partners (MIAP) initiative, the UK Access Management Federation (UK AM Federation), and institutions’ own processes.
· Map the differences between the ideal world and what happens currently to provide a better understanding of what can be done and where priorities may lie for future work.

2.2
Approach

The JISC provided two scenarios, reproduced below, to provide the basis for the study. The outputs of this study are intended to capture the processes and actions related to identity management which each of the actors go through in each episode of the scenarios. The outputs should cover the following areas:
· Provisioning of identity.

· Maintenance of identity.
· De-provisioning of identity.
· Provision of authenticated information about learners to other organisations 

Scenario 1

George is working as a recording engineer in the music industry, having achieved a Level 2 BTEC in music many years ago. He wants to improve his skills to gain more chance of promotion, so registers for a course leading to a BTEC National Award in Music Technology at a local FE college. This goes well, and he completes the course and gets a new job in another town. After another year or so, he wants to continue his studies, so he registers for a foundation degree at another college, which is validated by the local university. On successful completion of this, his employers pay for him to register with the university to complete an honours course. Ten years later, he moves to the country and fancies a change of direction, so registers for a higher education certificate in counselling.

Scenario 2:

Susan gets her unique learner number (ULN) as part of the early phases of the MIAP rollout.  She gains eight GCSEs at school, and moves to study ‘A’ levels at the local college, where she meets the man of her dreams. They get married when she is eighteen, after she has completed her ‘A’ levels. She gets a job in a bank to enable them to get a flat together, and this goes so well that after a few years the bank asks her to register for the foundation degree in banking and financial services which the bank developed with a group of universities and colleges nationally. She mostly learns at her workplace, but has occasional sessions at a local college. Unfortunately she has forgotten about her ULN and simply presents paper certificates so gets a new ULN at her local college. On successful completion of the foundation degree, she registers for a part-time honours course at a local university, but withdraws before completion of this due to family circumstances. Many years later, she registers for an MBA.

2.3
Method

To gather the evidence required, Oakleigh developed briefing notes, discussion topics and supporting materials for interviews with learning providers and sector bodies, based on the scenarios. Appendix B has a full list of participants.

The learning providers participating in the study comprised Higher Education Institutions (HEIs) that had participated in the previous JISC Identity Project or had experience of lifelong learning activities; Further Education (FE) Colleges involved in the early stages of testing and trialling the MIAP unique learner number (ULN); and alliances or partnerships of universities, colleges and work-based learning providers involved in lifelong learning. Therefore the institutions involved had knowledge and practical experience of the issues related to identity management or to the challenges of delivering lifelong learning; and as such may not be representative of learning providers generally. 
Interviews and information gathering with these institutions was supported by further interviews with sector bodies such as Awarding Bodies, UCAS, HESA, MIAP, UK AM Federation, and the Department for Children, Schools and Families (DCSF). More detail of the work being carried out by the latter three bodies as it relates to this work is provided in Section 3.2. 

The work was also supported by desk research and subsequent analysis of relevant documentation. A list of the main references is appended (Appendix C). On completion of the first round of interviews and analysis of documentation, the details on current and future practice were drawn together, and the issues faced were logged. A workshop was held to test and challenge assumptions and the challenges and issues identified in the course of the work. The workshop also provided an opportunity to discuss further those areas where JISC could provide support to facilitate identity management in lifelong learning.

In the remaining sections of this report we:
· Give an overview of work being carried out by MIAP, UK AM Federation, and the DCSF relevant to this study.

· Present findings and key issues.

· Provide recommendations for future JISC work to address the issues identified and to facilitate identity management for lifelong learning.
3.0
Key findings and issues
3.1
Definitions
3.1.1
Identity management

Before describing the main findings, it is worthwhile providing a definition of ‘lifelong learning’ and ‘identity management’ to provide context for the reader; and describe briefly the current and planned work by the MIAP initiative, the UK AM Federation and DCSF, as they impact on this study.

The Identity Project
 previously commissioned by JISC opted to use the term Identity management as described in Wikipedia:
1. The identity is established:

a) A name (or number) is connected to the subject or object;

b) The identity is re-established: a new or additional name (or number) is connected to the subject or object;

2. The identity id described:

a) One or more attributes which are applicable to this particular subject or object may be assigned to the identity;

b) The identity is newly described: one or more attributes which are applicable to this particular subject or object may be changed;

3. The identity is destroyed.

This description adequately covers the provisioning, maintenance and de-provisioning of an identity, but does not cover the purpose, which in the case of the study and the institutions and other stakeholders involved is to improve data quality to manage either access to resources (digital or physical) or to enable accurate (audited) data reporting or information sharing.

It is worth noting that at the workshop held as part of this study, an HEI participant stated that problems with data accuracy and inconsistencies between information management systems were a major driver for setting up the original identity management work at the University. The benefits of better data accuracy were used to ‘sell’ the project to the key stakeholders (e.g. Registry, Faculties). 
Work on benefits realisation for the ULN as part of MIAP also focussed on efficiency gains for institutions of timely access to accurate data on learners; and the difference ‘joined up’ information will make to providers, planners and learners.
3.1.2
Lifelong learning

The European Commission has defined ‘lifelong learning’ as
: ‘all purposeful learning activity, undertaken on an ongoing basis with the aim of improving knowledge, skills and competence, within a personal, civic, social and/or employment-related perspective’. This approach to learning is required due to the scale and pace of economic and social change; the required transition to a knowledge-based society and economy; and demographic pressures arising from an aging workforce.

Lifelong learning supports full economic and social participation, and for the purposes of this study includes formal learning (such as courses at universities and colleges that lead to recognised qualifications) and non-formal learning, such as vocational skills acquired at the workplace. A key component of lifelong learning is that it is flexible and adaptable to the requirements of the learner and employer. It therefore demands the same of the organisations and institutions providing the teaching and learning. Lifelong learning is not necessarily ‘linear’ or sequential, in that learners may be studying for a degree and a continuing professional development module at the same time at different institutions.
3.2
Overview of current and planned work by MIAP, UK AM Federation, DCSF

3.2.1
MIAP programme

The key part of the MIAP programme, of relevance to this study, is the Learner Registration Service (LRS), which is progressively allocating a Unique Learner Number (ULN) to all learners over 14 years of age. The Service will also provide a register of learners allocated a ULN; and consolidate information into a MIAP database from a variety of official data (initially the National Pupil Database (NPD) and the LSC’s Individualised Learner Record (ILR)) on learner activities, using the ULN as its cross reference.
The LRS was introduced in September 2007 and is being made available across the education sector in England (schools, 6th Form Colleges, FE and HE). The approach to the delivery of the LRS is to provide a web service interface linking to institutions management information systems (MIS) – so that information is entered on learners once. Learners will be made aware of their ULN which they will retain throughout their life as a means of accessing their Learner Record, regardless of where they participate and at what level of learning. Information in the Learner Record can only be shared with the prior consent of the learner. 

The Learner Record is being launched in September 2008 with users having access in September the following year. The record is an aggregation of an individual’s learning and achievement record (including participation). It will hold details of Key Stage 4 & 5 and above.

To date, although system-wide in scope, focus has been on schools and FE, but ‘early adopters’ in HE are expected by the end of 2008. UCAS and MIAP are about to conduct a trial on the use of the ULN in applications to HE. The trial will look at:

· The inclusion of the ULN in the UCAS applicant record passed to HEIs and HESA.

· The possibility of partly populating the UCAS application from the LRS Learner Record.

· Collection by UCAS from the Learner Record of verified data in previous qualifications, to reduce errors at application.

UCAS will be collecting the ULN, where available, from applicants for 2009 entry to higher education, although the data field is not mandatory.

3.2.2
UK Access Management Federation

The UK federation is a framework enabling access to online resources; it does not enable access at a network level. The federation is available to schools (through Local Authorities or Regional Broadband Consortia), HEIs and FE learning providers. Some FE Colleges and HEIs are using the Framework to become Service Providers as well as Identity Providers so that they can share resources with others in the Federation (and this has a particular use in enabling the delivery of the national diploma by partnerships).

Federated access management deals with a user’s identity within an organisation. New accounts are created when a learner joins a new institution. The UK AM Federation is designed to protect the privacy of users while giving Service Providers and User Organisations sufficient assurance that requirements such as licenses and acceptable use policies can be enforced. The basis for the federation is that a user’s primary relationship is with their organisation and that personal data should normally be kept within this relationship. Generally, Service Providers need only know that an individual is a recognised user, having a particular status, at a member organisation. This involves no personal data being disclosed. The UK Data Protection Act of 1998 defines personal data ‘as any data that can be associated with an identifiable individual’. This is related to the concept of personally identifiable data (PII) defined by the US Department of Labor as: 
Any representation of information that permits the identity of an individual to whom the information applies to be reasonably inferred by either direct or indirect means. Further, PII is defined as information: (i) that directly identifies an individual (e.g., name, address, social security number or other identifying number or code, telephone number, email address, etc.) or (ii) by which an agency intends to identify specific individuals in conjunction with other data elements, i.e., indirect identification. (These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors). Additionally, information permitting the physical or online contacting of a specific individual is the same as personally identifiable information’. 

The core eduPersonTargetedID attribute provides a persistent user pseudonym (distinct for each service provider) which allows personalisation of services for that particular user (without revealing their PII). This targetedId is not transferred across institutions. It is a medium term development of the UK AM Federation to allow this. 
At present there is limited interaction between the MIAP programme and UK AM Federation, although the federation is considering using the ULN as a sub attribute in the EduPerson Schema, if there is community need or support. This will provide a unique id for the user which will travel with them and enable continuous identification of the learner across service providers, enabling the service provider to recognise the learner and personalise services for them. This is not provided by the eduPersonTargetedID.
Amongst the work featuring on the UK AM Federation roadmap for developments is ‘supporting access for visitors’. This is to address the difficulties faced by bone fide ‘walk-in’ visitors to institutions’ libraries in accessing electronic resources, where they are not identified as ‘staff’ or ‘students’. The federation will collaborate with the community to design and develop a solution addressing the management of visitor authorisation to electronic resources.

3.2.3
DCSF 
The DCSF Chief Information Officers (CIO) Group has recently undertaken work into enhancing identity assurance for children, learners and parents, a final report on the work being published in January 2008.

The report’s key findings were that identity assurance would be enhanced by adopting the MIAP ULN cross sector and by enabling single sign-on (SSO) for children, parents and learners. The requirements to simplify access to personalised online services (as well as delivering Transformational Government objectives and increasing efficiency) will require enhanced identity assurance.

The report stated that the use of the ULN will enable aggregated and personalised learner information from multiple systems, while single sign-on will enable simplified access to sector and cross government services – with the aim of increasing take-up, usage and greater learner involvement.

At present the ULN is allocated by age 14. The implication of the report commissioned by DCSF is that the ULN will become the prime education identifier from birth; with a feed from birth data and the allocation of the ULN by the MIAP LRS. The stated purpose is to ensure that as an individual moves through various interactions with the sector the ULN will provide a consistent identifier for linking and transferring of data. The UK AM Federation will play a role in supporting single sign-on to online systems (in conjunction with the Government Gateway Service). 

The indicative implementation of these plans (as at June 2008) will be to deliver by August 2011. If the ULN is adopted as the primary education identifier from birth, this will give impetus to its adoption and widespread use across the education system, beyond that which already exists.
3.2.4
National Identity Scheme
Mention should also be made of the proposed National Identity Scheme, which is planned to be delivered over the next few years, under the auspices of the Home Office Identity and Passport Service. Documentation
 on the scheme states that registering of identity (to obtain an identity card) will involve ‘building up a biographical footprint’ and ‘recording biometric data’. Data will be held on a National Identity Register, and an Identity Registration Number (IRN) will be assigned. An identity verification service will provide a means for accredited organisations to check an individual’s identity. Universities and colleges of higher education are listed as ‘accredited organisations. The initiative will be launched by a programme for compulsory identity cards for foreign nationals starts in late 2008 with plans that 90% of foreign nationals will have an identity card by end 2014/15 (from a figure of 10% by end 2009/10). 
3.3
Key characteristics – current situation
In the following section the key characteristics of the current situation in identity management is described. A key characteristic of identity management, as it relates to learners, seems to be to manage an individual’s identity across an institution for discrete episodes of learning, although there are instances of attempts and awareness of the need to manage across a range of institutions for a number of concurrent but possibly unrelated ‘chunks’ of learning. 
Identity is provisioned, maintained and de-provisioned based on an individual’s role (or roles) within an institution. There seems to be two broad approaches – an approach which manages identity based on roles (whether staff, student, or ‘other’) and the access to resources and services these roles enable; and a more ‘data reporting’ focus that manages identity to facilitate statutory reporting around the learner. A third approach was mentioned by fewer study respondents – that of managing identity to enable information sharing on a learner to support learning. This is particularly relevant in a work-based learning scenario where information may be required by a work-based mentor or a representative of the employer sponsoring the programme of study.
3.3.1
Provisioning of identity
Identity for learners tends to be provisioned at admission or enrolment. In some cases it may be provisioned at application (or even enquiry) and credentials (log-on usernames and passwords, email accounts, for example) are enabled at enrolment.
Where identity management systems are in place the student is allocated a unique identifier (not necessarily revealed to the individual). This may happen through an identity management system which acts as ‘broker’ pulling information from a number of attribute stores (e.g. student management information systems, library systems, computer centre systems) so that an individual has multiple accounts but only one identity. There are also approaches to identity management where all details related to a learner (e.g. enquiry, application, enrolment, site application) is attached to the learner in a single system. Learners are allocated a unique identifier attached to their record.

In FE (and schools) an identity is also provisioned for entry to examinations. Multiple identifiers can be generated for different examinations and awarding bodies. 

The core attributes used to determine identity are generally the same and kept to a minimum: name, date of birth and contact details – this may typically be current address, postcode, or telephone number.

The verification or authentication of an individual’s identity is not given high priority in the provisioning of identity at institution level (where the learner is a UK resident). For example, in HE where application is via UCAS, the assumption is made that verification is carried out at this stage. For FE providers, many take a fairly ‘hands off’ approach so not to discourage participation, and in many cases the learner is known through association with the feeder school or through Connexions or 14-19 Partnerships. Where courses are paid for by the individual or an employer the fee payment is accepted as verification. Verification of identity may be asked for where the learner is in receipt of fee remission (e.g. if they are in receipt of state benefits). In most cases the verification is notification (e.g. ‘ticking a box’ on a form or information system) of the sighting of an official document (such as passport or birth certificate) and not a copy of the record put on file.
As well as multiple personas within an institution, learners may have multiple personas for the same programme of study across a number of institutions. For example, where institutions are joint deliverers it can be the practice for the learner to be on both institutions’ student MIS (with an associated identifier) either as a full or shortened record.

If a learner is studying simultaneously at a number of institutions on separate programmes of study, for example for a foundation degree at one institution and a CPD course at another, separate identity credentials are provisioned and no link is made.
3.3.2
Maintenance of identity

Maintenance of identity is driven by changes due to ‘life’ or ‘learning’ events. For example, changes to a person’s name in the former or change of programme of study in the latter. Although changes may be raised by the individual, any changes to the authoritative record of data are made by the relevant department (Registry, Enrolment Centre etc). Where identity management is based on data from disparate systems or separate processes, it is dependent on timely and accurate changes being made. 

Where a learner has an identity at a number of institutions engaged in delivery of a programme of study; coordination is required to maintain the identity across providers. The ‘owner’ of the learner is often regarded as that institution at which the individual is recorded as the full-time equivalent (FTE). No evidence was found in the course of this study that maintenance across institutions was being carried out automatically at a system level.
Maintenance of identity in terms of matching and merging duplicate records involves some degree of manual checking.

3.3.3
De-provisioning of identity

The approach taken is largely one of de-activation rather than de-provisioning. A learner’s credentials are de-activated on completion or withdrawal – access to resources or email accounts de-activated. However, the record and associated identifier will stay on the system indefinitely and can be re-activated should the learner return at a later date (although credentials may differ – such as email address and password). 
Identifiers tend not to be recycled and are effectively ‘lifelong’. As with maintenance of identity reliance on updates to data in disparate systems can mean that identity is not de-activated in a timely manner and unauthorised access to systems or services or incorrect data reporting can occur.

Our study suggested that there may not be a full understanding in HE of the need for lifelong identity credentials for learners (that travel with the learner) as the main impetus is to manage identity within the institution over discrete learning episodes to provide access to resources. This may change in the future with drivers such as increased employer engagement and a modular approach to higher education qualifications.
3.3.4
Information sharing

The main characteristics of information sharing in FE are related to statutory reporting to the LSC in the Individualised Learner Record (ILR). Data collected on learners is driven by the demands of the ILR. Where data is shared with employers sponsoring the learning (usually on attendance and achievement) the learner will have given their permission in advance as part of their commitment to participate.
Another aspect of information sharing on learners is between institutions and organisations in partnership to deliver programmes of study (HE and FE and employers). There are currently issues related to secure data exchange between multiple partners. Current technology solutions support one-to-one information sharing, not one-to-many. This is discussed further in the Issues section of this report.

3.4
Key characteristics – future situation

The ideal case as described in the terms of reference for the study is that the learner will be provisioned with a core electronic identity or come to the scenario with an existing core electronic identity. Attributes will be added or removed to reflect information about the learner and what they are able to do. This identity will be maintained, once provisioned, for the rest of their life, as they undertake different learning events or life events (such as marriage or job changes). The ideal case includes maintenance of attributes attached to the identity such as name, email address and institutional affiliation.
One core identity will help enable the personalisation of learning, by transferring information about a learner and their preferences from one learning episode to the next; or across concurrent episodes if relevant. It also has the potential to limit data burden on institutions through the use of a single authoritative data source (such as the MIAP Learner Registration Service or the National Identity Register).
The identity, once provisioned, should play a role in enabling the sharing of information about learners to other organisations. It will enable the build up of a complete picture of a learner’s progression, achievements and awards, aspects of which could be shared with authorised entities. Examples of these could be employers (a learner may which to provide access to information on their qualifications as part of a job application; or an employer may wish to check attendance or progression if they are funding the learner’s course of study; or if the course of study involves work-based learning a mentor assigned by the employer may wish to have access to an e-portfolio); or a college (e.g. to check prior achievement at application).
The ability to provision, maintain and de-provision identity once would require an authoritative data source (distributed or centralised) from which data could be drawn to manage identity.
As there is one core identity, there will be no requirement for de-provisioning. Credentials (such as email addresses and password) at individual institutions would be activated and de-activated dependent on the learner’s institutional affiliation to provide access to resources and services. At the authoritative data source, it is unlikely that identity will be de-provisioned, in the event of the individual’s death this may be flagged but the identity would not be deleted, to guard against possible fraudulent use of an identity. Where duplicate provision of identities occur, best practice seems to be the linking of records (with ‘master’ and ‘slave’) to enable the de-coupling should this be required.
Table 1 – Gaps between current and future 
	Future
	Current
	Gaps / fulfilment

	One core identity for learners  provisioned
	Learner is provisioned with new identity credentials at each learning provider (and possibly at each learning episode). 
	MIAP ULN is an identifier which follows a learner at each learning episode. 
The proposed introduction of the national identity card will provide a unique identifier available to authorised organisations (including universities).

	Accurate identity attributes held and maintained in authoritative data source. 
	Identity attributes are provided by the learner at each learning episode (either direct to the learning provider or via a third party (such as UCAS). 
Certain groups (foreign nationals recently arrived in the UK or learners requiring the support of carers) present particular difficulties for data accuracy. 
Dispersed data entry and responsibility for data maintenance leads to inaccurate data attributed to a learner.
	MIAP Learner Registration Service (LRS) will provide an authoritative source of data on a learner. The learner owns the data. Opportunities for inaccuracy still exist (e.g. learner with more than one ULN) but as the service achieves critical mass, and the MIAP Learner Record (LR) is used as an official record of achievement then the pressure from learners to ensure accurate data should address this issue.

The proposed National Identity Register will hold bibliographic and biometric data on individuals. As a high stakes, high profile initiative, the pressure to hold accurate data will be high. The introduction of an identity card for foreign nationals in the first instance should address one of the current issues facing learning providers (particularly in FE) on data accuracy.

	Core identity allows personalisation through continuous identification across service providers
	The use of the EduPerson TargetedId allows a certain degree of personalisation in relation to a single Service Provider. This personalisation does not extend across various service providers. Lack of continuity in providing one identity across a lifelong learning journey means that the personalisation that does exist may not travel with the learner over time.
	The use of the ULN as the TargetedId should allow personalisation across service providers (with the additional benefit that this is continuous over time). The UK AM Federation are considering the use of the ULN in this manner, and it will be used if there is demand from the sector.

	Core identity enables a continuous record of achievement and progression to be compiled
	An authoritative record of achievement is held by the awarding institution or body. (Hard copy versions also held by the learner). (Record is dispersed rather than continuous).
An authoritative record of progression and attendance is held by the institution/s delivering the learning.
	The MIAP Learner Record will hold a continuous record of achievement (of accredited learning). At present this is concentrating on delivery of the diploma. It is envisaged that it will be a record of all post 16 learning. Recording of HE level qualifications is at a very early stage (as is the introduction of the ULN in HE). 
Work by DCSF CIOG to establish the ULN as the single education identifier should further promote the use of the LR.
The MIAP LR is not intended to hold details of attendance or non-learning related information on learners. The ULN will however provide a core identifier to link data from institutional systems concerned with this information, although work is not far advanced on providing this continuous record.

	Core identity for enablers of learning (including lecturers, trainers, mentors, sponsoring employer) enables secure sharing of information on learners across consortia or other partnerships. 
	Staff in institutions are allocated institutional identifiers to allow access to resources and services.
Individuals not designated as ‘staff’ or ‘students’ can be allocated an identifier to enable access to resources and services on an ad hoc basis.

Identifiers are limited to the institution and not transferable across institutions.

Identifiers are allocated to enable access to resources and not to enable the secure sharing of information on learners.
	Work on the development of Virtual Organisations (VO) for non-traditional members of institutions offers a cross institutional means of providing an identity to users and providing access to resources. (Work on this is being carried out in the CUCKOO project for JISC and is an approach being adopted by international research networks). The members of the VO can include commercial organisations.
No work identified on assigning a core identity for enablers of learning to allow secure sharing of information. MIAP ULN is a Learner number not a Learning number. 


3.5
Issues

The following is an overview of issues relating to the provision, maintenance, and de-provisioning, and sharing of information raised by participants in the study and an examination of the related documentation. Appendix D provides further detail in the form of a table of the issues, categorised by main theme and identifying the source of these issues.

In the following discussion we identify whether the issues are caused by internal processes, people and behaviours (e.g. learner behaviours) or by system constraints (either internal institutional systems or by shared systems).

3.5.1
Issues relating to the provision of identity

Two main issues emerged in the case of provision of identity – data accuracy and the attribution of roles. 
An issue raised by participants was around data accuracy of personal data provided by learners; an example of an issue caused by people and behaviours. The provisioning of identity is reliant on the data provided originally by the learner. This may be a particular challenge in the case of recent arrivals to the UK and the correct capture of spelling and order of core attributes such as names or date of birth. Inconsistency in this data can result in duplicate identities being provisioned (both in the case of internal institutional identifiers and of the ULN). Although not explicit in the scenarios employed as part of this study, but relevant to identity management in lifelong learning to the broader learner group generally, such data accuracy issues can also arise when acquiring data from supported learners where they are not accompanied by a carer.
The implications can be that learners do not gain full access to resources they may be entitled to; are incorrectly entered for examinations; or are unable to build a full picture of their educational achievement; as well as incorrect reporting to statutory bodies (such as LSC and HESA) by institutions. Various strategies and processes are adopted to combat this by institutions and other organisations. However, all to involve an element of time consuming manual checking of records and de-duplicating where necessary, with implications for efficiency.
A somewhat related issue which arose also related to people and behaviour is around changes to cultural names. Participants noted that in some cultures people change their names more frequently than changes due to marriage. There is a difference between ‘what people are called’ and ‘what their name is’ which needs to be dealt with, as this can lead to data inaccuracy and duplicate records. 

The introduction of a national identity card could contribute to addressing these issues. The National Identity Register could provide an authoritative data source on identity (and universities, and by implication other learning providers, are amongst those organisations that would be authorised to make use of the information held). As the identity card would be used for a wide range of applications beyond education and training, there is a likelihood that individuals will be keen to ensure the data provided and recorded is accurate, perhaps more so than when being allocated a ULN, as the implications for incorrect data are wider – although the level of data accuracy would need to be tested. As foreign nationals will be the first to be issued national identity cards (from late 2008) this presents an opportunity to test the impact of the national identity card on data accuracy amongst a ‘problematic’ group (in terms of data accuracy issues).

There are also issues around the need for identity to be provisioned for actors other than learners. This has particular resonance in the case of work-based learning, where there is the additional actor of ‘mentor’ at an employer site at which a student would be undertaking much of their study. The fine graining of roles linked to identity has implications for access to resources and particularly for information sharing about a learner and their achievement or progression. For example an employer may need to have access to information on an employee they are sponsoring on a foundation degree course (such as attendance information); while a mentor may require access to other information (possibly around assessment). 
Work, such as the JISC funded project CUCKOO
 (Cardiff University Collaboration with KC-ROLO Organisational Objects), is being carried out to examine the issues of extended user access to resources and services across E-FE institutional boundaries. Briefly, this project is looking at the use of Virtual Organisations and identity management and access control issues related to Shibboleth 1.3 and Shibboleth 2.0. This will not however address issues related to the sharing of information about a learner beyond the institutional context, as mentioned above. Previous work in this area, such as that carried out by Staffordshire University Regional Federation (SURF) in its SUNIWE
 project for JISC concluded that:
Shibboleth is suitable for federated access to online resources and applications, especially where the attributes used to determine access are not personalised. Shibboleth is currently [note the work concluded in 2006] is not suitable for use with portals and web services because there are no Shibboleth profiles to support web services and the standard that Shibboleth is built on, SAML 2.0, cannot represent the delegation inherent in calls to web services by the portal.

The work on CUCKOO (which is due to report in March 2009) should also provide some insight in to attribution of roles, based on its work to examine the Virtual Organisation and the functionality of Shibboleth and other software. The issue of roles is also related to the stage at which an identity is provisioned for a learner. This may not necessarily happen when they ‘join’ an institution at registration or enrolment. Some institutions wish to assign an identity at enquiry or application. In some cases this would enable limited access to systems (such as being able to enrol online) and allow tracking of a learner’s journey. The issue here relates to organisations’ internal processes as well as system constraints and is dependent upon well managed directories and fine grained ‘roles’. Many institutions consulted as part of this study make use of Organisational Units (OU) on Microsoft Active Directory as containers for identity data on different groups within the institution. Active Directory often draws data from at least three information systems: the student information system, staff personnel system and an ‘associate’ system which will old information on ‘honorary members of the institution. In practice this may include all individuals that require access to resources, but who do not have a formal or easily definable relationship with the institution. This approach has implications for the maintenance of data which are discussed below. 
3.5.2
Maintenance of identity

One of the key issues relating to the maintenance of identity is the reliance on decentralised data input which runs the risk of inaccuracy being introduced into systems where staff responsible for the data entry are not immediately dependent on data being defined in a particular way. It is therefore, in the main, an internal process issue. 

An example is if a student changes course but the data is incorrectly entered on the student information management (or not entered in a timely manner) this can have implications for access to resources, services and estates. Implications are felt beyond a particular department and can have real time effects.

One HEI gave the particular example of the requirement for staff to enter leaving dates in an accurate and timely manner onto the student information system. All students have a defined ‘end date’ for reporting to HESA after which their access to services and buildings lapse. Therefore, the university’s ability to define who can access different services or parts of the estate is dependent upon particular data entered by staff spread across the institution.

In the case of the MIAP LRS and learner record the data is still entered by disparate individuals who will need to follow pre-defined rules. In the case of consortiums delivering qualifications there will need to be processes in place to ensure that more than one ULN is not entered for an individual studying at each institution. But a distinguishing factor is that learners will have access to the information held on their learner record, and can prompt the LRS of any inaccuracies or omissions. The Learner Record is designed to have a practical use and potentially be frequently updated and information shared.
Another issue is around system integration with identity management systems. Institutional systems may not be integrated or linked to enable changes to personal data in one system to be updated across systems in a central Identity management directory. This is an identity management issue at an institution level, and requires business processes to support identity management as well as suitable technology.
Consultation with institutions as part of this study suggests that IS and IT functions in institutions dealing with identity management are interested in the learner as part of the institution or consortia (particularly in higher education). Identity management is seen as enabling access to services and resources (a library perspective) and not more broadly in terms of sharing information. This is perhaps not surprising as much work has been carried out recently to introduce Federated Access Management, with the need for identity management processes to support this. There is perhaps a need to address this, which may require a cultural change within organisations to tie in identity management more closely to teaching and learning support. An example of where this seems to be taking place (identified from amongst the institutions interviewed as part of this study) is at Swansea College. Here the same Director (of Information and Learning Technology Services) is in charge of the Computer Services Teams; the Learning Resource Centres and ILT development.
An issue was raised in the course of the study on ownership of data about a learner. Questions were raised by institutions relating to where the responsibility would lie to ensure the data was accurate, up-to-date and available Would this lie with the individual learner or be distributed to different institutions depending on learner affiliation? In MIAP the learner is the data owner, with the implication that they are responsible for ensuring accuracy (and for which they have a practical reason for doing so). 
3.5.3
De-provisioning of identity
The general approach encountered in this study is for identity to be ‘de-activated’ rather than de-provisioned. Institutions’ approach to identity management provides the possibility for identity credentials to be re-activated should an individual return to the institution (in some cases as student or as staff).

However, there is an issue of the de-provisioning of duplicate identity credentials. This occurs within institutions and is also an issue with bodies such as HESA and the MIAP Learner Registration Service (LRS). Where duplicate identity credentials are created and recognised as such, the main approach is to mark the most recent set of credentials as a duplicate and to make it a ‘slave’ to the original. This is the approach taken by institutions participating in this study and by the MIAP LRS. 

MIAP do not intend to de-provision identities, largely for the reason that if two are incorrectly linked together then they can be de-coupled at a later date and two identities with separate ULNs re-established. Where the individual is deceased, the ULN will not be de-provisioned as such, but the fact of the individual’s demise will be recorded in the core data, to prevent the fraudulent use of that identity.

In the case of HESA, when a student attends several institutions (e.g. under graduate in one and post graduate in another) the same HUSID
 should be assigned. However, theory does not always correspond with practice and HEIs often do not check if a HUSID has been issued. HESA provide a look-up service
 for HEIs but there is little incentive for HEIs to use this. The introduction of the ULN is welcomed by HESA, as its proper use will enable HESA to track students and data more vigorously.
3.5.4
Information sharing

An issue raised concerned aligning student data with partner organisations. Royal Holloway gave the example of their partnership with Kingston University and St Georges Hospital Medical School to jointly deliver courses as equal partners. Students on these courses who need access to Royal Holloway’s VLE must be registered as students in RHUL’s student record system. This currently presents a challenge to the university in how they can align their student records with those of Kingston and St Georges. They are looking at the use of the HESA return number (HUSID) as a common identifier to track these students. As previously mentioned, the HUSID is not unique, so it could be that the ULN is a more appropriate common identifier (particularly if Royal Holloway or its partners were to extend their partnership to non HE institutions). HESA themselves are looking at the ULN as a means to track students more vigorously (although the HUSID will run in parallel with the ULN until the ULN is proven). The work on CUCKOO and virtual organisations should also address some of these issues.
Information sharing is a particular issue for those institutions involved in consortiums or partnerships to deliver learning, as has been mentioned in section 3.5.1 above. One issue raised, related to people and behaviours, is ‘political’ restraints around data sharing. Staffordshire University Regional Federation (SURF) raised the issue of the need to overcome any potential political barriers relating to sharing of information on learners across institutions that are in competition. An example was given of universities and colleges in the partnership closely guarding internally created learning materials and resources. Within SURF which is a legal entity agreements are signed between all partners. That the information in the MIAP Learner Record is owned by the learner and it is the learner that grants access to their information may go some way to address any such constraints.

The scope and functionality of Shibboleth 1.3 was also raised as an issue in information sharing. SURF noted that Shibboleth 1.3 (the work on SUNIWE in which this issue was identified by SURF was completed in 2006) does not currently provide the precise functionality required with regard to sharing individualised learner data or for learner identity management. This is because the premise behind the development of federated access management is a resource sharing model based on identity assurance between organisations for the purpose of sharing resources. SURF suggests that groups like themselves require a way of identifying individuals to establish what information they need access to, that goes beyond a single role (of student, mentor, employer etc). SURF felt that Shibboleth could not deal with multiple identities and so is not a good model for the SURF multi-tiered delegation model. They felt it was not equipped (or designed) to securely transfer learner information across institutions whilst retaining access to historic data on prior learning. In practice, organisational groupings such as SURF need to be able to support institutions’ data requests about a learner from multiple sources – where a learner has an identity within a number of institutions. Although they are able to talk to management information systems across partners, they are not able to secure them.

Shibboleth is not a means of identity management it is reliant on identity management processes and systems at the Identity Provider. It is possible that the ULN and Learner Record may be a potential solution in this situation – SURF require a common unique identifier for learners across partners, however SURF broaden the scope and suggest that what is required is a unique learning number which is used by other actors in education (such as mentors).
4.0
Recommendations 

A recommendation of this report is that JISC and MIAP work together to publicise the work of MIAP, its purpose and scope, with the intention of reducing any duplication of work in similar areas; to inform institutions of the potential benefits offered by the Learner Registration Service and ULN to HE (such as improved personalisation for learners, increased data accuracy and reduced data burden for institutions); and to broaden recognition of the scope of identity management to assist the sharing of information on learners as well as providing access to resources and services. 
This may entail building on MIAP early adopter work in HE, to integrate with work to introduce the ULN with a broader use of identity management for information sharing. Linking into work under the MIAP programme should help reduce the cost of the interventions and spread a joined-up message. The final report of the SURF WBL-Way project
 (due at the end of 2008) should provide useful input for addressing this requirement as it examined the provision of access to information relating to the development, management and support of the courses provided by the institutions delivering foundation Degrees and Work Based Learning within SURF.
We propose this as the MIAP Learner Registration Service and ULN provide the basis for an identity to be provisioned once and maintained across various episodes in lifelong learning. They provide a means of linking learning events occurring concurrently as well as in sequence through a unique identifier and the potential for an authoritative source of attributes relating to identity. The proposal by the DCSF CIP Group to use the ULN as the main educational identifier, allocated at birth, will provide a critical mass over the coming years.

However, our study suggests there is not a full understanding of the scope of the MIAP programme at an institutional level in the higher education sector, and this may hinder its adoption. For example, one institution suggested that they may hold the ULN as an additional attribute within a student’s record, but that this would be treated in the same way as they currently handle the identifier issued by the General Medical Council (GMC) for trainee doctors. This does not take account of the possibility of interfacing with the Learner Registration Service to obtain authoritative data on a learner’s identity. The pilot between MIAP and UCAS to use the ULN and LRS to populate UCAS applications to HE may help to bring the MIAP programme to greater prominence.

A recommendation of this report is that there is also an opportunity for JISC to promote closer interaction between the MIAP programme and the UK AM Federation to look at how a multi-tier model of access and information sharing can be addressed, undertaking pilots with selected consortia that are facing these issues in practice and at an operational level. A current JISC project Business and Community Engagement (BCE) – Enabling the Institution / BCE Partner Interface may provide a starting point for looking at this multi-tier model. The purpose of the project is to extend access and identity management approaches into BCE activities. The project is led from the JISC BCE programme but will be expected to build on wider JISC work within access and identity management. The work is currently underway and will be reporting in April 2009. A proposed follow on from this work is the specification of pilots to develop access management in the BCE community. To limit the cost implications of our recommendation, we suggest that one of these pilots could focus on identity management to support information sharing on learners across partners, with a particular lifelong learning perspective. The work of the CUCKOO project, due to report in March 2009 should also provide valuable input. 
We suggest this because the federated approach to access management of the UK Access Management Federation has the potential to support a single identity for learners; although its purpose is to manage access within an institution. The report discusses the use of the ULN as an attribute in the EduPerson schema to enable personalisation, but there may be other areas in which MIAP and UK AM Federation could work in tandem, and opportunities should be explored fully. 

As mentioned in the issues section above participants noted the importance to institutions involved in partnerships or consortia to deliver learning, of the need to share information in a secure manner between the multiple organisations (and various individuals within them) involved in the learning (learner, employer, mentor, provider). The UK federation does not fulfil this function in its current form, and some institutions/consortia are looking at the functionality offered by alternatives such as Liberty Alliance
. The MIAP Learner Record, which allows learners to grant access to specified users to their record of achievement, may provide a way forward.
A recommendation of this report is that guidance offered to institutions on identity management includes the benefits of taking a lifelong learning perspective, and covers the drivers for this approach and any implications of changes in policy and practice that will influence it. Benefits for learners include personalisation opportunities; and enabling access to an authoritative record of prior achievement and progression. For institutions, benefits include greater data accuracy and reduced data burden through access to an authoritative data source (the MIAP Learner Registration Service or the National Identity Register).
Membership of the UK AM Federation is based on a set of rules, which includes the requirement that all data must be accurate and up-to-date. Some institutions have used the process of becoming members of the federation to implement identity management systems. In this study, it was reported that the benefits of improved data quality, which will lead to improved business processes across the institution, has been used as a selling message to implement identity management systems. Some institutions also stated that the success in getting sign-up to the federation and the use of the Shibboleth software was based on the information and selling messages of the benefits federated access management can provide, and that this was well articulated across the sector. It was suggested that a similar exercise is required in this case to establish identity management systems, and ones that are capable of supporting identity within the context of lifelong learning.
To help control cost it may be possible to build on the work JISC is currently commissioning on the development of an 'Identity Management Toolkit' for institutions. As stated in the invitation to tender, the purpose of the toolkit is to help institutions to: 
· Conduct a self-assessment of current Identity Management processes and systems 

· Identify possible system solutions 

· Be aware of best practice and case study comparators 

· Identify potential improvements to business processes 

· Develop local Identity Management roadmaps 

· Identify opportunities for closer working and shared approaches with others

It would be beneficial to include a requirement to understand identity management in the context of lifelong learning and not solely in terms of access to institutional resources.
It is a recommendation of this report that the JISC work on e-Accreditation of Prior Experiential Learning (e-APEL) is built upon to understand how identity management can contribute to the recording of APEL to build up a record of lifelong learning. In addition, work is required to investigate the ways in which higher education degrees or other qualifications can become part of the MIAP learner record. This may require strategies to combat ‘political’ inhibitors as well as technological or process barriers. To limit the cost of fulfilling this recommendation, discussions could be held to integrate with the work of MIAP and early adopters in HE for the implementation of the ULN and the learner record.
It may be the case that learner expectations will drive the use of the MIAP ULN and Learner Registration Service. This may be the case as the MIAP ULN and learner record become established, and learners (post 2009) are given access to their learner record and become accustomed to the use of the ULN and Learner Registration Service as a key identifier and authoritative source of identity information. If the ULN is adopted as the single educational identifier from birth this will add critical mass.
If the purpose of identity management is to enable information sharing, access to resources and data reporting then there may be an expectation that the ULN is the common identifier that links all episodes of learning, regardless of level. In addition, educational policy changes and demographic changes in the population are likely to continue to drive a move towards consortium and partnership delivery of education with a lifelong perspective in all but the most established of Russell Group Universities. Therefore the adoption of a system-wide perspective should be encouraged as a priority.
Appendix A - Process diagrams
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Appendix B

Consultees

	Organisation
	Contact
	Method

	Birkbeck College
	David Wilcox
	Interview

	Royal Holloway College
	Laura Gibb, IT Director
	Interview

	Royal Holloway College
	Les Watson, Interim Information Services Director
	Interview

	University of Manchester
	Cornelis Harthoorn, Shibboleth project manager Directory and IT registration services coordinator
	Workshop

	University College London
	Margaret Stone, Library Services
	Interview

	University College London
	Kathryn Lewis, Education & Information Support Division
	Interview

	University College London
	Simon Farrell
	Email consultation

	University of Staffordshire
	Mark Stiles
	Interview

Workshop

	University of Staffordshire
	Sam Rowley
	Interview

	Warwickshire College
	Rachel Jones, Vice Principal MIS
	Interview

Workshop

	University of Newcastle
	Caleb Racey
	Email consultation

	City of Birmingham Adult Education Service
	Joanne Davis, Acting Head of Information Services
	Interview

	University of Cardiff
	Rhys Smith, IDM project lead investigator
	Interview

	University of Cardiff
	Paul Rock, Directory Services
	Interview

Workshop

	University of Cardiff
	Joan Wright, IDM system development lead
	Interview

	University of Cardiff
	Helen Dennis, IDM system operations manager
	Interview

	Newham College of Further Education
	Martin Dunn, Funding & Data Manager
	Interview
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Appendix D – Expanded scenarios

In this section we expand the scenarios to discuss the processes that take place (around provisioning, maintaining, de-provisioning of identity and information sharing) as they are currently, and look at where MIAP and federated access management through UK AM Federation is or may have an impact.

Scenario 1

George is working as a recording engineer in the music industry, having achieved a Level 2 BTEC in music many years ago. He wants to improve his skills to gain more chance of promotion, so registers for a course leading to a BTEC National Award in Music Technology at a local FE College.

In the current situation registration and enrolment would initiate the provision of an identity for George at the College. In some cases this identifier may be provisioned at application. The identity will be based on information provided by George, and his identity will be verified (for example by asking for sight of official documentation such as a passport; or if George is paying for the course himself the fee payment by credit card may be used as verification). At the enrolment stage it is likely that a verbal check will be made to ascertain whether George has studied at this college previously. If this is the same institution at which he achieved his Level 2 award then his original record and identifier may be re-activated and identity maintained. If this is his first time at the college a new identity and record will be provisioned when he is entered onto the student management information system. The identity information collected on George is driven by the requirements of the statutory reporting of the ILR to the Learning and Skills Council (LSC). Credentials will also be assigned – for example log-on username and password for internal systems, and email address.

An identity will also be provisioned with the Awarding Body for the BTEC through registration by the college for the examination entry. Although George has studied for a Level 2 BTEC previously, this may be with another awarding body. Even if the award was from the same body, most small providers treat each exam entry as a discrete event and do not link with previous exam entries or awards. The identifier is created using the Centre Number (of the college) and a candidate number; which provides entry to a particular examination series. The key information collected to establish an identity is the candidate’s name, date of birth, gender, and examination entered. The candidate’s exam entry record also logs the Centre number and Candidate Number (allocated by the Centre). This is to enable the Awarding Body to correctly assign the award to the individual and include the correct information on certificates.

If the College is part of the UK AM Federation George may be provided with a username and password to sign on to online resources. The attributes used to enable access to a service provider (SP) can include a targetedId (eduPersonTargetedID) which identifies the user to the SP (although does not reveal their identity) so that services can be ‘personalised’ – provided in the same way at each session the user has logged on.

Once the MIAP LRS is fully operational, at enrolment at the college, a check will be made to establish whether George has is already registered with the service and has a ULN. If this is not the case, he will be registered and a unique number allocated. Until a critical mass of ULN have been issued it is likely that the ULN will run in parallel with the college’s own unique identifier created for the learner (although the aim is that the ULN will eventually replace this).

THE ULN will be the main identifier used by the Awarding Body for the purposes of the examination, and will be used on all documentation (including the exam certificate). No new identifier or identity will be created.

This goes well and he completes the course and gets a new job in another town.

Information on achievement will be provided to the College and held against the student record. On completion of the course George’s identity at the college will be de-provisioned, in that access to systems and email accounts will be de-activated. It is likely that the identity (record and identifier) will not be deleted or re-assigned. 

As part of the application process for a new job, the employer may approach the college to check on achievement or attendance.

When the MIAP LRS is fully operational the results of George’s achievement will be recorded in his MIAP Learner Record. The ULN will be the common identifier to link achievement information to George. George could also provide access to certain aspects of his MIAP Learner Record to prospective employers to give them access to authorised data on achievement (which would include his recently acquired National BTEC and previous Level 2 BTEC). If the move to another town has meant a change of address, George could also request to update his Learner Record with his new address information.

After another year or so, he wants to continue his studies, so he registers for a Foundation degree at another College, which is validated by the local University.

Assuming that George is registering to study full-time for the Foundation degree he will apply via UCAS. Application will provision a UCAS identity and a HESA identifier (HUSID). 

UCAS is currently working with MIAP to run a pilot that will look at: the inclusion of the ULN in the UCAS application passed on to HEIs and subsequently to HESA; the possibility of partly populating the UCAS application from the MIAP LRS Learner Record; and collection by UCAS from the Learner Record of verified data on previous qualifications of applicants, to reduce errors at application.

The process for registration at the college will be similar to that for the previous episode of study. An identity will be provisioned and a record established on the student record system. In this case, although George is studying at the College, information may need to be shared with the validating University. This will involve local processes, for example George may be provisioned with an identity at the University, and a truncated record held on their student record systems. Whether the learner has a full student registration with the University may vary depending on the nature of the contractual relationship between the FE College and the HEI. If access is required to the University’s resources the college and university may attempt to synchronise credentials so that usernames and passwords issued to George are the same, however George may be issued a separate set of credentials.

In the future, when the MIAP LRS is fully operational, the college will be able to check whether George has an existing ULN. The Learner Registration Service is being designed for web-based interface with institutions management information systems (MIS), to avoid duplication of data entry on learner details. Details on the LRS can be drawn into the MIS.

If the college is part of the UK AM Federation George may be given access to online resources and be provided with a username and password. Although he may have had access at his previous place of study, federated access management is based on an individual’s role within an institution and so the previous identity will not be carried forward. In future (medium term development, to be taken forward if there is a requirement from the sector) the ULN could be used as a sub-attribute, possibly the string for the TargetedId, and this would allow the Service Provider to recognise the George’s personalisation requirements, but not access privileges based on role.

On successful completion of this, his employers pay for him to register with the University to complete an honours course.

On completion of the Foundation degree, George’s student record will be updated at the University with the results of the achievement, and his identity de-activated. 

If application to the University is via UCAS, the HUSID assigned at application for the Foundation degree should be retained. If application is direct to the University a duplicate HUSID may be allocated and linkage between identifiers will not be made.

At registration, George will be provisioned with an identity at the University by entry onto the student record system. If a full record is already held as a result of the University’s role in validating the Foundation degree, the identity will be maintained and appropriate credentials assigned.

On completion of the degree the student record will be updated with the results of the degree; and the end date of the course will prompt the de-provisioning of identity – that is credentials will be de-activated as per the institution’s policy. Depending on the identity management system or approach undertaken by the institution, this may be automatic or a manual process.

In the future, if the MIAP LRS is fully implemented across the education system, a record of the degree level qualification will be added to the Learner Record. This information could come from HEIs, awarding bodies or agencies (HESA or UCAS). The challenges for this are the nature of the agencies and the timeliness of the information gathered (UCAS deals with applications not achievement, HESA gathers data for reporting and so is not real-time). Currently, HEIs are not fully bought in to MIAP and it is uncertain whether they will permit details of their accredited courses to be held within the Learner Record. However agencies such as HESA and UCAS are committed and involved in developing the MIAP programme.

Ten years later, he moves to the country and fancies a change of direction, so registers for a higher education certificate in counselling.

If George applies direct to the learning provider (which could be a University or FE College) identity could be provisioned at application or at enrolment and will follow processes similar to those for the previous learning episodes.

If the MIAP LRS is fully implemented across the education system, George’s electronic identity will be drawn from the LRS into the institution’s information systems and his identity maintained.

If George has not undertaken any courses in the past ten years, he may be unlikely to have updated his Learner Record with his change of address. Maintenance of this attribute would take place at enrolment when George’s details are drawn from the LRS onto the College’s student MIS. 

Scenario 2

Susan gets her unique learner number (ULN) as part of the early phases of the MIAP rollout. She gains eight GCSEs at school, and moves to study ‘A’ Levels at the local college, where she meets the man of her dreams. 

Susan is registered with the MIAP Learner Registration Service and is allocated a ULN, so an identity and identifier is provisioned that can follow the learner.

Entry for the GCSE exams will provision an identity with the Awarding Bodies. Currently, learners sitting general certificates of education are issued with a unique candidate number (UCI) by the awarding body. 

An identity will be provisioned at the local college at application or enrolment stage, when Susan is entered onto the student record system. At this stage verification of identity and prior achievement may be requested, although in the case of a learner progressing direct from school to college, the fact that the individual is ‘known to the school’ may be sufficient.

As Susan already has a ULN her identity will be maintained on the MIAP LRS and details could be updated via the web-based interface with the College’s student management information system.

When Susan is entered for her A Level examinations the UCI issued at GCSE stage should continue. But a new UCI could be set up as Susan has moved to a new Centre to study, and in practice some institutions allocate a new identifier if the existing UCI does not fit with their information systems. So an identity is provisioned rather than maintained at the awarding body.

The use of the ULN should address awarding bodies’ requirements in terms of identity management. The intention is to print the ULN on all certificates alongside the Centre number (which is the identifier for a particular exam series). At present the ULN is not compulsory except for Diplomas. Initially, awarding bodies will run the ULN and UCI in parallel in their systems for making entries to examinations and recording results. There is no timescale agreed for this parallel working, but will continue until the ULN has established itself.

They get married when she is eighteen, after she has completed her A Levels. 

On completion of her A Levels, Susan’s student record will be updated, and her identity at the college de-provisioned and any credential de-activated. Her MIAP Learner Record will be updated with the results of her A Level achievement.

She gets a job in a bank to enable them to get a flat together, and this goes so well that after a few years the bank asks her to register for a foundation degree in banking and financial services which the bank developed with a group of universities and colleges nationally. She mostly learns at her workplace, but has occasional sessions at a local college. Unfortunately she has forgotten about her ULN and simply presents paper certificates so gets a new ULN at her local college. 

While applying for her job at the bank, Susan may wish to grant access to her potential employer to view an authoritative source of information on her prior achievement (access to the MIAP Learner Record will be possible post September 2009). If her application is before this date, or Susan has already forgotten about her ULN and Learner Record the bank may ask to see copies of certificates and apply direct to the college for a reference. Susan’s name, date of birth and course are likely to be the key identifiers required to identify her record on the college student system. However, if Susan has decided to adopt her husband’s surname this may not be straightforward and a process of fuzzy matching and manual checking required.

If Susan will continue to work at the bank while studying for the Foundation degree application will be direct to the college (on the assumption it is a part-time course) and an identity provisioned at application or enrolment. This will include the allocation of a HUSID by the college (if the ULN has not been adopted as the main identifier by HESA at this stage).

Because Susan has forgotten her ULN and presuming she has adopted her husband’s surname and changed address – which may explain why the college did not identify her on the LRS at registration – she is provisioned with duplicate identity credentials and identifier on the MIAP LRS rather than have her identity maintained. As application would be direct to the college for part-time study, it is likely that the college would ask to see certificates. As her A Levels would be in her maiden name, the college may also ask to see her marriage certificate or passport for verification of identity. As it is the responsibility of the institution to enter details onto the MIAP LRS correctly, a search for Susan’s existing ULN under her maiden name should have taken place.

As Susan undertakes much of her learning at her workplace, it is likely that her employers will wish to share information on learning undertaken and completed, and attendance at college based lessons with the college on a secure basis.

On successful completion of the foundation degree, she registers for a part time honours course at a local university, but withdraws before completion due to family circumstances. 

On completion of the Foundation degree Susan’s student record will be updated with the results of the award; and the identity de-provisioned and credentials de-activated. When MIAP is fully operational and rolled out across the education sector, it is intended that the Learner Record will contain a record of this achievement. 

Application for a part-time honours degree would be made direct to the university, and identity provisioned at application or enrolment, including allocation of a HUSID. It may be possible that a duplicate HUSID is allocated if the University does not use the HUSID lookup service (HLS) provided by HESA. Credential will be activated on enrolment and as mentioned in George’s scenario this may include credentials to access online resources from a Service Provider using federated access management.  Some institutions that are members of the UK Access Management Federation have made use of this approach to ‘Shibbolise’ their internal systems, so that users have one set of credentials to access internal and external resources seamlessly.

Currently, there is limited HEI buy-in to the MIAP programme, so the University is unlikely to wish to have access to Susan’s Learner Record or to draw on authorised information on Susan from the Learner Registration System. If MIAP becomes fully operational across the HE sector, it is likely that Susan would grant access to her Learner Record to prove prior achievement. In this case, it is likely that the duplicate ULN will be discovered, as her A Level qualifications will not be recorded on the Learner Record associated with the ULN created by the College at which undertook her Foundation degree. Once the error is discovered, Susan would inform the MIAP LRS, and the duplicate record made a ‘slave’ of the original by LRS.

As Susan withdraws from the course before completion, her identity will be de-provisioned at withdrawal. If the authoritative data source within the University on which identity management is based is not updated in a timely manner, this may mean that credentials and identity remain active beyond Susan’s leaving date.

Many years later she registers for an MBA.

Application for a Masters qualification would be direct to the institution and so the process for provisioning and maintaining of identity would follow the same lines as that for application and registration for the honours degree.

If the MIAP LRS is fully implemented across the education system in future, Susan’s electronic identity will be drawn from the LRS into the institution’s information systems and her identity maintained.
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� See � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/einfrastructure/identity.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/einfrastructure/identity.aspx� and � HYPERLINK "http://www.angel.ac.uk/identity-project/index.html" ��http://www.angel.ac.uk/identity-project/index.html� 


� See � HYPERLINK "http://ec.europa.eu/education/policies/lll/lll_en.html" ��http://ec.europa.eu/education/policies/lll/lll_en.html� 


� � HYPERLINK "http://www.ips.gov.uk/identity/scheme-what-run.asp#nir" ��www.ips.gov.uk/identity/scheme-what-run.asp#nir� 


� See � HYPERLINK "http://www.kidderminster.ac.uk/cuckoo" ��www.kidderminster.ac.uk/cuckoo� and � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/einfrastructure/cuckoo.aspx" ��www.jisc.ac.uk/whatwedo/programmes/einfrastructure/cuckoo.aspx� 


� http://www.jisc.ac.uk/whatwedo/programmes/edistributed/suniwe.aspx


�http://www.hesa.ac.uk/index.php/component/option,com_studrec/task,show_file/Itemid,233/mnl,08051/href,a%5E_%5EHUSID.html/


� https://submit.hesa.ac.uk/hls/default.asp


� http://www.jisc.ac.uk/whatwedo/programmes/elearningcapital/xinstit1/surfwblway.aspx


� http://www.projectliberty.org/





© Oakleigh Consulting Limited 2008                

A1046
© Oakleigh Consulting Limited 2007
A1046   
Page 21 of 27

