[GEntifying Data Protection

B [ssues

:F:-—_"*‘f' Developing Lifelong Learner Record Systems

- and ePortfolios in FE and HE: Planning for,
and Coping with, Legal Issues.
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JtUtIOI‘IS (and groups of Institutions) need to
_ﬂélerstand the:
- — purpeses, nature and scope of their processing
-  — flows of data within the LLR/ePortfolio system
— appropriate administrative & technical responsibilities
— legal relationships arising from those responsibilities.
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— 0fYy a55ed fialrly and Iawfully & only Iff certain
C onrlr oS are met (Schedules 2 & 3 DPA);

— gyl 20 only: for specified & lawful purposes;

— ade uate relevant and not excessive.
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_—w- ccurate and, where necessary, kept up to date.

- _,_.—-— ept for no longer than is necessary.
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— processed IN accordance with data subjects’ rights.

= protected against unauthorised or unlawful
- processing & accidental loss, destruction, or damage.

— only transferred to non-EEA countries ensuring an
adeguate level of protection.
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EPlOpesEd USes ofi personal data
= parties fromiwhom data may be received
— ities o Whom data may be transferred
frsks [dentified & Institutional responses documented.

‘_; Stltutlonal data protection officers should
== faiways e involved In this process — notification.

— ‘Later changes to the system, technical &
- administrative, should also be reviewed and DP
Implications documented before implementation
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F}I Jng proposed purpeses for data
[zl 15} €IS and processing

> Jv-x rmmmg data protection roles

=i, ;‘GﬂSIdeI’Ing categories of personal data to
~ be processed/transferred

- Identlfylng personal data that Is ‘sensitive
personal data’
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> Deiegigigepilicinatosassiepeo el
A1l J'n"r'-’-:: the processing/transfer
> (ruocﬁ I processing conditions

- J~s= mg data subject consent

— etermlnlng when collection notices
-"'-if-rshould be provided to data subjects

- Deallng with data subject access
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- PIJ';t]nr 1ecEssany contractoal
Jewvw data pretection actors
2 Cor . it rlng necessary administrative
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cl BeUmentation

s P Dttlng the necessary institutional
— == ﬂmfrastructures

~» |dentifying probable information
dissemination and training needs
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= 'J--IF key element of the mapping process Is to identify.
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__f*—*FES’pOHSIblllty and liability — see also the NIIMLE project.

~ & TJhe other key element is ensuring that the rights of data
subjects are adequately protected — a system that data
subjects don'’t trust to protect their personal data Is
unlikely to be used effectively.

Centre for IT & Law, University of Bristol



962555 and Practicese e

—

'-_—' —— .

reg,']nr nrocesses for C D 60)f
rele vv-& /straightforward

=S mr. g that staff practice conforms with these
OIOCESSES is perhaps more difficult

= H‘fjé precess utilisation: may require other
;.E;___ titutional changes — employment contract
clauses iInformation audit, compulsory training

- Both processes and practice will require re-
- evaluation on a regular basis, as technologies
and data subject expectations evolve.
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