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Publisher Access Management Support project
Proving Support to Publishers in setting-up Shibboleth 

and joining the UK federation

Overview of Project

1.
Background

The UK Access Management Federation was launched in November 2006, providing UK education and research institutions with a consistent method of accessing online resources and services through federated access management.

From 1st August 2008 all UK institutions will need to be members of the UK federation in order to gain access to resources that are federation-protected.  JISC is recommending that all UK institutions, publishers and service providers adopt an access management solution based on the SAML open standard eg. Shibboleth.

JISC has identified some barriers to uptake amongst smaller publishers, primarily due to lack of skills set.  For some of these publishers the cost of implementing a federated access management solution in-house is not pragmatic in terms of their business plan. 

2.
Aims and Objectives

This project aims to provide smaller publishers with direct consultancy support and advice to enable them to join the UK federation as service providers and to be able to maintain their preferred in-house access management solution on completion of the project.

The following objectives support the overall aim of the project:

· To assist publishers in joining the UK federation and provide them with an understanding of the UK federation rules of membership
· Provide publishers with an overview of the Shibboleth Identity Provider (IdP) and Service Provider (SP) software architecture
· Assist publishers with integrating their existing services with Shibboleth

· Provide technical training to enable publishers to maintain their Shibboleth SP implementation on completion of the project and give them the ability to troubleshoot and resolve issues 
· Provide access to a test environment for publishers 
· Provide publishers with documentation regarding the SP implementation
· Provide technical support via a technical helpdesk run by Shibboleth engineers, 0900 – 1700 Monday to Friday
· Provide a website that will keep JISC and publishers up-to-date with progress
· Provide project reports and other documentation as a resource that other publishers can refer to during the process of becoming a SP member of the UK federation.
3. Overall Approach

Kidderminster College and Cardiff University will partner together and provide a unified team to deliver this project to a successful completion.

The project will be delivered by a team comprised of a full time dedicated (1.0 FTE) Project

Manager/Consultant and a part time (0.4 FTE total) finance/admin team to handle the administrative aspects of the project; 2 full time (1.0 FTE each) engineers to assist publishers who are unable to carry out the authentication integration process, and 2 part time (0.4 FTE) senior engineers to assist with the more complex situations that may arise. The Consultant and administrative team will handle all administrative aspects, including the majority of interaction with the Service Provider; while the engineers will perform the Shibboleth SP on-site technical software installations and configuration of the Shibboleth software. Finally, a technical support help desk will be provided as an institutional contribution to the project by the partners and this will be available to all participating publishers that we assist for the duration of the project.
Identifying level of support required
At the start of the project we will hold individual publisher briefings with management and technical staff to determine the level of support required by the publisher in joining the UK federation and implementing the Shibboleth SP software.  Publisher requirements will be gathered using a checklist which will include types of operating systems, certificate requirements, the use of HTTP headers and attributes, testing and training as well as understanding of the rules of membership and any support for becoming a member of the UK federation. The level of support required will depend on the individual publishers.  For example one of the publishers is at the testing phase and only requires troubleshooting and advice, whereas another publisher has insufficient technical support in-house.  The project team has therefore agreed to provide additional support and training to up skill staff to enable them to maintain their SP software after completion of the project.

Implementation and support
The project team will consist of Shibboleth engineers, based in Kidderminster, as the primary source of support in the setting up of hardware and software installations.  In addition, highly experienced staff, based at both Cardiff and Kidderminster, will provide the support for the more complex parts of the SP implementation. Finally, a full time Project Manager based at Kidderminster will oversee the project and will be the primary contact for participating publishers.

Additionally, technical support will be provided via a free helpdesk based at Kidderminster during the life of the project for all participating publishers.  The helpdesk will be run by fully trained engineers from 0900 – 1700 Monday to Friday and will be run alongside the JANET (UK) helpdesk. It is important that publishers fully test their implementation before going live within the academic community and those adjustments are carried out before institutions connect.  The project team will select a range of institutions to be beta testers, made-up of librarians, IT technicians and students from both further and higher education institutions.
Training

Training will play a significant part in helping publishing technical staff understand what has been implemented and how to support their SP. We also feel it is important to stress the security aspects that the UK federation expects SP to adhere to and what restrictions the UK federation requires. We plan to run training events in London and Birmingham in conjunction with the JISC outreach team. Items to be covered include:

Basic information on how Shibboleth works (including information on institutions’ setup, URLs of important endpoints, etc.)

· How to restart relevant services and where the configuration files are stored

· Location and understanding of log files

· How to maintain and update the SP endpoints (if the institution's systems change)

· How to add/edit/delete Attribute Acceptance Policies

· How attribute values get passed to an application via HTTP headers

· How to manage authentication and authorisation within an application from HTTP header values

· Managing access using affiliation v managing access using entitlements

Training will be delivered in conjunction with Netskills. We will also highlight the function of the UK federation helpdesk and the support they can provide.

Documentation

At the end of each completed installation we will provide publishers with full documentation pertaining to their SP install. We feel this is very important as this gives publishers an auditable document showing the various ports and configuration that has been carried out.

4. Project Outputs

Project Deliverable

The main project deliverables will be as follows 

· Smaller publishers joining the UK federation

· Publishers being able to implement and maintain their Shibboleth SP installation

· Project website

· Project plan and work packages

· Service Provider Briefing Pack

· Documentation of Shibboleth SP installation for each of the participating publishers

· Final report: August 2008
· Reports from participating publishers on the support project

5. Project Outcomes

The primary outcomes to the JISC community will be assisting smaller publishers in joining the UK federation and therefore allowing further and higher education institutions access to online resources through the UK federation. This is of strategic value to organisational e-Learning and content delivery.

It is envisaged that there will be a direct correlation between Service Providers joining the UK federation and institutions consequently joining due to the increased range of services available. In particular, the following outcomes will be achieved:
· 10 – 15 smaller publishers joining the UK federation

· Publishers understanding and abiding by UK federation rules

· Publishers able to maintain their Shibboleth SP installation

· Publishers understanding required attribute requester/resolver process 

· Publishers understanding attribute retrieval and acceptance 
· Service Provider briefing packs and training documentation
· Shibboleth SP Integration documentation
· Final report
6. Stakeholder Analysis
	Stakeholder
	Interest / stake
	Importance

	Cardiff University
	Project provides a chance to explore issues regarding Service Providers and how they integrate with institutional resources 
	High

	Kidderminster College
	Enhance student learning via online resources within the LRC/Library environments.  Collaboration with Publishers.
	High

	UK further and higher education institutions
	Project will provide an opportunity to test SP within an institutional setting.  Encourage FE participation in the UK federation
	Medium/High 

	JISC Programmes and the Internet2 community
	Provide opportunity to assess Shibboleth SP technology and improve the understanding with Publishers
	High

	Publishers 

	To give Publishers a better understanding of Shibboleth SP Software and UK federation attributes
	High

	UK Access Management Federation


	Give the UK federation a better understanding of how Publishers resources and the Shibboleth SP interacts with each other 
	Medium-High


7. Risk Analysis

	Risk
	Probability

(1-5)
	Severity

(1-5)
	Score

(P x S)
	Action to Prevent/Manage Risk

	Staffing

Loss of members from the Project Team

Loss of Project Manager and Senior Shibboleth Engineers 
Publisher unable to commit resources
	2

2
1
	2

2
5
	4

4
5
	The project team has now been together for over three years and has strength in depth with full institutional support.

Project Manager and Project Senior Shibboleth Engineers hold permanent positions within their respective institutions; this is unlikely to arise as an issue.
This risk will be highlighted during the meeting and briefing stage and any potential problems will be identified at his stage.  



	Organisational
	1
	5
	6
	Both Cardiff University and Kidderminster College will operate far beyond the life of this project

	Technical

Failure with Shibboleth SP
Technical ability of the publisher not sufficient for self-sustaining model

Unforeseen publisher platform developments delay Shibboleth implementation
	2
3
2
	2
4
5
	4
12
10
	Shibboleth SP has now been in production for several years and although open source it is widely documented.  Like any OS software, security issues/bugs can arise however with a large support community we don’t envisage this delaying the project.
Publishers have by joining the UK federation support via the Federation Helpdesk. Publishers have also been supplied with recommended third-party support contacts.  
Publishers will have the life of the project i.e. August to complete.  The PAMS project helpdesk will remain available to Publishers until December 2008.  Publishers also have support via the Federation Helpdesk and if they wish take-up support via the recommended third-party support contacts.  

	Legal

Consortium break-up  


	1
	4
	5
	We feel is highly un-likely as both institutions are committed to the development of Shibboleth within the UK federation.


8. Standards 
	Name of standard or specification
	Version
	Notes

	SAML 1.1
	
	Developed by the Security Services Technical Committee of OASIS, is an XML-based framework for communicating user authentication, entitlement, and attribute information

	SAML V2.0 OASIS Standard
	V2.0
	

	OpenSAML 2.0
	2.0
	

	Shibboleth Protocol
	1.3 and 2.0
	In-conjunction with JISC recommendations

	
	
	


9. Technical Development

Lessons learned from the project could help influence the future development of the Shibboleth software and will help other publishers and the wider community to identify common technical requirements for the implementation of the software.  The support project will not provide any technical development of the software or the publishers’ platforms.  
10. Intellectual Property Rights

The Project will ensure that the outputs do not infringe on the Intellectual Property Rights (IPR) of any third parties and will obtain written permission if required. Intellectual Property Rights in the deliverables will be as stated in the project Consortium Agreement. The project deliverables will be freely available on the project website to the JISC Community.
11. Project Partners

There will be two partners in this project: Cardiff University and Kidderminster College.  The majority of the project management and delivery of key deliverables will fall on Kidderminster College which has a strong, experienced and stable ICT development team in place. Cardiff University will bring an extra breadth and depth of Shibboleth expertise to the project, financial management, and provide a second base for the project.  A consortium agreement will be signed and a copy sent to the JISC Programme Manager.
12. Project Management

Project management will be absolutely crucial given the complexities of publishers and the resources they provide. To address this, the project will employ a full time Project Manager with significant knowledge and skills to run and administer the project, including the writing of monthly reports to JISC and the logistical management of arranging the SP installations. This person will be employed for 6 months rather than just the five months of the project, as we feel this will help with any dissemination activities, or if any planned publisher installations are delayed we will still respect commitments made to these publishers after the life of the project time line.

The project group will be made-up of various groups (see the diagram for hierarchy):
· Project Management/Consultant & Administration, 1 Project Manager, Kidderminster College
· Technical on the road = 2 Shibboleth Installation Engineers, Kidderminster College
· Technical off the road = Rhys Smith, Cardiff University and Ed Beddows, Kidderminster College
· Advice and Guidance = Finance - Finance Team, Cardiff University and Briefings - G Mason, Kidderminster College




	Month
	March
	April
	May
	June
	July
	August

	Week commencing
	10
	17
	24
	31
	7
	14
	21
	28
	5
	12
	19
	26
	2
	9
	16
	23
	30
	7
	14
	21
	28
	4
	11
	18
	25

	Briefings
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	SP Installs
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	SP Training


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Testing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Report and documentation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


 Outline Project Timetable
13. Programme Support

The JISC Programme Manager has a more holistic view of the publishing community and links with other relevant projects. The project will therefore seek advice and guidance from the JISC Programme Manager regarding the publishing and dissemination of project findings to relevant target audiences.
14. Budget

The project budget is attached at Appendix A [removed from this version]. There have been no changes from the budget which was agreed in the project proposal.

Detailed Project Planning

15. Workpackages

See Appendix B.  

16. Evaluation Plan

	Timing
	Factor to Evaluate
	Questions to Address
	Method(s)
	Measure of Success

	April
	Publishers joining the UK federation
	Have Publishers applied to join the UK federation this tool helped the test institutions
Has the Project Team fully understood the nature of this tool
	Online SP application
Post SP application

Reports by the publishers on the support provided by the project team
	Smaller publishers joining the UK federation 

	April
	Publishers abiding by the UK federation rules
	Have publishers understood the UK federation rules about the exchange of data

	Interview users of the tool

Project Notes and documentations

Reports by the publishers on the support provided by the project team
	No litigation or disputes regarding data protection

	May
	Shibboleth SP installation
	The effectiveness of SAML 2
	Interviews with Publisher
Project Notes and documentations
Reports by the publishers on the support provided by the project team
	The up-take and the ease of installation


	June
	SP Training
	Have the Publishers fully understood the nature of Shibboleth SP
	Interviews with Publisher 

Training feedback questionnaire
Reports by the publishers on the support provided by the project team
	Satisfaction of publishers and their ability to be self sufficient 

	July
	Test federation
	Has this helped the SP’s before going live and multiple access to the resource 
Has the Project Team fully understood the nature of SP installation

	Interview with users 
Project Notes and documentations

Reports by the publishers on the support provided by the project team
	Satisfaction of publishers and the involvement of Shibboleth SP installs within the project scope


17. Quality Plan
In addition to the evaluation actives described above, there are three areas which will be subject to quality assurance procedures during the project, namely Publisher Testing, Publisher SP Training and Publisher reports.
Shibboleth SP testing and training will be major factors in Publishers joining the UK federation.  Publishers will be required to produce reports at the end of their SP installation.
	Timing
	Output
	Quality criteria
	QA method(s)
	Evidence of compliance
	Quality responsibilities
	Quality tools 

(if applicable)

	End of July
	SP install and test


	Compliant with Publisher requirement 
	Ask publisher to test against our test federation
	Technical evaluation
	Kidderminster
	Application Logs

	End of July


	SP Training
	Compliant with user requirement
	User Course

feedback
	Clear guidelines on SP procedure and standards
	Kidderminster & Netskills
	

	End of August

	Publisher report
	Compliant with JISC requirement
	Report
	Report feedback
	Publishers
	


18. Dissemination Plan

Apart from publication of the formal deliverables, the project team will actively seek opportunities to disseminate information and experience from the project, in presentations and publications aimed at appropriate target audiences.  
	Timing
	Dissemination Activity
	Audience
	Purpose
	Key Message

	On-going

	Project Website
	Publishing Community 
	Report on Project progress, publish reports and outputs
	Smaller publishers joining the UK federation


	Aug  08
	Publish documentation regarding implementation of Shibboleth SP
	Technical communities JISC projects
	Share Knowledge

Share Findings
	

	On request
	JISC Dissemination Events 
	Publishing Community
	Share Findings
	Smaller publishers joining the UK federation

	May 08

June 08

July 08


	Interim Reports 
	JISC & publishing community
	Report on Project progress, publish reports and outputs
	Smaller publishers joining the UK federation

	Aug 08
	Final Report
	JISC & publishing community
	
	Smaller publishers joining the UK federation

	Aug 08
	Service Provide briefing pack
	Publishing Community
	Share knowledge
	

	Aug 08
	Reports from participating publishers on the support project
	JISC & publishing community
	Share knowledge and experience
	


19. Exit and Sustainability Plans

	Project Outputs
	Action for Take-up & Embedding
	Action for Exit

	SP  Guides
	Publishers
	Project Website/Documents

	SP Demonstrators
	Publishers
	Project Website/Events

	Final Report
	Publishers & UK federation 
	Project Website & JISC

	
	
	


	Project Outputs
	Why Sustainable
	Scenarios for Taking Forward
	Issues to Address

	Service Provider briefing packs and training documentation 
	Future Shibboleth SP training
	Update briefing pack and documentation as training course develops
	Changes in the UK federation rules of membership

Technical differences between v1.3 and v2.

	Shibboleth SP Integration documentation
	Useful for other publishers who may want to implement the Shibboleth software
	Documentation to be updated as the technology develops
	Technical differences between v1.3 and v2.0

	Final report
	Experience and lessons learned from the project
	Future support projects of this nature
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 Appendix B. Workpackages Timetable of activities (start-month) & deliverables (due month)
	WORKPACKAGES 
	1


	2
	3
	4
	5

	Month
	April
	May
	June
	July
	August

	1: Initial Project Start-up
	
	
	
	
	

	2: Joining the federation
	
	
	
	
	

	3: Overview of Shibboleth
	
	
	
	
	

	4: Integrating existing services into Shibboleth
	
	
	
	
	

	5: Server Preparation
	
	
	
	
	

	6: Testing Phase
	
	
	
	
	

	7: Training 
	
	
	
	
	

	8: Documentation
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Project start date: 10-03-08
Project completion date: 31-07-2008
Duration: [6] months
	Workpackage and activity
	Earliest start date 
	Latest completion date
	Outputs


	Milestone
	Responsibility

	March 10th – July 31st 2008
	
	
	
	
	

	WORKPACKAGE 1: Initial Project Start-up
	April 08

	
	Project Website
Project Plan
	
	PM

	1. Appoint Members of Project
	March 08
	End of April 
	
	
	PM

	2. Write Project Plan
	April 08
	End of April
	
	
	PM

	3. Create project website
	April 08
	End of April
	
	
	PM

	WORKPACKAGE 2: Joining the federation
	May 08
	End of May 08
	Update Project Website with Publisher list
	1
	Project Team

	4. Check Publishers have joined the federation
	
	
	
	
	

	5. Rules overview and explanation.  Presentation outlining the SP commitment and what’s required, data protection implications
	May 08
	June 08
	Update section of the project website relating to this work package

Service Provider Briefing Pack
	
	Project Team
PM


	WORKPACKAGE 3: Overview of Shibboleth
	
	
	
	2
	Project Team

	6. Shibboleth IdP overview.  Looking at using Shibboleth from an institutional view and consequently what they would expect from an SP
	May 08
	End of Jun 08
	
	
	Project Team



	7. Shibboleth SP overview
	May 08
	End of Jun 08
	
	
	

	8. Operating system requirements and associated software such as Apache/IIS
	May/Jun 08
	End of Jun 08
	
	
	PM
Project Team

	9. Understanding Message Flow
	May/Jun 08
	End of Jun 08
	
	
	

	10. Certificate requirements
	May/Jun 08
	End of Jun 08
	
	
	

	11. Using Shibboleth HTTP headers
	May/Jun 08
	End of Jun 08
	
	
	

	12. Use of Attributes
	May/Jun 08
	End of Jun 08


	
	
	


	WORKPACKAGE 4: Integrating existing services into Shibboleth
	
	
	
	
	

	13. Examples of other SP installations thereby getting a better understanding of  SP requirements


	May 08
	End of Jun 08
	
	
	Project Team



	WORKPACKAGE 5: Server Preparation

	May/Jun 08
	End of Jul 08

Early Aug 08
	
	
	Project Team



	14. Onsite or remote installation of Shibboleth SP
	
	
	
	3
	Project Team

	15. Log File Analysis
	
	
	
	
	

	16. Storage of information and what can be stored
	
	
	
	
	

	17. SP Data protection policies
	
	
	
	
	

	18. Certificate installation
	
	
	
	
	

	19. Register SP as an entity
	
	
	
	
	

	WORKPACKAGE 6: Testing Phase

	Jun/Jul 08
	Mid Aug
	
	4
	

	20. SP tested against multiple entities in test federations before going live on UK federation
	Jun/Jul 08
	Mid Aug
	
	
	

	WORKPACKAGE 7: Training 


	May/Jun 08
	Mid Aug
	Training materials
	
	Project Team
Netskills

	21. Training of appropriate staff  at publisher, including  how to troubleshoot
	
	
	
	
	

	WORKPACKAGE 8: Documentation


	Jul/Aug 08
	Late Aug
	Update section of the project website relating to this work package
	
	

	22. Full documentation of SP install and configuration
	Aug 08
	
	Documentation on each of the publishers’ Shibboleth SP implementation
	5
	PA/PM

	23. Project Reports
	Aug 08
	
	Publisher reports on the support project
	
	

	
	
	
	Final report
	
	


Members of Project Team:
Rhys Smith=JW

Graham Mason=GM



Ed Beddows=EB



Karin Honeyball=KH
Andy Morris-AM

Shibboleth Engineers= SE































Project Manager





2 x FT engineers








2 x PT senior engineers





Helpdesk staff





Finance support
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