JISC Circular 03/08

Appendix J - Call IV
Business and Community Engagement – Enabling the Institution / BCE Partner Interface
Extending Access Management - Phase 1

Call for a Scoping Study Project

	Call 
	Stream 
	Workpackage
	Description
	Funds

	IV
	Enabling the Institution / BCE Partner Interface 
	Extending Access Management into BCE 

Phase 1
	a) Scoping study
£80,000
	Total funds: £130,000
One project
Up to eleven months duration in total

	
	
	
	b) Development of composite brief
 for Phase 2 pilot trials for extending Access Management into BCE
£50,000
	


Introduction

1. Funding of up to £130,000 is available for  a project to extend access and identity management approaches into Business Community Engagement (BCE) activities. The project is led from the JISC BCE programme but will be expected to build on wider JISC work within access and identity management.
2.  In particular it will:
a. Undertake a scoping study (June 2008-January 2009) to assess the processes, risks, benefits and practicalities for all parties involved, of extending access and identity management approaches to a range of external BCE partners, with initial focus on strategic partners; 
b. Develop a composite brief (November 2008- April 2009) for Phase 2 of the Extending Access Management work-package, which will comprise five  large scale pilot trials involving up to 12 institutions and several strategic BCE partners (up to £100,000 per pilot). The brief will specify the design, planning and implementation of the pilots in order to test the findings of the scoping study and put into practice access and identity management strategies and processes designed to facilitate knowledge exchange and strategic engagement with external BCE partners.
3. This document should be read in conjunction with the main document of JISC Circular 03/08 and the evaluation criteria at Appendix E.


Context 
4. As institutions develop their increasingly strategically important knowledge transfer/exchange and employer engagement operations, managing and controlling appropriate levels of access for BCE partners and clients is a critical shared objective.

5. Access and identity management performs a central role in allowing institutions and external business and community partners to both collaborate and benefit from business and educational opportunities.  The federated access management model that is being rolled out across the UK education sector provides new opportunities to effectively support this type of engagement by allowing institutions to expose services for external consumption as a Service Provider (or SP).  This permits a range of services and information to be made available to external partners, but places a requirement on business and community partners to engage as an Identity Provider (or IdP).  

6. As part of the adoption of federated access management, institutions are beginning to address good practice in identity management through effective directory management and the adoption of shared definitions of users groups through specifications such as eduPerson
.  These definitions are fully described in the policy defined for the UK Access Management Federation
 and as such are also being accepted by BCE partners engaging as Service Providers within the UK federation.  In order for federated access management to gain its full benefit within the UK, it is important that BCE partners can also effectively engage as Identity Providers and for institutions themselves to fully realise their potential in the Service Provider role.  

7. BCE operations within institutions usually extend across several functions and departments, albeit often spearheaded by knowledge transfer or enterprise units. Lifelong Learning and community engagement activities, for example, may not be connected to collaborative research and consultancy activities, though many institutions are going through organisational change to better configure and integrate BCE activities. As a result systems and processes supporting these different aspects of BCE have often been developed in relative isolation of each other, even though the basic dynamic - internal research/education knowledge and expertise being offered to provide a service for an external problem or need - is the same one.

8. This lack of coherence can expose the institution to risk where for example different departments interact with the same partner/client without knowing it, or different IT processes are adopted in each engagement context – without necessarily being aligned with Central IT Services.  
9. Some collaborations across the institutional/external partner boundary work relatively seamlessly, particularly where academics are also practitioners in communities of practice in shared discipline areas/sectors like Creative and Cultural Industries, but this does not necessarily reflect an enterprise-wide approach. In controlling access for external partners and groups to enable these collaborations to be fruitful, institutions need to identify the key business processes, resources, target groups and systems implicated. In addition legal and institutional regulatory frameworks, acceptable behaviours, monitoring arrangements and compliance issues are all influential factors which institutions need to reconsider in facilitating access for productive two-way engagement.   
10. This call invites proposals to undertake a significant body of work, which should address these issues and build on progress already made in enhancing access management (see details in Background section below).  It should synthesise a range of existing sources and studies on access and identity management for external partners and derive a composite brief for consideration by the JISC for the pilots to be undertaken in Phase 2.

Background
11. JISC’s Access Management
 initiative has provided both infrastructure services and extensive guidance in helping institutions to make informed choices towards a Federated Access Management model, offering a roadmap and different levels of membership, depending on institutional IT strategy. This is designed to simplify access management processes for institutions, enabling benefits for the key parties involved: single sign-on for the user, more clarity and control for the institution’s central IT Services, freedom from using multiple user names and passwords for libraries and most importantly a single service supporting core missions for the institutions. Besides institutions, providers of services to institutions (such as publishers) also benefit through reduced overheads for user authentication and support. The resultant UK Access Management Federation has a rapidly growing membership of 250 organisations at the time of writing. The Access Management transition programme
 supports the roll-out of this federated approach to access management.
12. Future and parallel JISC work in this area will build on the work of the UK federation in consideration of the progressive personalisation of identity management approaches, i.e. from centralised control to user-centric control (depending on user affiliations). Since it is user-focussed, this will requires a collaborative approach to developing solutions across sectors with other public sector and commercial sector providers and national strategic drivers such as the Technology Strategy Board. However, rather than developing cutting-edge solutions, this BCE project is focussed on enhancing the institutional processes and infrastructure involved in providing external partners and clients with access to resources.
13. Authentication and authorisation are the two key elements of Access Management and related service provision, and these depend on identity management processes. In terms of identity management there are recommendations from the UK Access Management Federation, which enable institutions to better manage risk and which BCE operations could benefit from. This project will need to explore the applicability and benefits of those approaches for the range of BCE activities, since many of the target beneficiaries are relatively new to institutions. Work is needed to identify, typologise and group the key external parties involved, and the resources and internal functions implicated, before authentication and authorisation processes which serve these groups can be mapped, and solutions applied.
14. Under JISC’s e-Infrastructure programme
, a number of parallel projects are exploring issues around the shared use of e-infrastructure in general, particularly in support of collaborative research. In particular, Cuckoo
 is investigating issues around user confidentiality using Shibboleth and exploring other tools and solutions for external ‘virtual organisations’ involved in collaborative ventures, especially across the HE-FE boundary. GFIVO
 is investigating the use of Grouper and Shibboleth to provide an identity management infrastructure to support virtual organisations, which could be very useful in informing how institutions might manage identities of the diverse BCE groups. The E-IUS
 and Enabling Uptake of e-Infrastructure
 projects are examining the barriers to adoption of e-Infrastructure in institutions, which again will prove informative for developing BCE identity and access management processes. Synthesis of lessons learnt from these projects is also an important part of this BCE project, and will form an important source of information and guidance.
15. The BCE study ’‘To Investigate and Produce Guidelines for the use of Publicly-funded Infrastructure, Services, and Intellectual Property”
 highlighted the fact that a key barrier to effective use of ICT and institutional infrastructure for BCE is the mistaken perception among many support staff and central functions that BCE is not regarded as a strategic priority. The BCE Access Management project aims to address this issue so that a much clearer understanding of BCE infrastructure support needs is derived, and the e-Infrastructure processes are examined and reconsidered with a view to integrating BCE needs and those of BCE partners, rather than being designed mainly to support teachers, students and researchers.
Intended Outcomes

16. The intended outcomes from the project are: 
i. Demonstrably enhanced understanding of the business processes, infrastructure resources and different groups involved in extending access and identity management approaches in support of BCE within institutions; 

ii. Demonstrably enhanced understanding in the sector, the JISC community and among wider BCE stakeholders of the risks and benefits for all parties involved in extending access and identity management into BCE activities and partners;
iii. Demonstrably enhanced understanding of the demand (both internal and external), existing capability in the sector and potential tools for extending access management into BCE activities and partners;
iv. Implementation-ready state within the JISC community and the relevant parts of the sector to undertake the pilot trials in Phase 2.


Terms of Reference

17. This document invites proposals to:

a. undertake a scoping study (June 2008 - January 2009) to assess the processes, risks, benefits and practicalities for all parties involved, of extending access and identity management approaches to external BCE partners, with initial focus on strategic partners;

b. develop a composite brief (November 2008 - April 2009) for Phase 2 of the Extending Access Management work-package, which will specify the design, planning and implementation of the pilots in order to test the findings of the scoping study and put into practice access and identity management strategies and processes designed to facilitate knowledge exchange and strategic engagement with external BCE partners.
(a) Scoping Study: Extending Access management for BCE activities and partners 
18. The study will focus on three areas of investigation: 

i. Identification of:
a. The business processes (and infrastructure resources) involved in identification, authentication and authorisation for external BCE partners;

b. The groups involved in identification, authentication and authorisation for external BCE partners, including BCE practitioners, support staff, workplace students and their mentors, representatives of strategic partners including business (e.g creative industries), public sector (e.g. healthcare) and third sector (charity and voluntary) professionals.
ii. Examination and evaluation of the following in respect of extending Access Management into BCE activities and partners:
a. Demand, both internal and external to the institution; 

b. Trust models and user (BCE partner) confidentiality management;
c. Institutional and organisational capacity; 

d. Enabling existing tools and infrastructure.
iii. Assessment of the applicability of different approaches to integrating BCE into Access Management:

a. Provision of a federated log-in and service for BCE partners;
b. Use of third party identity providers, such as OpenID and ProtectNetwork;
c. Alternative approaches to access and identity management for BCE partners, e.g. regionally-based.
19. The study should consult four distinct groups to obtain key source information and synthesise key views and experiences: 

i. the JISC Access Management and e-Infrastructure projects and programmes mentioned in the Background section;

ii. representatives of the relevant institutional groups, particularly BCE practitioners, Administration and IT Services staff, with particular attention to those institutions that are more advanced in this area and have pioneered relevant approaches;

iii. representative external BCE partners (both private and public sector), with an emphasis on strategic partners, from at least two differing types of institution (i.e. research / teaching mission focus, region);

iv. any international examples of effective and integrated identity and access management process and practice for external BCE partners, ideally as part of a external engagement/exchange strategy.  

(b) Composite Brief for Phase 2 Pilots 
20. The composite brief should be the result of synthesis and analysis, drawing together the conclusions from the analysis and study above and applying these in a detailed specification for the Phase 2 pilots – five £100,000 large-scale trials involving up to 12 institutions and several strategic BCE partners.
21. The brief should specify in detail the design, planning and implementation of the pilots in order to test the findings of the scoping study and put into practice identity and access management processes, strategies and technologies designed to facilitate exchange with external BCE partners.
22. The institutions proposed for the pilots should reflect both the findings of the study – i.e those most able to implement a level of identity and access management standard process for BCE activities (NB different levels of maturity are encouraged) and a representative mix from the sector including for example:
· all UK devolved administrations, albeit with a higher English proportion;
· all, or the majority of English regions;
· large research-intensive institutions;
· modern ‘business-facing’ institutions;
· teaching-focussed institutions;
· small specialist institutions;
· FE colleges (approximately one third ratio to HE institutions).
Deliverables 
23. The outputs for part (a) Scoping Study of this project are:
i. A map of the business processes and key resources involved in identification, authentication and authorisation for external BCE partners;
ii. A typology of the groups involved in identification, authentication and authorisation for external BCE partners, as described in 18i;
iii. A summary of the evaluation of the four themes listed in 18ii above including use cases and mini case studies as examples where appropriate; 
iv. Use cases and developed usage scenarios exploring the possible approaches highlighted in 18iii.
24. The main outputs for part (b) Composite Brief of this project are a detailed plan and recommended specification for the implementation of the Phase 2 pilots for consideration by the JISC BCE programme team and JISC BCE Advisory Group. The plan should propose definitions of  the pilot phase in terms of appropriate:
· scope, informed by synthesis from the study;
· key messages about the mix of resources involved;
· any significant funding implications; 
· identity and access management approaches to be tested, based on use cases and usage scenarios explored in the scoping study;
· connections and inter-dependence with other relevant JISC BCE projects, in particular Embedding BCE through enhanced business process, system interoperability and internal engagement which is to be led and managed by JISC Advisory Services;
· connections and involvement with other stakeholders as appropriate such as other JISC Services, external experts, local authorities, regional development agencies etc; 
· extent to which the trials will deliver solutions to constraints and barriers identified in the study
· evaluation criteria for the effectiveness of the trials – to be complementary with the JISC BCE programme’s evaluation plans (in development, so discussion between the JISC BCE Programme Team and the consultants delivering the latter is necessary);
· transferability of resulting good practice, dissemination and development recommendations.
25. The timescale for the entire project is up to eleven months.  Deliverables from the Scoping Study will be required by the end of January 2009 and the deliverables which comprise the Composite Brief will be required by the end of April 2009.  
General Expectations
26. It is required that proposals address both parts (a) and (b) of the project, however a joint or collaborative proposal to manage and synchronise these two components in a complementary way may be considered.
27. This project will be expected to allocate at least ten person days and related expenses to engage in activities that support JISC programme-level work. In particular, this project will be expected to: 

i. be aware of, and where appropriate, work closely with other related JISC BCE Programme projects, notably those within the main JISC Circular supporting Customer Relationship Management and Employer Engagement, as well as the project Embedding BCE through enhanced business process, system interoperability and internal engagement led and managed by JISC Advisory Services;
ii. be aware of, and where appropriate, work closely with other related JISC projects, including but necessarily limited those listed in the Background section;
iii. attend programme meetings and relevant special interest groups and other appropriate meetings;
iv. contribute to the JISC e-Framework as appropriate, any relevant domain maps and service usage models (SUMs).

28. In all areas above, guidance will be provided by the JISC BCE Programme Team.
29. Bidders under this call should ensure that their proposal addresses the objectives of the BCE programme’s Enabling the Interface stream, as highlighted in the main BCE Circular.
Funding Available

30. Total funds of up to £130,000 are available over a period of eleven months to fund one project, starting in June 2008.
Further Information

24. The page limit for proposals in response to this call is ten pages.

25. Proposals should NOT exceed this ten page limit in single-sides of A4 pages and should be typeset in Arial or a similar font at 10-point size. All key information as outlined in the structure of proposals section MUST be included within the ten page limit unless otherwise indicated. Any bids exceeding the stated page limit for key information will be rejected by the Executive prior to the evaluation stage. 
26. Please refer to the full text of JISC Circular 03/08 for detailed guidance on the structure of proposals and inclusions/exclusions with the page-limit and information about the submission process.
27. General enquiries about this call for proposals should be addressed to Simon Whittemore (s.whittemore@jisc.ac.uk), however for specific queries please use the online surgery as detailed below.

28. Enquiries regarding the bidding process should be addressed to Georgia Slade (g.slade@jisc.ac.uk).

29. JISC will provide an online Q&A surgery and maintain a list of Frequently Asked Questions to enable potential bidders to ask questions of JISC Executive staff, and to be given further information about the background to the call, its objectives and the bidding process. Potential bidders are invited to submit any questions at the online surgery, which will be available at http://www.jisc.ac.uk/home/whatwedo/themes/business_community_engagement.aspx from 31 March- 4 April 2008.

30. The deadline for all bids as detailed in the full text of the circular is 1 May 2008.
JISC Executive
March 2008
� A recommended specification for the design planning and implementation of the Phase 2 pilots, synthesising and applying the conclusions from the Scoping Study 


� � HYPERLINK "http://www.educause.edu/eduperson/" ��http://www.educause.edu/eduperson/�.  


� � HYPERLINK "http://www.ukfederation.org.uk/" ��http://www.ukfederation.org.uk/�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/themes/access_management.aspx" ��http://www.jisc.ac.uk/whatwedo/themes/access_management.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_am_transition.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_am_transition.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/cuckoo.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/cuckoo.aspx� 


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/gfivo.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/gfivo.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/eius.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/eius.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/euptake.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_einfrastructure/euptake.aspx�


� � HYPERLINK "http://www.jisc.ac.uk/media/documents/themes/bce/pubfundinfra.pdf" ��http://www.jisc.ac.uk/media/documents/themes/bce/pubfundinfra.pdf�








