Joint Information Systems Committee (JISC)
INVITATION TO TENDER
Federated Access Management: 
Institutional Access Management Support Project
Summary

1. The JISC wishes to invite tenders for the design, development and delivery of a programme of support and associated technical solutions aimed at smaller UK FE/HE institutions seeking to join the UK Access Management Federation by becoming an Identity Provider (IdP).


2. This Invitation To Tender is for bidders who are interested in providing such support, NOT institutions seeking IdP deployment support.
3. The deadline for proposals is 12 noon on Thursday 22nd November 2007. Funding of up to £225,000 (including VAT, travel and subsistence) is available for the project.

4. It is expected that the project will be undertaken over an 8 month period between 7th January - 31st August 2008.
Background and Context
5. The Joint Information Systems Committee (JISC) is a committee of the UK further (FE) and higher (HE) education funding bodies that, through the funding of services and the management of development programmes, aims to help and facilitate institutions in their use of the Internet and other Information and Communications Technology (ICT) applications.
6. In November 2006, the UK Access Management Federation was launched. The UK Federation provides Identity Providers, Service Providers, End Users, and Educational Sectors with consistency across the whole of education for federated (distributed) authentication and authorization. The Federation now has over 100 members
. From 1st August 2008, central JISC funding for the Athens service will cease. From this date, all higher and further education institutions in the UK will be required to be members of the UK Access Management Federation in order to gain access to online library resources that are currently protected via Athens. 


7. JISC is recommending that all institutions adopt a solution that is based on the SAML open standard and institutions are strongly encouraged to consider an in-house approach due to the additional benefits it offers to institutions and to gain the benefit of the support options available from JISC. 


8. However, studies commissioned by JISC have highlighted some barriers to uptake, primarily institutional technical skill sets within smaller FE institutions (particularly JISC bands I-J) currently accessing three or less Athens protected resources. For some of these institutions the cost incurred in achieving the preferred solution go beyond a pragmatic business plan. JISC is now inviting work to address these particular barriers. 
Terms of Reference
9. The Terms of Reference for the project are:
a. To create a support mechanism that will permit smaller UK HE/FE institutions to employ standards compliant, open sourced (see appendix A) access management solutions which will function successfully with the UK Access Management Federation. All solutions and support provided to institutions must not lock supported institutions either technically or contractually into any third party access management solution. Although including a “firefighting role”, JISC expects the approved project to focus on support that will permit the long term “self enabling” of supported institutions to deliver an effective access management solution based on open standard identity management. Development of an institution’s ability to manage its access management “in-house”, without the need for future third party support, will be the critical KPI by which progress is measured;
b. To define a support mechanism covering elements 3 and 4 of the JISC Access Management Institutional roadmap (authentication development and IdP implementation - see appendix B) that will enable eligible institutions to deploy Federated Access Management within a UK context. Supported institutions will be required to meet any hardware and server certification costs. Some support of the institutions joining the UK Access Management Federation (element 5) will also be required. Institutional audit, directory development and rollout will be the remit of the institutions receiving support;
c. To define the range of technical solutions that it anticipates deploying within the project. It is unlikely that JISC will approve any project funds to be spent on R&D of unproven technical solutions. Whilst JISC recognizes that solutions could emerge that may need further investigation, it is anticipated that such activity would be within the contractor’s general business plan. The project should seek to maintain close contact with both JANET UK
 and the EDINA SDSS
  team regarding access management middleware solutions, with particular reference to Microsoft Active Directory compatible installations;
d. To demonstrate a strategy for the management and selection of the eligible institutions who seek to receive support according to criteria laid down by JISC. The successful tender will be expected to define the guaranteed level of support that they will provide to a defined minimum number of institutions;

e. To state an indicative number of institutions that the successful bidder will plan to provide onsite support to during the project run. An indication of planned instances of support (i.e. IdP installations) against the timeline of the project should also be given;

f. To define mechanisms to ensure that the support provided to institutions is not confined to enabling content focused access management but also encompasses access management issues found in regional confederations, single and multiple location content repositories and other elements of UK HE/FE core business;
g. To define the projected budget against key milestones in the project plan. However, consideration should be given to the effect on the teaching calendar for institutional planning and effort;
h. To demonstrate an awareness of and actively support JISC’s priorities for long term technical uptake of UK open standard access management solutions, with particular reference to the evolving SAML standard
;

i. to provide monthly written reports and engage in any necessary dialogue with JISC on the project when required. The successful bidder will attend monthly meetings of the JISC Access Management team at JISC’s London and/or Bristol offices, which will be chaired by JISC.

10. For a support cycle with an individual institution to be considered successful, the institution must be registered with the UK Access Management Federation in its own right, with a deployed access management solution, and not registered through any third party (including the supporting project) by means of delegated authority.
11. Successful implementation of the project will entail cooperation with the wider JISC community that may include but will not exclusively be limited to:
i. JISC Services and Outreach

ii. JANET UK

iii. EDINA SDSS 
iv. Netskills

v. JISC RSCs

vi. JISC Development
 

vii. Becta

viii. Third party support service providers

ix. UK Access Management Federation members

12. Respondents should ensure that they have the skill set and propensity to engage with JISC Development projects within the Information Environment
 that reference identity/access management issues.
13. JISC would like to emphasize that institutions supported by the project must in no circumstances be left dependant on buying additional support from the successful bidder (or any partners) following the conclusion of the project. Bidders will be encouraged to demonstrate strategies to avoid such conflict of interest. JISC however expects that many institutions will seek maintenance contracts for their IdP installation covering periods beyond that covered by the support project. The successful tender organization may apply for such business from such institutions. JISC stresses that the IdP installation support that the successful tender will supply must in no way lock a supported institution into a continued maintenance contract, either through proprietary technology, mechanisms or legal contract.
14. Respondents should familiarise themselves with the associated UK Access Management Federation policy documents
. The successful solution should be compatible with all major UK HE/FE institutional directory services (see appendix A).
Deliverables
15. The deliverables of the project are:
a. A detailed project plan;

b. Monthly written progress reports to be delivered via a mutually agreed mechanism;
c. A support mechanism for smaller UK HE/FE institutions to employ standards compliant, open sourced access management solutions which will function successfully with the UK Access Management Federation.

16. The project will run from 7th January - 31st August 2008. However, tender project plans may allow for some ongoing help (beyond August 2008) to institutions who receive IdP deployment support towards the latter stages of the project.
Terms and Conditions of the Grant
17. Projects will be expected to follow JISC’s Project Management Guidelines
 including adherence to good project management practices, regular reporting and participation in meetings as appropriate. JISC’s Terms and Conditions of Grant
 should be adhered to by all projects. Bidders are advised to read these carefully prior to submitting a proposal. 

18. A general guide to bidding for JISC funds can be found at http://www.jisc.ac.uk/fundingopportunities/bidguide.aspx.  

Reporting & Management

19. Responsibility for this project will lie with the JISC Services Outreach team with whom the contractor will be expected to agree a programme of work and timetable. The primary contact for the project will be Mark Williams, Access Management Outreach Co-ordinator (tel: 020 3006 6042; email: m.williams@jisc.ac.uk). 
Intellectual Property
20. At the conclusion of the project all support strategies, technical solutions including any scripting and out of the box installation code will be the non-exclusive property of HEFCE on behalf of JISC.  
Accessibility Issues

21. In line with Government legislation and social exclusion initiatives, JISC is committed to providing resources that are accessible to a diverse range of users. In order to achieve this, all software and IT resources including the project web site should meet good practice standards and guidelines pertaining to the media in which they are produced. Advice and recommendations for ensuring that IT based systems, tools and resources are accessible by all can be found in the resource section of the Technology for Disabilities Service
 (TechDis). Further advice and consultancy is available from the TechDis Centre itself.
Data Protection and the Freedom of Information Act 
22. Bidders must take into account the requirements of the Data Protection Act (1998) and the Freedom of Information Act (2000). Bidders should consult with their responsible officer regarding the possible implications of the proposed bid.
Funding and Timescale of the Project
23. The funding available for the project is a maximum of £225,000 (including VAT, travel and subsistence). Bidders who are eligible to apply full economic costs (fEC) to their proposals are permitted to do so, but JISC’s total contribution to the study will not exceed £225,000.

24. It is expected that the project will be undertaken over an 8 month period between 7th January - 31st August 2008.  
Format of Proposals
25. Bidders should provide the following in support of their proposal:
a.
List three instances of institutional support that you have delivered in the area of UK HE/FE access/identity management. Briefly list the role you or your firm or service played in each project. A reference for each instance should be submitted;
b. 
Outline staff time committed to the project against a timeline of availability;
c. 
Demonstrate a historical commitment within the UK educational context to open source solutions, particularly in access management technologies;
d. 
Describe your approach to: 

i. Developing an institution’s access management infrastructure;
ii. Upskilling an institutions staff.
e. 
Outline your methodology for working with the JISC Services Outreach team who will supervise the project;
f. 
Within the project plan, make a detailed risk assessment of the project;
g. 
the costs of the project, broken down into different phases/key milestones as appropriate and outlining the relevant rates and time commitment for each member of the team to be employed on the project;
h.
confirmation of the proposed project timetable and start date; and
i.
a completed cover sheet (see appendix C) including full contact details for the project leader.
Evaluation Criteria 

26. Tenders will be evaluated on the basis of the following criteria (which are in no specific order):

a. Compliance with and understanding of the statement of requirements including commitment to open standards;

b. Prior work demonstrating IT focused support of UK HE/FE and understanding of the UK HE/FE environment;

c. Depth and breadth of staff available to develop the IdP deployment procedures and support mechanisms in the time frame required;

d. Information provided is presented in a clear, logical manner and is well organised;

e. Relevance of the previous experience of the tendering organisation(s);

f. Overall quality of the proposal and the understanding shown of the issues involved in supporting and establishing federated access management within the UK HE/FE environment;

g. Analysis of risks to successful completion of the service;

h. Evidence that the proposal will work within the JISC Information Environment, its defined partners, eligible supported institutions and hardware and software architecture;

i. Commitment to supporting institutions developing an entirely self sustaining access management solution;

j. Value for money.
Submission of Proposals
27. Proposals of no more than 10 single-sided A4 sheets, typeset in Arial or a similar font at 10 point size, should be submitted, as an electronic copy, in Word or Rich Text Format, via email as one file or a zipped folder. The deadline for submissions is 12 noon on Thursday 22nd November 2007. Proposals must include the completed cover sheet (see appendix C) in addition to the 10 page limit. CVs may be attached as appendices to the proposal and should be no longer than 2 sides of A4 each.

28. Faxed proposals, or late proposals, will NOT be accepted. 

29. If the bid exceeds the page limit guidance, evaluators will be advised to disregard information provided beyond the indicated page limit.  

30. Each bid must be accompanied by letters of support from an authorised senior manager at each institution/organisation named in a bid. The support letters do not count towards the 10-page limit. 

31. The electronic copy of the bid including appendices and letters of support must be received by the deadline stated. Proposals must be sent to: Amy Laws (tel: 0117 931 7451; email: a.laws@jisc.ac.uk). 
32. The JISC reserves the right not to award a contract.

33. Any short listed tenders may be required to deliver a detailed presentation of its project plan to JISC prior to final approval.

Further Information 

34. General enquiries regarding the content of this Invitation To Tender should be addressed to Mark Williams (tel: 020 3006 6042; email: m.williams@jisc.ac.uk). 
35. Enquiries regarding the bidding process should be addressed to Amy Laws (tel: 0117 931 7451; email: a.laws@jisc.ac.uk). 
JISC Executive
October 2007

APPENDIX A
AGREED TECHNICAL SOLUTIONS AND STANDARDS

a) SAML2 (Security Assertion Mark-Up Language) compliant open standard implementation. JISC strongly recommends that this is Shibboleth 1.3. 
b) Access management solution compatible with but not limited to Key Institutional vendors such as Microsoft, Novell and Sun Microsystems 

c) Compatability with commonly used UK HE/FE directory services including but not limited to;

Active Directory

eDirectory

OpenLDAP

MSQL

ORACLE

APPENDIX B

JISC Federated Access Management Roadmap
Joining the UK Access Management Federation
1. Institutional Audit

REVIEW: institutions should carry out an audit to review readiness to adopt federated access management. This would include making a choice between the three strategic JISC options, and alignment with institutional information strategy.
2. Directory Development

DEVELOP: directories need to be correctly populated with attributes about students and staff that meet the Federation standard – known as the eduPerson
3. Authentification Development

CHOOSE AND IMPLEMENT: an institutional authentification, or single-sign on, system should be selected. Institutions can choose from commerical or open source products.
4. Implement IdP

CHOOSE AND IMPLEMENT: the fourth stage is to implement identity provider software. Institutions can currently choose between the Shibboleth, AthensIM and Guanxi implementations.
5. Join Federation

ACTION: all institutions who wish to participate will need to join the UK Federation by registering and agreeing to observe Federation policy.
6. Institutional Roll-out

ACTION: on becoming a member of the Federation, an institution will need to roll out the new system. This may include staff training and development of new user guides and support mechanisms.
APPENDIX C
	Cover sheet for proposals
(NB: All sections must be completed)
	JISC Invitation to Tender:
Institutional Access Management Support Project



	Name of lead institution/organisation

	List consultants/partners, if any 
 



	Full contact details for primary contact
Name:
Position:
Email:
Address:
 

Tel:
Fax:

	Length of project and Total cost to JISC over its life:

Proposed project start and end dates: 

	Outline proposal description
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