JOINT INFORMATION SYSTEMS COMMITTEE

INVITATION TO TENDER

Review of Identity Metasystems
Summary

1. The Joint Information Systems Committee (JISC) invites tenders to review identity metasystems.  A total of up to £50,000 is available for this project, inclusive of VAT and all expenses.

2. The project will be for six months beginning in December 2007. Tenders should be submitted no later than 12:00 on Friday 2 November 2007. 

Background 

3. JISC supports higher and further education by providing strategic guidance, advice and opportunities to use Information and Communications Technology (ICT) to support research, teaching, learning and administration. JISC is funded by all the UK post-16 and higher education funding councils.

4. This review forms part of  the JISC eInfrastructure Programme, which builds on the work arising from the JSR (JISC Support of Research Committee), the eScience Core Programme, and the OST (Office of Science and Technology) eInfrastructure Roadmap initiative. The programme has also been informed by European and International developments within the Grid and eResearch communities.  Of the four themes within the programme, this study will fit under the e-Infrastructure Security theme, within the federated services and tools area.
5. Currently, one of the key challenges in the creation of workable identity systems is that the user is faced with a number of different credential systems that require various means of authenticating the user.  These range from x509 digital certificates (for UK research, these are eScience certificates) to user names and passwords.  This means that the user can be expected to remember a number of different user names and passwords or have to go through quite complex processes to carry out the tasks they want to complete; in reality they often simplify this and compromise the security of the systems by using common user names and/or passwords.   Over the next few years, this is only going to get more complex as authentication and authorisation systems provide more function and users take part in more systems that require access control.  In fact, this problem has been recognised by the SUPER report as one of the impediments to the adoption of eScience
.
6. One of the answers to this problem is to have a federated approach to the provision of user identity credentials, which is currently being provided by the UK Access Management Federation
 .  This has significantly reduced the number of user names and passwords the user has to remember and gives access to an ever increasing range of content and services for those in UK higher and further education.

7. In terms of digital certificates, both the SHEBANGS
 and ShibGrid
 projects have shown how researchers could use their UK Access Management Federation credentials to get access to grid resources.
8. Finally, there has been a great deal of interest in OpenID for access to social software for those in further and higher education, which is the subject of a separate ITT issued by JISC
.

9. However, there is another concept of an ‘identity metasystem’
, which has been used by Kim Cameron of Microsoft to describe a ‘system of systems’, allowing a user to choose from a number of different identity credentials via an easy to use interface.  Microsoft’s iteration of this is Cardspace
, which was identified as one of the key technologies to monitor in the Office of Science and Innovation (OSI) e-Infrastructure Working Group’s report, Developing the UK’s e-Infrastructure for Science and Innovation
.  Since the report was written, a Mac and Linux iteration of this concept has also been developed by the Bandit Project, called DigitalMe
.  There has also been the Catalyst Conference, run by the Burton Group
 to test whether there could be an identity metasystem and how these would work together.
10. So the question is whether these identity metasystems would work in a further and higher education environment and how these systems could complement existing solutions, hence this study.
Objectives

11. The objective of this review is to inform JISC and the higher and further education community about the potential of identity metasystems.

Terms of reference
12. The main elements of work that should be included in this review are:

a. Identify key stakeholders from further and higher education who cover the areas of e-research, e-learning, repositories and libraries, third stream activity and social software.  Gaining a suitably diverse and representative group of stakeholders is likely to prove difficult so bidders should outline how they intend to approach this;
b. Conduct structured interviews and surveys with these key stakeholders to establish the main scenarios for an identity metasystem and potential opportunities;
c. Where appropriate, map the outputs from (b) into the e-Framework
;
d. Evaluate the applicability of existing identity metasystems against the scenarios identified in (b) above; 

e. Establish the maturity of identity metasystems, particularly some criteria to determine when it would be appropriate to start pilot implementation projects;
f. Evaluate how identity metasystems would fit with existing authentication and authorisation systems already in use, such as eScience certificates and the UK Access Management Federation;
g. Provide an overview of platform support and availability of libraries, open source toolkits etc;

h. Compose a report summarising the findings from the above and proposing recommended next steps, if these are appropriate.

13. These elements of work should be undertaken in consultation with the JISC programme manager, JANET UK, SDSS, the National Grid Service (NGS)
, UKOLN
, CETIS
 and, where appropriate, the JISC e-Framework team. Frequent communication will be important, through methods to be agreed with the JISC programme manager. There will be a need to communicate with other relevant national and international initiatives.

14. Each element of work identified above carries a number of challenges, and proposals will need to demonstrate a clear understanding of those challenges and outline how they intend to address them. 
15. Issues that have already arisen and should be addressed in the report are:

a. Access by those outside an institution to institutional resources – there should be particular focus on those in business who wish to collaborate with researchers and the ‘non-traditional’ student who could be undertaking lifelong learning or working in research on a part-time basis;

b. How do identity metasystems relate to any issues of trust with digital identities?
c. What potential is there for these systems to support personal identity management?
d. How portable are identity metasystems?  Can I take my ‘infocards’, for example from machine to machine and what are the implications of doing that?
e. What new terms and language need to be understood by the education community and what willingness is there to adopt these?
f. How usable are identity metasystems – do they make identity management easier for the user? 

g. Access to externally hosted services – these could include social networking services such as Bebo;

16. The following areas of knowledge, skills, experience and other qualities are required: 

· An understanding of the JISC and the role of authentication and authorisation in delivering outcomes across the JISC; 

· An understanding of the e-Framework for education and research
.
· An understanding of the main challenges relating to identity within the further and higher education community;
· An understanding of the key standards, specifications and protocols involved in identity management;
· Strong written and spoken communication skills, including the ability to express complex issues clearly, and summarise appropriately.

· Experience in carrying out structured interviews and surveys to ensure appropriate demographic representation and statistically meaningful response rates.

Deliverables

17. The main deliverable of the work is a report, as described above.
18. Subsidiary deliverables could include demonstrators of identity metasystems and a web site to disseminate the findings.

Intellectual Property Rights


14. The information provided in any deliverables and the rights to all other outputs will become the property of the Higher Education Funding Council for England (HEFCE) on behalf of the JISC and the other funding councils.

Timescale

19. The timescale is as follows:

· Tenders should be submitted by 12:00 on Friday 2 November 2007.

· It is expected that bidders will be notified of the outcome of the evaluation process by Friday 30 November 2007.
· The project will be expected to commence work on or around Monday 10 December 2007.

Evaluation 

20. Proposals will be evaluated on the following criteria:

· Relevant knowledge and experience (20%)

· Compliance with and understanding of the statement of requirements (20%)

· Suitability, clarity and feasibility of the project plan (20%)

· Commitment to work with JISC and others during the project (20%)

· Value for money (20%)

Funding

21. Maximum funding of £50,000 (including VAT, and all expenses) is available for the project.

22. Bidders who are eligible to apply full economic costs (fEC) to their proposals are permitted to do so, but JISC’s total contribution to the project will not exceed £50,000.
Format of Proposals

23. The proposals should clearly identify:

· the scope of the project;

· background and rationale for the proposal with explanations of the key elements involved;

· the proposed methodology(ies) to be used throughout the project including management structures; 

· a detailed work plan with milestones and deliverables (this should address the requirements set out above as well as a clear risk analysis);

· the organisations involved in the bid, identifying the lead institution/organisation (in the case of a consortium bid) and the proposed contribution and responsibilities of each partner;

· the staff to be used in the main areas of work, together with detail of their relevant expertise and experience;

· the costs of the project, broken down into different phases as appropriate and outlining the relevant rates and time commitment for each member of the team to be employed on the project,

· confirmation of the proposed project timetable and start date; and

· a completed cover sheet (see Appendix A) including full contact details for the project leader.

Submission of Proposals

27. Proposals of no more than 10 single-sided A4 sheets, typeset in Arial or a similar font at 10 point size, should be submitted, as an electronic copy, in Word or Rich Text Format, via email as one file or a zipped folder. The deadline for submissions is 1200 GMT on 12:00 on Friday 2 November 2007. Proposals must include the completed cover sheet (see Appendix A) in addition to the 10 page limit. CVs may be attached as appendices to the proposal and should be no longer than two sides of A4 each.

28. Faxed proposals, or late proposals, will not be accepted.

29. If the bid exceeds the page limit guidance, evaluators will be advised to disregard information provided beyond the indicated page limit.  

30. Each bid must be accompanied by letters of support from an authorised senior manager at each institution/organisation named in a bid. The support letters do not count towards the 10-page limit. 

31. The electronic copy of the bid including appendices and letters of support must be received by the deadline stated. Proposals must be sent to:

Joseph Hutcheon, JISC Executive, Northavon House, Coldharbour Lane, Bristol, BS16 1QD (tel: 0117 931 7251; email: j.hutcheon@jisc.ac.uk).

32. The JISC reserves the right not to award a contract.
Enquiries
33. General enquiries about this invitation to tender should be addressed to James Farnhill (tel: +44 77 66 44 22 59; email: j.farnhill@jisc.ac.uk).

34. Enquiries regarding the bidding process should be addressed to Joseph Hutcheon (tel: 0117 931 7251; email: j.hutcheon@jisc.ac.uk).

JISC Executive, Bristol

September 2007
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� See � HYPERLINK "http://www.nesc.ac.uk/technical_papers/UKeS-2007-01.pdf" ��http://www.nesc.ac.uk/technical_papers/UKeS-2007-01.pdf� 


� See � HYPERLINK "http://www.ukfederation.org" ��www.ukfederation.org� for more details.


� See � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_middleware/proj_shebangs.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_middleware/proj_shebangs.aspx�


� See � HYPERLINK "http://www.jisc.ac.uk/whatwedo/programmes/programme_middleware/proj_shibgrid.aspx" ��http://www.jisc.ac.uk/whatwedo/programmes/programme_middleware/proj_shibgrid.aspx� 


� Details to be released shortly on the JISC site at � HYPERLINK "http://www.jisc.ac.uk/fundingopportunities.aspx" ��http://www.jisc.ac.uk/fundingopportunities.aspx�. 


� See � HYPERLINK "http://www.identityblog.com/?page_id=355" ��http://www.identityblog.com/?page_id=355�. 


� See � HYPERLINK "http://cardspace.netfx3.com/" ��http://cardspace.netfx3.com/�. 


� See � HYPERLINK "http://www.nesc.ac.uk/documents/OSI/aaa.pdf" ��http://www.nesc.ac.uk/documents/OSI/aaa.pdf�. 


� � HYPERLINK "http://www.bandit-project.org/index.php/Welcome_to_Bandit" ��http://www.bandit-project.org/index.php/Welcome_to_Bandit�. 


� See � HYPERLINK "http://identityblog.burtongroup.com/bgidps/2007/08/recapping-the-c.html" ��http://identityblog.burtongroup.com/bgidps/2007/08/recapping-the-c.html� for a report


� � HYPERLINK "http://www.e-framework.org/" ��http://www.e-framework.org/�. 


� � HYPERLINK "http://www.grid-support.ac.uk/" ��http://www.grid-support.ac.uk/�. 


� � HYPERLINK "http://www.ukoln.ac.uk/" ��http://www.ukoln.ac.uk/�. 


� � HYPERLINK "http://www.cetis.ac.uk/" ��http://www.cetis.ac.uk/�. 


� e-Framework for education and research: � HYPERLINK "http://www.e-framework.org/" ��http://www.e-framework.org/�
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