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Seeking to continually improve the student
experience is what drives much of an institution’s
efforts and actions. When you provide a wider
range of services through federated access
management technology, you make life far easier
for your students, and you improve and grow their
learning environment.

Federated access management allows new information
and resources to become available to students that they
may never have found previously, or may have decided was
too much of a ‘mission’ to access. The same applies when
guests from outside your institution access your services.
The barriers of distance, time and technology are removed
to bring invited users and collaborators safely and securely

to information that will make a real difference to their work.

Students beneft most from the compound effect of
providing a growing number of services through federated
access management and single sign-on. The real mission,
then, is to deliver as much of your knowledge, resources,
information, and services as possible through this
enabling technology.

Develop a comprehensive service portfolio within your
institution, and federated access management and single
sign-on will deliver it into the right hands, anywhere in
the world.

University of York: single sign-on right on target

TARGETconnect is the University of York’s online
interactive careers service. It is a popular and important
service, connecting prospective employers with the
University of York community, providing students with
careers advice and jobs, and giving careers staff a
central resource for providing support and managing
opportunities.

When specialist careers information publisher Group GTI
took over TARGETconnect in 2009, the application moved
from an in-house software package to an externally
hosted service. However, Group GTIl were not members
of the UK federation, and York could not provide access
to identity directories outside of the secure and trusted
federation environment. Group GTI joined the UK
federation and upgraded their software to enable single
sign-on.

Chris Masters is the technical lead at TARGETconnect:
‘The decision to adopt Shibboleth was an easy one to
make,’” says Chris. ‘We recognised that institutions — our
core clients — were rapidly moving to single sign-on
using Shibboleth as the accepted form of authentication.

‘We chose to get on board and strengthen our place in
the community.

‘Implementation was very straightforward, as Shibboleth
is very easy to adapt and integrate. It’s the difference
between a fve-minute project and a fve-day one.’

‘You really see the benefts of single sign-on for students
when lots of services are federated,” says John Isles,
identity manager within IT Services at York, ‘and so we
want our students to be able to use as many services as
possible from one login.

‘For example, we subscribe to Edina’s Film and Sound
Online, a medical media library, and also to Nature
magazine’s website. As long as the authorisation
settings allow access, when a student has signed on,
he or she can switch between both services, and access
others, such as the careers service, without any further
authentication in the same session. We aim for every
service to work in the same way.’
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University of Oxford: federated access for a collegiate university

The University of Oxford comprises more than forty self-governing colleges and halls,
together with over seventy departments. Playing a central role in binding together this
devolved institution and its complex IT infrastructure is Oxford University Computing
Services (OUCS), which supports the online needs of 20,000 students, 9,000 staff, and a
host of external collaborators and users.

Michael Fraser is head of the infrastructure systems and services group within OUCS.
He said: ‘Federated access management and single sign-on technology at Oxford lies
at the heart of secure, simplifed access to many diverse services. It allows various
technologies to be orchestrated and delivered to authenticated users wherever they are.

One of the signifcant single sign-on projects overseen by OUCS has been to integrate
Shibboleth with the Oracle Student System, Oxford’s central system for student data,
from admissions through to graduation. OUCS worked with Business Services and
Projects, the department that manages the student system, to implement single sign-on
using the Oxford username and password.

A key imperative for the project was Oxford’s decision to stop publishing printed exam
results; single sign-on would support this by providing quick, easy access for students
and staff and relieve the pressure on support services at one of the busiest times in the
University’s calendar.

Emma Potts is the head of student administration at Oxford, and testifes to the
organisational payback of investment in single sign-on. ‘It has been of considerable
beneft to staff and students using student systems across the University. Single sign-
on has enhanced not only their experience of using these systems (in using the same
credentials that they use for other applications) but it has also reduced signifcantly
the number of enquiries from users. We estimate that the reduction in enquiries from
students alone has amounted to a 0.5 FTE staff saving.’

‘We believe Shibboleth works very well as a protocol for intra-, as well as inter-,
university service provision, an essential requirement at Oxford,” concludes Michael
Fraser. ‘A service oriented architecture approach to access management minimises the
‘hoops’ through which our users must jump, reduces overheads and the admin burden,
brings effciencies and delivers better value for money.’
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To view a transcript of this audio fle, please click here
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Better for managing
Information.
Better for business

Federated access management has a very effective
role to play in the running of an institution.

When you apply access management and single sign-

on to internal services, such as intranet access, staff

email, registration, recruitment, student accommodation,
room booking, and facilities management, information is
delivered more effciently, the right people get access to the
right tools, and your institution performs better.

Federated access management can reduce costs and
eliminate ineffciencies in the way your institution’s
departments work — and work together. It provides the user
with invisible technology that allows them to access and
work quickly between various services and systems as they
go about their daily business. Staff can collaborate more
easily with their colleagues, and they can focus on what they
want to achieve, not on the challenges of navigating their
way through services and systems.

If students beneft from federated access management
and single sign-on but staff do not, then your access

management toolkit may be punching below its weight,
and your investment in it may not be delivering its
potential returns in time, effciency and money.

UCL: service partners are willing federation participants

Single sign-on was frst introduced to University College London (UCL) as a way of
authenticating users of its library services. Encouraged by its potential, the University then
tested Shibboleth further by developing a u-portal that brought together a range of back-
end systems like their virtual learning environment and email, and added single sign-on.

‘It was a relatively easy exercise,” says Simon Farrell, enterprise architect at UCL, ‘and it
demonstrated that implementing Shibboleth across diverse applications was very doable.
Now, whenever we build a new application, we federate it and it becomes part of the
single sign-on family.’

Today, UCL has single sign-on enabled on a whole host of services, including
partnerships with external providers who have implemented the technology in order to
support the University.

UCL’s event management system is hosted and run by Columba Systems, and used by
students, staff and the public. Columba fully supported the single sign-on functionality,
joined the UK federation, and worked with UCL to implement single sign-on.

Similarly, e-recruitment pioneer WCN provides an online recruitment service to UCL
using federated access management, and Serco provides Facility CMIS, UCL’s timetable
system, again with single sign-on functionality.

‘Our service partners have really embraced single sign-on,” says Simon Farrell. ‘It's a
robust and secure feature that adds strength and Fexibility to their product. Federated
access management allows us to devolve administration confdently to our partners
because we know and trust the technology they’re using.

‘We had always sought simplifed sign-on, and we already had in place a synchronised
username and password. That only solved part of the problem, because while users could
use the same username and password for lots of things, they had to repeatedly type them
in each time they switched to a new application. Re-engineering access using Shibboleth
removes that last hurdle of ineffciency.

‘Shibboleth is a fundamental tool in publishing, sharing and collaboration, across
teaching and learning, internal business processes, research, and enterprise relations.
We now make far better use of our services. As a result, single sign-on has become part
of our DNA.’
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LSE: streamlined recruitment supports global brand

When the London School of Economics and Political Science (LSE) sought a new online
recruitment system to replace its resource-heavy manual operation, shared sign-on*
was an important prerequisite. Widespread but infrequent use by individuals other than
HR team members meant that new usernames and passwords were likely to be easily
forgotten. Also, the LSE wanted to achieve the most streamlined end-to-end process
with the fewest support incidents.

Recruitment specialists WCN, who host the system externally, joined the UK federation.
They then integrated Shibboleth to facilitate authentication for LSE staff signing in.

Janine Eagling was the LSE project manager for the e-recruitment system. ‘This is
another example of how federated access management can play a major role in service
development,” said Janine. ‘Shared sign-on speeds up the process and makes life easy
for staff. It also delivers greater functionality and convenience. For example, the system
now checks the identity profle of the user and pre-populates the application form with
their details.

‘Furthermore, if you belong to another institution within the federation and you want

to apply for an LSE post, the technology used by WCN and LSE can be extended to
applicants from elsewhere in the academic community. They can use their current
institution username and password to access the LSE service. It’s not something we
have experienced to date, but extending access securely to other federation members is
a defning characteristic of the open-standard technology and implementation is simple.
This is extremely useful when one considers that many job applicants come from within
other universities.’

‘E-recruitment has made a noticeable difference to the effciency and capability of my
department,” says Barbara Bush, LSE’s HR director. ‘Access management and shared
sign-on are fundamental constituents. Without them we would not have the speed

and fuency of operation we require for the amount of traffc we experience, and some
important operability would have been conspicuously absent.

‘We are a popular employer but we still need to compete for the staff we want. Shared
sign-on gives us another advantage in securing the best talent.’

BARBARA BUSH Duratic_)n:
HR Director, LSE 3:46 mins

**Shared sign-on’ is the LSE’s own term for using a single institutional
username and password to access a range of se_rvic_es. Federatgd e LONDON SCHOOL
access management at LSE ‘shares’ an authentication source with
the University’s own network, albeit still with the same username and lS E or ECONOMICS ano
password. ‘Single sign-on’ is JISC’s preferred general term, but other POLITICAL SCIENCE W
terms are sometimes used to describe the process.
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Extending
access to
the wider
community

Engaging positively and productively with the
wider community is one of the most valuable
contributions an institution can make, delivering
benefts to the economy and society at large, and in
return beneftting from employer engagement and
community support.

Federated access management is a highly effective tool
for bringing those partnerships together. And yet, recent
research has shown that it is not being widely exploited to
support business and community engagement (BCE).

If you provide services internally or to another institution
through federated access management, you already have
an authentication process. Extending it to any individual

or group in the community is easy. Where it differs slightly
is that often BCE partners will not have their own identity
management system, particularly smaller groups, and they
may not be members of the UK federation.

To resolve this, you become both service provider and
identity provider, creating identities for them and inviting
them as ‘members’ into your institution. Once they’re on
board, access entitlements and authorisation work in exactly
the same way as for your in-house staff and students.
Licence agreements can also be incorporated.

If you want to engage fully with business and community
organisations, and you want to fnd the path of least
resistance for getting there, federated access management
and single sign-on can help you to create secure, accessible
and dynamic partnerships with the world around you.

University of Hertfordshire: extending membership to
the community

At one point, the University of Hertfordshire’s BCE
activities involved the issue of around twenty or so
different types of ID card, with a different set of privileges
for each. This put a real strain on managing access.

The senior management team decided that the method
for managing relationships had to change to remain
sustainable and support growth.

Di Martin is chief information offcer at the University.
She explains: ‘We chose to focus on the concept of
‘membership’ of the University combined with identity
and access management technology. The main condition

for membership is the establishment of a mutually
benefcial relationship that both contributes to the
work of the University and delivers benefts to the wider
community. That’s the deal. In doing so, the University
and its students beneft from the skills, knowledge and
resources of its community and vice versa.’

The membership policy is now in place with only
two different types of ID card and a single individual
username and password for engagement in the
University’s digital environment.

This includes StudyNet, the University’s intranet and
managed learning environment. StudyNet gives access
to such services as discussion groups, group working
facilities, blogs, a digital library, event information, and
access to their virtual learning environment.

‘We have partnerships with local businesses, where

we support knowledge transfer partnerships and our
students learn about employability. We have many other
relationships locally and internationally where both
parties gain from working together,” says Di Martin.
‘Membership has been granted in such contexts as
workplace learning, CPD, and joint ventures.

‘Currently we use Open Athens for access management,
but as members of the UK federation, we will move
towards open source federated access management
technology, such as Shibboleth, in the future. It makes
sense for us to adopt a widely used standard, as it will
provide us with more Fexibility in widening access to
organisations, here and abroad. We remain dedicated to a
dynamic BCE programme. Federated access management
has been a vital component in our strategic developments
and it will continue to contribute to our future success.’

University of '
Hertfordshire
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Kidderminster College: access management, access to revenue
While federated access management can certainly reduce costs, its ability to generate income is less

tangible. Institutional federation members tend to collaborate and share information freely for joint
research and to enhance learning outcomes more widely. Single sign-on is an enabling technology,
not a saleable commodity, and commercial providers make money from their products and services,
not the technology that delivers them.

To consider the earning potential of federated access management and single sign-on, one has to
think a little more strategically than a service for sale, but the potential does exist. As institutions
look for ways to survive hard times, innovative thinking could fnd answers in less obvious places.

Kidderminster College has spotted and capitalised on one aspect of federated access management

and single sign-on: their knowledge of the subject in relation to virtual learning environments _

(VLES). - L. DAVID HARRISON 7] Duration:
. . . . | i Senior Advisor on Access Management, JISC 1:00 mins

Kidderminster has set up a separate business, VLE Middleware, and now offers a consultancy

service to smaller institutions and publishers. They help guide their clients through the process

of setting up and running such things as online individual learning plans and VLEs — a daunting

prospect for frst timers — including strategy, detailed planning, hosting, training, Shibboleth

integration, and ongoing support.

VLE Middleware also assists clients with funding, works with other institutions to promote
collaboration within the UK federation, and funds and writes free software and resources; products
like EasyView for Moodle, a downloadable tool that allows teachers and students to view a range of
Tle types, including Word, Excel and PowerPoint, without the need for the application software.

Alongside this good work, the commercial imperative remains, and VLE Middleware has provided
services to institutions numbering some 300,000 students, as well as extending its reach to
councils, work-based learning providers and commercial businesses. The end result is that the
business generates in the region of £350k per annum for Kidderminster’s IT department which has
enabled it to invest in a whole range of new technology for the College.

‘We have certainly demonstrated that one’s own learning and experiences from federated access
management and single sign-on can be turned into a fnancial beneft,” says Graham Mason, head
of ICT services at Kidderminster, and managing director of VLE Middleware. ‘It's an innovative
approach for these times, but such innovations are well within the grasp of most UK institutions.’
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Improving research
excellence and collaboration

to build one of the most varied ranges of services in the
UK. One of its notable achievements is its extensive wiki
and blog community, accessed through single sign-on with
authorisation carefully moderated by user attributes.
‘This is where the security of single sign-on becomes a
Institutions share many common objectives and How you choose to work together depends on your own decisive factor in building services,” says Caleb Racey,
there is limitless potential when they choose to work ~ Strategy and business priorities, but the benefts are
signifcant, the possibilities more numerous than ever,
together. Federated access management fosters access is easier and safer, and the communication channels
and facilitates collaboration: enhancing learning, are open.
reducing costs, and improving research excellence.

middleware team leader at Newcastle. ‘Research thrives on
collaboration but it’s also a very sensitive area of a person’s

Groups who specialise in particular felds can use federated

access management to work more easily together over

work. Our researchers can build project wikis over which we
give them full access control, which means they decide how

any distance, and share information without compromising

work that needs to remain private and protected.

much they share and with whom.

‘Sometimes single sign-on is not about sharing, but about
secure ease of access to an individual’s private space,
authorising and authenticating one person only. Researchers
can also create their own “My Projects” blogs where they can
post private information on their work, including information
on patents and any external consultancy in which they are
involved. Our lecturers build wikis for their students too, again
with controlled access.’

Research Assessment Exercises (RAES) are an enormous
deal for universities, having a big impact on funding. ‘We also
provide a research information site service,” says Caleb Racey.
‘Researchers can sign on and record their research impact,
including their top papers, esteem indicators, which boards
they’ve sat on, PhD students and other RAE contributions. The
service then automatically generates information for the RAE.

‘Federated access management enables joined-up research. It
makes a very defnite contribution to research excellence and
collaboration without compromising work in progress.’

Collaboration makes economic sense too. Investment

in resources — and best practice — can also be shared,
delivering greater value to the community as a whole.
Institutions can provide access reciprocally to knowledge,
data, resources, special facilities and other services, with
mutual benefts. You may even have resources you can
sell, generating income and enabling access to others at a
fraction of what it would cost them to grow that resource
from the ground up.

Duration:
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Middleware Team Leader, Newcastle University
When you provide services to other institutions, federated
access relieves you of the burden of having to manage
usernames and passwords for external visitors. Users
are authenticated through their home institution, which
means that you are free to concentrate on licences

and subscriptions, and the selection, management and
promotion of resources.

To view a transcript of this audio fle, please click here
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